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Abstract. Vehicle-to-Vehicle (V2V) communication systems hold great
potential for enhancing road safety and traffic efficiency. The authenti-
cation of such communication is crucial, particularly in scenarios where
infrastructure is absent, while also ensuring the privacy of the partici-
pating vehicles. The Security Credential Management System (SCMS)
offers a solution using pseudonym certificates. The pseudonymous na-
ture of the V2V communication poses a challenge to integrating reputa-
tion of vehicles. We propose a novel solution that allows reputation to
be used even when vehicles are pseudonymous and without access to a
reputation server. By extending SCMS with a reputation system, vehi-
cles can securely retrieve and update their reputation from a dedicated
server, resulting in improved effectiveness of offline V2V communication.
To achieve this, we propose a two-step signature scheme variant called
Pre-Signature. This scheme enables an appropriate balance between rep-
utation and pseudonymity in offline V2V communication. It increases
message size by approximately 0.5 kilobytes while ensuring efficient off-
line operation and secure communication, with minimal computational
overhead for signing and verification operations.

Keywords: V2V · SCMS · Reputation· Trust · Cryptographic Signa-
tures · Certificates · Vehicular Communication

1 Introduction

Vehicular Ad-hoc Networks (VANETs) enable two important types of communi-
cation: Vehicle-to-Infrastructure (V2I) and Vehicle-to-Vehicle (V2V). V2V com-
munication enables the exchange of emergency messages, even in offline settings,
The authenticity and security of these messages essential for informed decision-
making and enhanced road safety.

In offline scenarios, vehicles solely rely on neighbouring vehicles for commu-
nication, necessitating trust and reliability among them [2]. Certificates can be
used to authenticate V2V communication. However, the reuse of certificates can
break the privacy of the user, as the recipient can then recognise users. Mecha-
nisms like SCMS (security credential management system) use Pseudonym Cer-
tificates (PCs) to verify message authenticity in an offline setting.

In SCMS, a Certificate Revocation List (CRL) is maintained to identify and
block misbehaving vehicles from the communication network. The CRL must be
synchronised when vehicles have access to the infrastructure, e.g. via Roadside
Units (RSUs) [21, 27]. The CRL scales linearly with the number of misbehaving
vehicles, and these lists must be communicated to and maintained by every
vehicle. The property of misbehaving must be a black-or-white proposition. We
propose a mechanism that is more scalable than a CRL, and uses a more granular
notion of reputation.
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Fig. 1. An Integrated Approach for Reputation, Offline, and Privacy in V2V

A reputation system leverages the historical behaviour of vehicles, to assess
their reliability and trustworthiness. By using the vehicle’s reputation, decision-
making can be made more accurate, reducing the risk posed by misleading in-
formation. How past information is collected, stored and used to compute or
update a reputation value (RV) has been studied widely in [21]. However, in
this paper, we are only interested in the question on how to disseminate the
reputation value held at the Reputation Server (RS), such that it can be used
in offline settings without breaking privacy.

The motivation for our work is to extend existing systems to enhance trust
and reliability in V2V communication. The goal is to develop a system to authen-
ticate messages which maintains privacy, works offline, and allows reputation to
be used. See Figure 1.

Reputation+offline can be delivered by foregoing pseudonyms, and provid-
ing medium-term (e.g. daily) reputation value certificates. Reputation+privacy
can be delivered by requesting a short-term RV certificate every time a new
pseudonym certificate is used. Finally, privacy+offline is delivered by systems
like SCMS. The challenge is to deliver all three of the properties in a scalable
way, with minimal changes to the standards.

The key ingredient for our solution is a new cryptographic primitive that we
call a pre-signature. The pre-signature scheme is a two step process, where party
A pre-signs a particular message and party B can complete the signature, linking
it to a certificate. Party B cannot change the message without party A (unforge-
ability). Another party C cannot use the pre-signature to complete the signature
(non-transferability). An observer cannot tell whether a pair of completed sig-
natures are based on the same pre-signature or not (indistinguishability).

Our system works as follows: Every day vehicles should request a fresh pre-
signature of their most recent reputation value. Using this pre-signature, the ve-
hicle computes a new completed signature, every time they switch pseudonyms.
Vehicles can verify the reputation value in an offline setting (due to unforgeabil-
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ity and non-transferability), without breaking the privacy of the sender (due to
indistinguishability). Unlike CRLs, the overhead does not depend on the num-
ber of malicious vehicles identified. Moreover, the reputation value allows a more
granular notion of misbehaviour than CRLs.

The next section summarizes the background and analyses the issues in the
existing standards, leading to the introduction of the reputation-based system
model in Section 3. Next, section 4 outlines the proposed Pre-Signature scheme.
Section 5 then introduces the scheme operation. Section 6 discusses the scheme’s
operational considerations and some challenges. Section 7 reviews the state-of-
the-art and related work, contextualizing the proposed scheme. Finally, section
8 concludes the paper and identifies directions for future work.

2 Background

Outside residential and urban areas, vehicles can move into locations where no
RSUs are deployed (e.g. tunnels, mountains, and remote areas). In such condi-
tions, Dedicated Short Range Communication (DSRC) serves as the communi-
cation method for V2V interaction, allowing vehicles to exchange messages and
send alert within a 300-900-meter range regardless of the presence of nearby
RSUs [23]. The receiving vehicles would normally verify these messages with
RSUs but cannot do so in offline conditions. Similarly, reference to a CRL is not
possible in such a context. In this scenario, the sending vehicle needs to trans-
mit a message that is linked to both its reputation and pseudonym certificate.
A receiving vehicle then makes a decision based on the sender’s reputation. As
background for the work, it is relevant to begin by explaining some key elements
that provide context for the problem, namely the current use of certificates and
the challenge presented by the offline V2V communication scenario. In terms of
certificates, two types are of interest in this discussion:

SCMS Certificates: Vehicular Public-Key Infrastructure (VPKI) networks
are being deployed globally to ensure the security of vehicle communication.
Key initiatives such as ETSI and C2C-CC in Europe [31], SCMS [34] in the US,
SCME in China [32], and others are dedicated to establishing robust communi-
cation frameworks and efficient credential management systems for both vehicles
and infrastructure. These endeavors significantly enhance the effectiveness and
security of transportation systems. SCMS serves as a standardised solution for
securing V2V communications, making it the focal point of our work. As shown
in Figure 2, SCMS ensures trust between vehicles by facilitating and verifying
V2V security certificates [19] and exchanges anonymised data without sharing
personally identifiable information with other entities [38]. SCMS is therefore
considered a central system in enabling trust amongst authorised vehicles. SCMS
is an implementation of PKI based system that uses certificate management to
enhance trust in V2V communication. In this system, the Pseudonym Certificate
Authority (PCA) collaborates with the Misbehaviour Authority (MA), Linkage
Authorities (LA1, LA2), and Registration Authority (RA) to identify linkage
values to add a vehicle information in the CRL if misbehaviour detected on that
vehicle [34]. In this system, authorised vehicles rely on PC to validate and au-
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Fig. 2. Challenges of SCMS in Offline V2V Communication

thenticate the trustworthiness of messages. The SCMS provides the vehicle with
multiple PCs and requires vehicles to change them periodically.

Pseudonym Certificates: To ensure message integrity, authentication, and
vehicle privacy, PCs are utilized, typically issued by the PCA in the SCMS. PCs
are employed for short durations to safeguard privacy, and they are changed
periodically, such as every 5 minutes, to prevent message linkability. To facil-
itate the pseudonym-changing process, the SCMS system provides the vehicle
with necessary PCs. These PCs can be preloaded with varying periods for an
extended time (e.g., one year) or obtained on-demand (e.g., daily). Vehicles have
the capability to refill PCs either online or offline. While in online mode, vehi-
cles can directly download PCs on-demand using RSUs [34]. In offline mode,
the PCA supplies all PCs to the vehicle regularly, necessitating ample storage
capacity.

3 System Model

This section describes the proposed model and the roles and assumptions. Fig-
ure 3 illustrates our proposed addition to the SCMS architecture (see previous
section). We introduce a new entity, the Reputation Server (RS), which provides
the Reputation Values (RVs). The RS will be linked to the SCMS. During the
reputation retrieval process, the RV will be pre-signed by the RS; then, the RV
will be sent to the requested vehicle to complete the signature and attach it to
PCs, as explained in Section 5.

The RS has the capability to associate a vehicle’s identity with its correspond-
ing RV, ensuring privacy while facilitating efficient reputation management. This
approach allows the vehicle to maintain its anonymity while still benefiting from
reputation-based services. However, the detailed feedback mechanism, which en-
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Fig. 3. Proposed System Model

compasses the historical information used to determine a specific RV, falls out-
side the scope of our current discussion [21]. The proposed scheme provides a
secure way of attaching a reputation score to PCs without compromising the
privacy of the vehicles. Furthermore, it ensures that the RV is tamper-proof
and can only be used by the vehicle. This approach also enables efficient repu-
tation management, allowing fast retrieval of RVs from the RS. The roles and
operations of the key entities in the proposed architecture are as follows:

Vehicles: In an offline setting, vehicles act as end users and communicate
with neighbouring vehicles. Trust between vehicles is not assumed. Upon receiv-
ing a message, a vehicle assesses its reliability before proceeding. Vehicles are
equipped with On Board Units (OBUs) that facilitate wireless communication
with neighbouring OBUs. Trusted hardware within the OBUs securely stores
keys and handles cryptographic operations [22].

Reputation Server: We propose a centralised RS considered a trusted au-
thority. The RS’s primary role is to manage the vehicle’s reputation. This role
comprises, gathering, and aggregating multiple reputation-related reports from
vehicles to form an RV, then distributing a new RV to vehicles.

Vehicles can set up a secure channel with the RS using TLS [25]. The vehicle
and the RS can exchange authentication credentials to establish a secure connec-
tion. Once the secure session is established, the vehicle can send its reputation
requests to the server and receive responses securely. In addition, the secure
channel ensures that the data exchanged between the vehicle and the server is
not tampered with or accessed by malicious actors.
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4 Novel Signature Scheme

In SCMS, a vehicle’s PCs allow other vehicles to be confident that the messages
originate from that vehicle, and has not been altered. Similarly, the RSU could
supply vehicles with certificates with up-to-date reputation, but this creates a
double challenge: (1) linking the reputation certificate to PCs without breaking
pseudonymity; and (2) the reputation certificate itself breaks privacy if it is
reused. An alternative would be that the RS regularly updates and signs the RV
for each PC. However, this in turn poses a scalability issue, as there are typically
as many as 100,000 such PCs for each vehicle [37].

In this section, we introduce a special two-step signature scheme that ad-
dresses this privacy/scalability compromise. Many variations of regular signature
schemes exist, to name a few: ring signatures [10], group signatures [15], delegat-
able signatures [35], blind signatures [1], or proxy signatures [16]. Unfortunately,
to the best of our knowledge, no existing variation addresses the specific chal-
lenge at hand. We thus introduce a new construction, the Pre-Signature scheme,
which we succinctly describe below. Although motivated by the specific needs
highlighted above, the scheme may be of independent interest and is introduced
in a generic context.

4.1 Pre-Signature Scheme

A Pre-Signature scheme involves three parties: an Issuer I, a Prover P , and a
Verifier V . The Issuer I is considered honest. The Prover P and the Verifier V
may behave maliciously.

Due to space constraints, we assume familiarity with certain concepts such as
cryptographic hardness. These are taken with the usual definitions, see e.g. [17].

Definition 1. A Pre-Signature scheme PS consists of the following five algo-
rithms:

– (pk, sk) = keygen(ℓ): I generates a public/private key pair with a security
parameter ℓ, then keeps sk secret and distributes pk.

– (k, {(bi, vi)}ni=1) = register(P, n): I registers a prover P by generating a hid-
den key k, and a set of n (blinding key, verification code) pairs. I keeps k
secret, sends SP := {(bi, vi)}ni=1 to P , and {vi}ni=1 to V .

– σ = presign(m,P ): I pre-signs a message m and sends it to P .

– σ̄ = complete(σ, b): P chooses a blinding key b and completes a pre-signature
σ, then sends it to V . In practice, the completed signature is also accompanied
with an indicator for the corresponding verification code v.

– verify(σ̄,m, v): V verifies completed signature σ̄ of message m using the
associated verification code v.

Definition 2. The scheme PS is a secure pre-signature scheme if and only if
it satisfies the following properties:
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Correctness Completed signatures succeed verification iff valid, i.e.,
given (k, SP ) = register(P, n),

verify(complete(presign(m,P ), b), v) = True ⇐⇒ ∃(b, v) ∈ SP .

Unforgeability For a malicious prover P̃ , creating a valid completed signature
for m∗ using any (b∗, v∗) ∈ SP̃ without presign(m∗, P̃ ) is hard.

Non-transferability For a malicious prover P̃ knowing any presign(m∗, P̃ )
and presign(m∗, P ′ ̸= P̃ ), creating a valid completed signature for m∗ and a
target (b′, v′) ∈ SP ′ is hard.

Indistinguishability Let σ0 = presign(m0, P0), σ̄0 = complete(σ0, b0), v0 the
associated verification code, and k0, P0’s hidden key. Similarly for P1, σ1,
σ̄1, b1, v1, and k1. Given only pk, (m0, σ̄0, v0) and (m1, σ̄1, v1), determining
whether P0 = P1 (or equivalently, whether k0 = k1) is hard.

4.2 RSA-based Instantiation

We propose below a construction of PSRSA, a pre-signature scheme based on
the RSA encryption/signature scheme:

– keygen: pk = (e,N) and sk = (d,N) with (e, d,N) = keygenRSA(ℓ).
– register: k and (bi)

n
i=1 are chosen at random in ZN , and vi = (kbi)

e (mod N).
– presign: σ = h(m)dk (mod N), with k the hidden key associated with P ,

and h a secure hash function.
– complete: σ̄ = σb (mod N).

– verify: σ̄e ?≡ h(m)v (mod N).

Theorem 1. PSRSA is a secure pre-signature scheme.

Proof (sketch). The four properties from Definition 2 are satisfied:

Correctness σ̄e ≡ (σb)e ≡ (h(m)dkb)e ≡ h(m)(kb)e ≡ h(m)v (mod N).
Unforgeability Without knowing σ∗ or its own hidden key k, for P̃ to com-

pute a valid completed signature σ̄∗ ≡ (h(m∗)v∗)d (mod N) would require
computing the eth root of h(m∗)v∗. This reduces to the RSA problem.

Non-transferability Creating a completed signature form∗ and a target (b′, v′) ∈
SP ′ requires knowing the blinding key b′ associated with the target verifi-
cation code v′. The blinding key can be isolated by P̃ as v′/v(bσ/σ′)e ≡
(k′b′)e/(kb)e(bk/k′)e ≡ (b′)e (mod N) using known quantities. Computing
b′ from v′/v(bσ/σ′)e (mod N) reduces to the RSA problem.

Indistinguishability The problem of determining r and s from rs (mod N)
(given r and s randomly distributed in ZN ) solves integer factorization.
Under this reduction, since the blinding keys are randomly selected (in ad-
vance, by I), one cannot determine the blinding key or the pre-signature
from a completed signature.
It follows that one cannot compute ke0 from v0 since be0 is secret (idem for
ke1), and therefore distinguish ke0 from ke1.

We note that, since the hidden key k is static for a given Prover, a message
m always has the same pre-signature. It is up to the Prover to protect its own
privacy by changing the blinding key appropriately.
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Fig. 4. Decay of Reputation Over Time

5 Reputation System in an Offline Context

This section presents a reputation system for offline vehicular networks based on
the Pre-Signature scheme. It includes reputation calculation, initialization and
synchronization of reputation, offline demonstration of fresh reputation, and
vehicle privacy considerations.

5.1 Reputation Value

Reputation in V2V enhances communication reliability and effectiveness by iden-
tifying reliable messages and detecting vehicle misbehavior [26]. It does this in a
more finegrained way than CRLs can. In addition, CRLs are not designed for off-
line settings. This work follows some established reputation assumptions in V2V
[5, 11, 21, 36], for estimating reliability based on feedback from communications.

We assume that there is a reputation server (RS) that has a precise trust
opinion. This trust opinion may simply be a single value, but may be more
complex, e.g. like in Subjective Logic [4]. Vehicles can request a reputation value
(RV), which is a numerical value between 0 and 1, derived from the RS’s trust
opinion. The message with the RV can be used in an offline setting to evidence
its trustworthiness.

There is no mechanism to force vehicles to request an updated RV. A vehicle
could request an RV when it is high, then misbehave, and simply not update the
RV after it drops. This is a reputation lag attack [30]. To mitigate reputation
lag, reputation values should decay. We propose a geometric decay rate with a
half-life of a week, or about −9.43% per day. Taking the time units in days, after
d days, an initial reputation of r0 is decayed to r = r0 · 2−d/7. This exponential
decay pattern as explained in [8] ensures that reputation gradually diminishes
over time. The decay is depicted in Figure 4.

To compute the current reputation using the formula above, one would need
to have the initial reputation and the timestamp of the message. However, as the

decay is geometric, there exists an offset o, such that r0 · 2−d/7 = 2−
d+o
7 , for all

d. In fact, this occurs when r0 = 2−o/7 or o = −7 log2(r0). Using this technique,
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Fig. 5. Reputation Scheme Steps in SCMS

we can send the reputation value using only a timestamp – which is 7 log2(r0)
days in the past – and implicitly have r0 = 1. Hence, the value that will be sent
is a timestamp TS.

We want the entropy of the timestamp to be low. After all, if someone notices
that two timestamps are equal to the millisecond, then this may hint that its
the same vehicle under a different pseudonym. Therefore, we round TS to the
nearest day. So, if today is T , then TS = T−round(7 log2(r0)). The vast majority
of vehicles will be using a ’date corresponding to the last couple of days.

The reputation value RV can be computed as RV = 2−
T−TS

7 . And RV
will approximately equal the corresponding reputation value r0 in the RS. As
intended, the derived RV will decrease by about 10% per day, as T increases by
1 every day, giving us the desired half-life of 7 days. Of course, the scheme can
be adjusted to decay faster or slower, or have more or less granular timestamps.

In the employed decay system, the RV follows an exponential decay pat-
tern, approaching zero without ever becoming negative. However, having a low
reputation, say RS < 1/4, is not particularly impactful. Therefore, we specify
that honest vehicles should not be using timestamps longer than 14 days ago,
as −7 log2(1/4) = 14.

5.2 Reputation Initialisation and Synchronisation

Each vehicle is assigned a unique identifier called the Vehicle ID VID and a
pair of public/secret key VPK/VSK . These keys are essential for the reputation
retrieval process:

In this process: the RS creates and stores a hidden key VK , and generates the
verification codes PCV C and blinding keys PCB for the each of the certificates
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Fig. 6. The Structure of a DENM message

PC. The RS does not need to store the blinding keys, but only needs to store
an association between VID and VK .

Figure 5 describes the main steps in the reputation scheme as follows:

Step 1: When vehicle V contacts an RSU, it can request a reputation synchro-
nisation. The vehicle will send its VID securely to the RSU. The RSU will
then send the vehicle’s request to RS.

Step 2: The RS calculates the value TS = CT − round(7 log2(RV )), where CT
is the current time and RV the reputation of V found in its database. The
RS then pre-signs the value TS, as σRS,V (TS).

Step 3: The vehicle sets VPS = σRS,V (TS), so it can use the pre-signature later.

5.3 Vehicular Communication

The vehicle Vsend wants to send the message M to vehicle Vrcv, using a spe-
cific PC. The message M follows the standards Decentralized Environmental
Notification Message (DENM ) and contains information such as location, time,
type of message, and message contents [12]. The DENM structure is depicted in
Figure 6. The message needs to be signed with the private key PCSK , so that
the public key PCPK on the certificate can verify it.

We further introduce an additional signature to be included, based on the
pre-signature scheme: Vsend creates the completed signature σ̄RS,PC(TS), using
the blinding key PCB and the stored pre-signature. For a message M , with
pseudonym PC, and reputation RV , Vsend needs to send:

(σPCSK
(M), PC, σ̄RS,PC(TS)) (1)

As with normal DENM operation, the receiving vehicle Vrcv can verify that the
certificate PC was issued by a trusted PCA. Additionally, it can verify that
the owner of PC has correctly signed the message M , guaranteeing integrity
and authentication w.r.t. the pseudonymous identity. In our proposed approach,
vehicle Vrcv can furthermore verify (using the completed signature and the veri-
fication code on PC) that RS has provided evidence of a certain timestame TS

for vehicle Vsend, and thus of reputation RV = 2−
T−TS

7 on day T .
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Fig. 7. Emergency Communication Scenario

In the context of the DENM system, Vehicle Vsend generates the message
M in DENM format. The DENM system is event-driven, and is meant to be
used to identify safety issues (e.g., collision, obstacles, etc.). Vsend sends M in
hop-by-hop transmission format through the DSRC to neighbour vehicles in the
same area. After receiving message M , the receiving vehicle Vrcv submits M to
its OBU and verifies the message’s reliability. Figure 7 shows the emergency
communication in an offline scenario.

The OBUs authenticate the message and the TS by verifying the source of
the message and its integrity. Vehicle Vrcv receive many messages regarding the
collision. In case of conflicting information, Vrcv has to decide which message is
correct. To support Vrcv in making the right decision, each sources reputation
value can be used and compared. The RV provides additional information to help
Vrcv make a more informed decision about the accurate message. By comparing
the RV of the vehicles, Vrcv can determine which message is more likely to be
accurate. If verified, Vrcv forwards M to its neighbour vehicles in the same area.
The also interpret the message content and take appropriate safety measures.
What (if any) actions to undertake may depend on the RV of the source.

5.4 Vehicle Privacy

The adoption of our system introduces three potential avenues of reducing pri-
vacy: discernible patterns in verification codes, recognising that two completed
signatures are based on the same pre-signature, and recognition of identical mes-
sages. However, verification codes are chosen at random, and we proved indistin-
guishability of completed signatures (Section 4). Therefore, the only avenue in
which privacy may be reduced, is by recognising the messages are identical. The
message is a date TS within the last two weeks. This means we have 15 possible
message values. While matching TS values may hint that two PCs are from the
same vehicle, there will be many vehicles using the same TS. Our scheme trades
off reputation accuracy and privacy, but both the reputation accuracy is suffi-
ciently high and the privacy is safeguarded, with the values we use. Overall, our
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Fig. 8. DENM message signed byPre-Signature

scheme combines uses robust RSA encryption to enhance trustworthiness and
resilience in V2V communication.

6 Operational Considerations

In this section, a detailed analysis is conducted to assess the cost and overhead of
the proposed scheme. This evaluation focuses on the additional communication
and signing/verification processes introduced by the scheme in comparison to
existing systems. The following technical aspects are examined:

6.1 RS to Vehicle

Efficient retrieval of RVs from the RS in offline areas requires evaluating commu-
nication overhead. V2I scenarios use a specific message exchange protocol [6].
and employ DSRC with parameters like a 256-byte reputation response, 300-
meter transmission range, 6 Mbps data rate, and one daily handshake. This
ensures minimal overhead in bandwidth and latency, resulting in exceptionally
efficient communication between vehicles and the RS.

6.2 V2V Communication

Within the context of DENM messages, which adhere to the ETSI standard for
Intelligent Transport Systems [9], size considerations play a crucial role. These
messages are subject to a maximum size limit of 3,072 bytes, encompassing var-
ious components such as frame size, header size, payload size, and total message
size. Figure 8 visually illustrates the integration of additional components intro-
duced by the Pre-Signature scheme into the DENM. These components include
updating the PC with a pre-signature, resulting in a size increase of 256 bytes,
and signing the 2-byte RV with the completed signature, adding another 256
bytes. Therefore, the total size is increased by 514 bytes. The cumulative size
increase amounts to approximately 0.50 kilobytes. While this is a substantial
relative increase in size, it is important to consider the bandwidth capabilities
of DSRC, which operates in the licensed 5.9 GHz band and is based on IEEE
802.11p [13], where half a kilobyte is not substantial.

The Pre-Signature scheme incurs minimal communication overhead com-
pared to alternative signature schemes [3, 24, 29], making it an effective solution
for generating digital signatures in offline setting.
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6.3 Computation Overhead

The Pre-Signature scheme demonstrates minimal communication overhead in
terms of signing and verification operations. Verification operations are not sig-
nificantly impacted due to the faster nature of RSA verification compared to
ECDSA verification [14]. This is attributed to the inherent computational effi-
ciency of RSA, resulting in minimal overhead during the verification process.

Similarly, the signing operations in the Pre-Signature scheme exhibit favourable
performance characteristics. The additional signature, referred to as the com-
pleted signature, involves a simple multiplication modulo N , which can be per-
formed efficiently. As a consequence, the inclusion of the completion signature
does not introduce substantial overhead during the signing process. Considering
both signing and verification, the Pre-Signature scheme maintains an efficient
computation overhead. This characteristic makes it well-suited for secure com-
munication in offline environments, offering an optimal balance between crypto-
graphic robustness and computational efficiency.

7 Related Work

Existing literature can be classified into reputation in V2V communications and
SCMS for V2V communications. Here, we provide a brief overview of these areas:

V2V Reputation Systems: The reputation system in V2V is classified as
centralized and decentralized. The centralized system was first introduced by
Li et al [21]; this work is based on the centralized reputation scheme that cen-
trally disseminates, update, and store vehicles’ reputation scores. In their work,
a reputation announcement scheme for VANETs based on Time Threshold was
designed to evaluate message reliability. A recent centralized reputation system
for highways and urban roads was proposed by Cui et al. [5]. They assumed that
the central Trusted Authority is the solution to calculate the feedback scores
from different vehicles and then update the target’s reputation value. Mean-
while, Khalid et al [18] suggest a method of incentive provisioning built on the
idea that the RSU updates the sender’s reputation score based on the observed
action validated by vehicles.

On the other hand, distributed reputation systems do not rely on infrastruc-
ture. Instead, vehicles collect, maintain, and update the reputation score in an
ad hoc mode. El et al. [7] designed a node reputation system to evaluate the
reliability of both vehicles and their messages: Vehicles that are close to each
other and have the same mobility patterns are grouped into a platoon to reduce
propagation overhead. Kudva et al [20] suggested a framework of self-organized
vehicles to filter the malicious vehicles based on the standard score.

SCMS for V2V Communications: Prior studies have investigated a PKI-
based security infrastructure system SCMS. While the system is designed to
provide secure authentication, authorization, and data integrity for V2V com-
munication, several related issues as indicated by [19], [28] , must be solved. For
example, in SCMS, each vehicle receives 20 certificates each week to sign the
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messages with the PCs that rotating every 5 minutes [33]. As a result, every
100 minutes, a vehicle will utilise a fresh set of 20 PCs. In this case, SCMS
may analyse all the PCs a vehicle uses in a single day and then utilise them
to track for a week. Although the SCMS system assures who signed those PCs,
proving how correct or reliable the messages provided from the vehicle is chal-
lenging. Moreover, the revocation process of certificates for malicious vehicles
would need the distribution of CRLs to all enrolled vehicles, which would take
time and bandwidth. In this case, each vehicle must receive an updated CRL
copy in a timely and secure manner, making the transfer of CRL in offline areas
challenging and not successfully guaranteed. Hence, more than relying on the
SCMS to identify the misbehaving vehicles is required in some scenarios.

8 Conclusion

One of the main challenges in V2V communications is finding the right bal-
ance between security, privacy, and efficiency. Our proposed solution aims to en-
hance trust and reliability in V2V communication in offline settings. We address
the need for authenticating messages while maintaining privacy by leveraging
pseudonym certificates (SCMS style) and introducing a reputation system. We
introduce the pre-signature cryptographic primitive. Vehicles can request fresh
pre-signatures of their reputation values (via a timestamp) daily, ensuring offline
verification without compromising privacy. Our approach offers scalability, re-
duced overhead compared to Certificate Revocation Lists, and a more granular
assessment of misbehavior in V2V communication. Future work entails explor-
ing alternative cryptographic primitives to reduce the size of the signatures and
verification codes, to reduce V2V communication overhead. Further, we plan to
use realistic, state-of-the-art simulation tools to test and validate our work for
large-scale V2V communication networks.
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