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As the uptake of Internet of Things (IoT) exacerbates, questions around the environmental impacts of its making
and maintenance call to be considered with urgency. Here, the inherent unsustainable nature of these devices has
rarely been considered,, e.g., shorter lifespans, large amounts of data collected, and the obsolescence caused by the
software that runs them. This study highlights such instances of pre-mature software obsolescence of domestic [oT
devices and understands user expectations on how to tackle them. We used 5 textual scenarios to drive 8 focus
group sessions with 34 participants. Findings reveal user perceptions of the role of different IoT repair actors in
tackling existing software challenges and the importance of repair for reusing them. Our contribution highlights
three key sets of stakeholder (users, manufacturers, and regulators) focused recommendations for IoT design that
embodies repairability, while contextualising and highlighting HCI's key role in this emergent space.
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1 Introduction

E-waste is the fastest growing waste stream globally and it has been increasing at the rate of 3-5% annually in
Europe. [90, 105] It degrades the environment by increasing greenhouse gas emissions through excessive
production, and depletion of the world’s physical resources. From a social perspective, it contributes to a stark
digital device with many developed countries in the West, exporting their e-waste to developing countries like
India, Bangladesh, and Congo, affecting entire villages, especially young children and women who primarily
engage in such waste processing. [46, 97] The exponential growth of internet of connected devices [49, 70],
including Internet of Things (IoT) embedded products, has exacerbated this problem further. Current responses
to this global concern originate from different levels of society, starting from legal responses like the Right to
Repair [102] or France’s repairability scores [52] on goods to economic theories around and methodologies of the
Circular Economy [106] to academic discourses [35, 41] to most recently the rise of repair cafes: independent
international grassroots movement happening all over the world. [107-111]

Research has highlighted the importance of making human-repair interactions meaningful, usable, and
culturally aware to incentivise repair activities envisioned under the R2R movement. [2, 38, 63] However, these
studies have primarily addressed hardware obsolescence in EEE and ICT products so far. Within HCI, focus
around IoT has recently been on implications on user privacy and security and how to mitigate those risks. [11,
12,15, 89] HCI researchers have recognised this gap and in recent years various approaches are being taken to
examine the scope of repairability in IoT design. [73-77] However, the effects of technology, software and data-
related challenges, their manifestations on IoT lifecycle and its (dis)use by users have not been considered so far.

This study aims to explore and contextualise instances of [oT design and personal use within domestic
contexts where technological, software and data-related concerns exist at various points in its lifecycle and gather
user feedback on their expectations around response and repair in these scenarios. We designed 5 textual
scenarios to represent diverse instances of software and data faults around IoT domestic contexts and used them
as probes to drive focus groups with users. Our results explicate user perceptions of the role of key repair actors
(users, manufacturers, and regulators) in upholding the maintainability and repairability of IoT devices, [oT
specific software related challenges and concerns around the reuse of repaired devices. Our contribution here is
twofold. First, we conclude by identifying three sets of stakeholder focused recommendations for IoT design that
embodies repairability. These are 10T related user challenges (that include data interactions, internet
independence, privacy, and security) which call for a revision in the role of the manufacturers and a need for better
support from regulatory authorities. Second, we simultaneously contextualise the recommendations within
multidisciplinary literature while drawing out the scope for HCI intervention here hence, highlighting to the HCI
community its position as a key player within this emergent area.

2 LITERATURE REVIEW

IoT is a network of ‘things’ - anything and everything that can be connected to the internet. [76] In 2020, for the
first time, there were more IoT connections (e.g., smart home devices and connected cars) than non-IoT
connections (e.g., smartphones, laptops, and computers) globally. [49] Their use has posed serious concerns
around security [112], privacy [58], and environmental sustainability. [45] While sustainability studies in [oT



unsustainable nature of the ‘things’ themselves. Despite their benefits, [oT devices are still being designed,
manufactured, and disposed irresponsibly, much like majority of the consumer goods have been for decades in the
current linear economy. [76]

2.1 Circular Economy and Repair — Barriers and Opportunities

Circular Economy is based on three design-driven principles: 1) eliminating waste and pollution 2) circulating
products and materials at their highest value and, 3) regenerating nature. Reuse and repair form the innermost
loops in various CE models. [113] These processes retain the highest value of the products being used and are
integral to stopping waste from entering the landfills. [114]

Consumer products in the market have been seeing a trend of declining durability and repairability. [90, 115]
Things break. Manufacturers have been designing products for ‘limited repair’ using tactics such as limiting the
supply of replacement components, thereby making it impossible to repair or modify products when needed. [37,
65] Similarly, discontinuing after-sales maintenance support, including software support, have also forced users
to replace products that are still operational. For example, Microsoft’s decision to discontinue Windows 10 OS
could push over 240 million personal computers straight to landfills. [72] In the past, companies like Apple and
Samsung too have been accused of using software updates to slow down their phones. [29]

Product designs can intentionally or inadvertently hinder repair. Designing complex circuitry and sealing
subcomponents using tamper-resistant mechanisms have also limited the repairability of electronic products.
[18] Moreover, by using monopolistic practices such as serialisation and part-pairing, the tech industry has been
accused of preventing and disincentivising third-party repairs. [50] Independent repairers also find it hard to gain
users’ trust and confidence due to data privacy concerns and a fear of being exploited. [10, 65] These effects are
exacerbated for the everyday user due to their unwavering trust in manufacturer services [61], lack of basic
repair and technical skills and unavailability of accessible and timely repair information. [48]

Making repairs harder has socio-economic ramifications too. Short product lifetimes adversely affect low-
income groups. They are less likely to take risks with buying high-value products because of a perception of
rampant planned obsolescence in electronics design, ending up with cheaper, low-value products which can be
easily replaced. [69] They focus on meeting their more immediate needs and therefore products which fail or
break outside the warranty period are most likely to be discarded than repaired. [51] Alternatively, affluent
households typically dispose products rather than repair them due to business practices that incentivise
replacement over repair (such as trade-in policies). [69]

There are also vast imbalances in credit and compensation accorded to repair compared to production of new
technologies. [38] This in turn has led to a negative perception around technological products that have been
repaired. However, in recent years, several repair communities and maker spaces have propped up across the
globe and researchers have meditated on values of collaboration, learning and community building embedded in
repair. [62, 63] These sites have been built on principles of user empowerment, knowledge-sharing and
environmental responsibility and have been successful in engaging communities to reflect on their relationships
with material objects. [62, 77] Despite their noble principles, DIY repair cultures are specialist spaces and often
gender coded with tech-repair largely undertaken by men, as women either lack confidence or motivation to
repair and/or are perceived to be less competent to participate. [2, 62, 63]

2.2 ‘Right to Repair’ Movement

Non-Governmental Organisations (NGOs) like The Restart Project [109] and iFixit [103] offer tools, repair guides
and resources, and their advocacy for repair have played a pivotal role in promoting repair-friendly practices.
Their demands for a legal ‘Right to Repair’ have gained momentum in different parts of the world for the right to
freely modify and repair products without any manufacturer-imposed barriers. [102] Multiple states in the US
such as California and New York [116] and economic regions like the European Union (EU) [94], United Kingdom




(UK) [17], Australia [92], and India [117] have passed their versions of repair laws and eco-directives. These laws
give users the right to disassemble their products, easily source parts and tools needed for repair, and get them
fixed anywhere. EU’s Eco-design Working Plan [118] and the Waste Electrical and Electronic Equipment (WEEE)
Directive [119], also encourages manufacturers to design products with repairability, reuse, and recycling in
mind.

Corporate efforts to promote repair-friendly design have been crucial with companies like Fairphone [120],
Framework [121] and Nokia [122] adopting modularity and eco-design principles to make products easier to
disassemble and repair. New business models like product-service systems are also aligning with environmental
and social concerns. [60]

Additionally, countries like Sweden offer tax breaks for repair and reduced VAT on repairable products, while
Austria, France, Germany, US, and the Nordic countries use eco-signalling practices such as labels, standards, and
certifications to distinguish durable and repair-friendly products in the market. [71] Currently, none of these
efforts directly address repair challenges associated with IoT products.

2.310T Repair

In [73-76], researchers designed a series of design fiction prototypes to conceptualise sustainable and
responsible IoT design practices. Using a research-through-design approach, they unveil tensions between
current unsustainable practices and these fictitious circular alternatives, re-envisioning business models and user
behaviours, policy and innovation, and ethics and ownership, and present readers with a world where modular,
customisable, upgradable, repairable, and recyclable smart toasters exist within a legal space that promotes open-
source hardware, crowdfunding, and regulated DIY IoT innovation where products carry their meta-histories with
themselves even if moving from one person to another. Though radical, this auto-research has not been informed
by user input and does not consider their interactions and perceptions.

A series of workshops with local communities, including end-users, found that participants overwhelmingly
distrusted IoT manufacturers’ ongoing unsustainable practices (such as not supporting the software and/or
associated service platforms even if the devices’ hardware remains functional) and were increasingly adopting
professionally refurbished products these past few years. [77] The finding offers a different perspective from
enthusiast communities, when compared to those observed in repair studies with general users, discussed in
section 2.1. where they preferred replacing their devices with newer ones. However, despite the discussions
around software obsolescence, this workshop too focused on introducing diagnostic and repair toolkits for
encouraging hardware tinkering in an enthusiast community.

2.4 Missing Focus on Software

In [68], software repair was seen as the practice of updating older smartphones, which were no longer supported
by the manufacturers, to their latest versions. Some researchers have developed a series of conceptual plug-ins to
help users protect themselves and customise smartphone applications that better suit their needs [43]. Others
have studied how users interact with simple algorithms for smart spaces [88] and have underscored the need to
create interfaces that proactively support effective end-user debugging for affording them with greater software
control [7]. The open-source software movement also lends support to the demands for a right to repair software
but is challenged by various laws around intellectual property and copyright laws. [6] The writer in [31] however
argues that the most important issues related to software repair do not involve user’s ability to fix the bugs
themselves, but their ability to manage (demanding or refusing) the updates from software developers and to
revert to an older version of the software to continue to use the device.

In a 2019 report by the UK Government Environmental Audit Committee [90], less than 1% of repair
organisations saw software as a barrier to repair. However, recent instances related to consumer IoT devices have
highlighted egregious instances of software-induced obsolescence.




For example, large quantities of Chromebooks that were procured by public schools in the US to enable remote
learning during COVID-19 are facing the threat of software support cut off by the manufacturers just three years
after purchase, that could result in a huge pile of e-waste and a massive economic cost of 1.8 billion USD. [16] In
another peculiar event, a district school in Massachusetts had 7000 of its smart lights turned on for over a year
due to a software snag that couldn’t be fixed because the installer lost the propriety software embedded on the
system. [96] A recent UK report has also revealed that an estimated 7 million smart meters are at a risk of being
bricked by losing data connectivity by 2033. [123] These instances reveal technological and software related
issues that manifest at different points in the lifecycle of an IoT device that fall beyond the conventional
discussions around repair.

In addition to these, [oT devices also collect large amounts of user data for their day-to-day functioning and has
attracted research around privacy and cybersecurity concerns associated with them. [11, 12, 15, 89] Questions
around data legibility and portability have also been considered. [66] However, effects of such data-related
interactions associated with repair haven’t been considered. In [30], of the 86 second-hand Amazon Echo Dots
researchers purchased from re-sellers, 61% of them had not been reset by previous owners. Examples such as
that of Google Nest cameras which allowed previous owners to peer into the homes of its new owners also raise
critical questions around existing reset mechanisms. [58]

The intangibility and ubiquity of software and data-related interactions relegate them into the background,
making their effects on the lifecycle of the IoT largely invisible in the current discourse around repair and
maintenance. Therefore, there is a need to make visible these invisible effects on the lifecycle of [oT and
understand expectations on how to repair and reverse such pre-mature obsolescence by talking to the first
responders - the users.

3 Methodology

A combination of scenario-based exploration, focus group discussions and written responses were used to gather
information to explore user attitudes and preferences towards handling of software and data related issues
related to IoT devices.

Scenarios are a set of narratives that describe what people do in a particular context. [L01] When used in an
interview, scenarios can help focus the participant on a particular situation to elicit reflection and responses
within that context. [5, 26, 59] In this study, textual scenarios were used as provocations to highlight
shortcomings in software and data-related interactions in current IoT design and encourage new, critical thinking
from participants. [124] Our goal in writing them was to open, rather than conclude, discussions and to promote
critical engagement with the status quo. [9] Since the aim of the study was to gauge participant attitudes and
preferences to build an understanding of their interactions with the technology, focus groups were used as the
primary method of data collection.

Focus groups offer the benefits of semi-structured interviews by allowing for clarifications and help in
gathering a broad range of viewpoints and insights, at the same time. [42, 57] However, as focus groups can
sometimes be held hostage to poor group dynamics or social interactions, participants in our study were allowed
to submit written responses instead of verbal responses too. Written responses also offered us the benefit of
capturing a participants’ original insights and mitigating group effect. [54]

A pre-questionnaire was used to collect participant demographic information (age, gender, occupation, and
location) and gather information about the kinds, general attitudes, perceived benefits, and concerns associated
with smart devices. This information, along with their availability, was used to make groups for the user sessions.

3.1 Definitions

We define what we refer as an ‘[oT device’ and ‘manufacturer’ in our study.



3.1.110T Device

Internet of Things (IoT) is a network of physical devices (including vehicles, appliances, and other physical
objects) that are embedded with software, sensors and network connectivity that allows them to collect and share
data. [L00] Whereas, smart devices are everyday objects made intelligent with advanced computing, which can be
networked to form the internet of things (IoT). They can be a subset of [oT. [125] Connected devices are
connected to the internet to exchange information. [100] Our study considers an loT device as an umbrella of
these terms. We have considered end-point devices which can collect and transmit data over the internet and can
provide internet-enabled smart functionality. This is because most users focus on just one or two smart home
devices/functions instead of full home automation. [126] Therefore, we have not studied network effects between
different devices in our study. Additionally, we have limited our study to consumer personal IoT devices. We
collectively refer to them as an ‘IoT device’ in this paper.

3.1.2Manufacturer

There are multiple stakeholders involved in the production and maintenance of an IoT device such as the device
manufacturers, loT service providers, mobile application developers and retailers. [127] However, for the sake of
simplicity in a user focused study we have clubbed non-user stakeholders together as ‘manufacturer’ in this
paper.

3.2 Scenario Design

The textual scenarios were designed in three stages. In the first stage, desk research was conducted to collect past
and current examples of software and data-related instances associated with the use and post-use phases of
household IoT devices (such as washing machines [45, 99], connected cars [93, 128], smart lighting [96, 129]
smart speakers [30] and cameras [58]) that had led or could lead to their obsolescence. In the second stage,
triggers to obsolescence were identified in each example. Similar examples were grouped under a common theme.
Five technological, software and data-related themes for the scenarios were derived, namely, 1) malicious updates
and cyberattacks 2) limited software support 3) changes in supporting infrastructure 4) software ownership and
5) resetting problems in second-hand IoT. In the third stage, examples under each theme were synthesised to
develop a textual scenario to provoke discussions with the participants. For complete text of these scenarios, see
Appendix A.1.

3.3 Participants

Participants were recruited through a combination of purposive sampling, convenience sampling and snowball
sampling [47, 78] and was open to persons with all levels of technical experience, above the age of 18 and based in
the United Kingdom with at least one [oT device at home. The recruitment drive used communication channels
including poster advertisements across the University of Nottingham campus, department-wide e-mails, social
media networking sites such as LinkedIn and WhatsApp and personal messaging.

The study had 34 participants (13 female and 21 male) with an age range of 18 to 67 years, from varying
educational and occupational backgrounds such as students (from computer science, human-computer
interaction, graphic design, and microbiology), graphic designers, law professionals, project managers, software
engineers and homemakers. All participants were based in the UK and joined the study from Nottingham,
Bournemouth, London, Manchester, York, Lancashire, Bristol, Birmingham, and Cheshire and were familiar with
IoT devices at home. Since the sample was made up of diverse groups of people, allowing us to gather a variety of
perspectives on the research topic, the study upholds good generalizability.

3.4 User Sessions

All focus group discussions were conducted over MS Teams. Each session was 2 hours long and a total of 8 focus
group sessions were conducted with participants ranging between 2 to 7 in each group. Most sessions consisted of



3 participants (mode). (2-1, 3-3, 4-2, 5-1, 7-1) A second researcher acted as a moderator during data collection to
reduce researcher bias and introduce reflexivity in the study design. [44]

The 5 scenarios were sent to the participants as MS Word files, with instructions on how to download them
and join the Teams meeting, 30 minutes before the user sessions. We used MS Word due to its familiarity and in-
built accessibility features allowing our diverse group of participants to easily access the contents of the scenarios.
During the sessions, researchers and participants introduced themselves and participants were encouraged to
turn their cameras on, however this was optional. Each scenario presentation included 5-7 minutes of individual
reading of the textual scenario and participants were encouraged to make notes on the file, followed by a 15-
minute group discussion. Participants were also offered a 5-10-minute break after three scenarios. They were
compensated with a 10 GBP Amazon voucher for their time and effort after the user sessions were completed.

The ethics for the study was approved by the School’s Ethics Review Committee. All participants were served
an information sheet and consent form online to be completed before participation in the sessions. The raw data
was prepared by transcribing and anonymising the recorded audio files of the user sessions and written
responses in line with GDPR regulations. The analysis was conducted using thematic analysis methods [7], driven
by grounded theory philosophy [77], which involved an iterative cycle of data familiarisation by manually
transcribing audio data and adding observational and analytical notes, creation of codes that emerged naturally
from the data, searching for themes and sub-themes by combining similar codes, reviewing the themes for
semantic and conceptual flow, naming and defining these themes and writing up the themes by bringing together
the analytic narrative, data extracts and the wider HCI discourse on the subject.

3.5 Limitations and Scope

This study includes participation from individuals with basic familiarity with IoT devices and does not consider
the IoT repair and maintenance needs of persons who are currently not familiar with [oT technology or have used
IoT devices, therefore exhibiting a different learning curve. Additionally, the scenarios focus on personal use of
the IoT devices and do not consider effects of device sharing, which can influence repair and maintenance
behaviour due to distributed ownership and shared data-management practices. [86] Moreover, the study is
geographically limited to the UK and does not reflect user experiences in different cultural contexts which can also
shape how users interpret and interact with instances of obsolescence, repair, and maintenance. [38]

4 Findings

In navigating IoT repair, users seek fair partnerships with manufacturers, balancing ownership of hardware with
reliance on software support. They advocate for clearer communication and industry standards to address
concerns about complex user agreements and lack of control. Participants emphasize the importance of trust in
manufacturers for resolving software issues and negotiate for extended support periods. Additionally, they
express hesitancy in purchasing second-hand devices without manufacturer support and call for better design for
reusability.

4.1 User, Manufacturer and Regulator: The Current Triad of 10T Repair

Users see ownership as shared between themselves and manufacturers, with control over hardware but reliance
on manufacturers for software updates due to lack of expertise and security concerns. Open-source software
offers more control but worries about updates and vulnerabilities persist. Users find current user agreements
unfair and lack agency due to complex legalese and “all-or-nothing” consent options. To improve the user
experience, participants call for industry standards, clearer communication from manufacturers during adverse
events, and regulations to discourage frequent releases of marginally updated devices.



4.1.10wnership of the Device: Hardware vs Software
Participants’ expectations about the ownership of IoT devices constituted a spectrum between total manufacturer
control and total user control, with most citing that they saw it as a partnership between the manufacturer and
the user, where the user was the owner of the hardware and leased the software from the manufacturer where
their data was collected and stored.
“When we talk about smart devices - for example, let’s say Tesla, [ own the car but if Tesla’s
software is not working at their end, I cannot actually start the car. So even if | have paid, [ have
the car physically in my garage, [ cannot start it because the company might not have the
software working at their end - so technically then, both the teams are the owner of that
product.” []3]

The tangibility of the hardware allowed participants to have physical access to it. Participants said that they
could maintain the device’s hardware themselves but relied on the manufacturer to maintain the software within
because it required specialised knowledge and skills which the participants did not have or wanted to learn
themselves. Software maintenance was considered more complex than hardware and concerns around data
security and privacy also deterred them to exercise more control over software. Technically confident
participants who either had academic or professional training in software-related domains or were enthusiasts
pushed for total user control through open-source software that gave them more flexibility to use the device as
they wished. Other participants were worried about losing manufacturer support privileges if they tinkered with
the software. Additionally, they expected their devices to be more vulnerable to cyberattacks if they operated on
open-source platforms.

“The other side of the coin is that if its opened up as open-source software that anyone can
change [the software], you get a kind of anarchy which can work in some circumstances but
equally also open up problems because people make changes that they don’t fully understand
the consequences of” [I5]

Participants also wanted to exercise greater control on managing data collected and stored by IoT devices
using software and/or hardware mechanisms. At the same time, they did not know about the variety of data that
could be collected by different kinds of [oT devices which also led them to overestimate the threats and
underestimate the vulnerabilities associated with managing and repairing them.

Taking cue from the availability of both open-source software like Android OS and propriety software like i0S
currently in the traditional ICT market, participants said that it ultimately depended on the user to choose how
much control they want to assert. If they wanted more flexibility, they could choose open-source software and if
they wanted more secure systems, they could go with propriety software systems.

4.1.2User Agreements and Lack of Agency
Participants intuitively said that they would revisit the user agreement signed with the manufacturer when they
were faced with adverse scenarios such as sudden bricking of their IoT device due to losing manufacturer
software support or losing smart functionalities because of infrastructural changes that drive the technology.
“I would look at consumer protections in place for minimum standards around supporting this
kind of stuff and warranties and that kind of thing.” [17]

User agreements were seen as instruments that can establish co-ownership of the 10T device, by setting user
and manufacturer responsibilities and informing users about the device’s functions, associated vulnerabilities,
update schedules and support information.

However, existing user agreements were considered unfair by the participants even if it did include everything
stated above. Firstly, they said that they couldn’t exercise informed consent as they could not read so much
information before consenting. Secondly, these agreements were designed as an “all-or-nothing” agreement as
they did not allow the user to selectively consent to conditions they agreed with or withhold consent from
conditions they did not agree with, thereby, forcing them to accept the manufacturer’s conditions to use the loT
device they purchased.



“...they [manufacturer] say we have your consent... but in general if we see the apps and...
software updates, we don't really have a choice. We need to assent to be able to use a product.
So, they are the dominating ones in the system, rather than us who is actually paying for the
system and using it [sic]” [J3]

4.1.3Regulations and Benchmarking

As seen in section 4.1.1, participants accepted co-ownership of their [oT devices with the manufacturer and
accepted that the latter had greater control on the maintenance of their devices. However, when probed with
adverse scenarios participants saw a need for a regulatory layer in between to protect them and establish a fairer
partnership.

Industry-wide collaboration and adoption of open-standards were seen as a method to allow other trusted
parties to offer continuing support in the absence of the original manufacturer.

“I recognise that not everyone may be comfortable with the open-source aspect, but it depends
on the strength of the community that is supporting that software and if it’s like a standard that
has been around for a long time and is very well known and tested, [I would be comfortable
using that device]” [17]

Regulatory bodies were expected to outline standard operating procedures for the manufacturers to enable
transparent, timely, informative, and actionable communication between the two parties, especially during critical
events like a cybersecurity or privacy breach.

Participants also admitted that they had little incentive to repair their IoT devices as newer alternatives were
readily available in the market. In this context, one participant suggested that the consumer tech sector could
learn from the automobile sector which follows strict regulations for launching new generation of products.
Similarly, dedicated bodies could regulate the frequent release of IoT devices by using benchmarking tools to
ascertain significant changes from the previous version of the product. This, according to the participants, may
nudge both the user and the manufacturer to maintain and support existing devices for a longer period while
making upgrades more meaningful.

4.2 Tackling 10T Software Challenges

Participants deliberated on several considerations while addressing IoT software challenges. Firstly, they
associated repair with hardware issues, while software problems were typically expected to be resolved through
updates from manufacturers. Trust in manufacturers, therefore, was crucial in maintaining user confidence.
Participants also negotiated for a reasonable period for continued software support and rejected support offered
by post-official communities due to security and accountability concerns. Lastly, IoT devices were expected to
maintain core functionalities independent of internet connectivity.

4.2.1Trusting the Original Manufacturer

Even though participants heavily relied on manufacturer support to tackle software challenges associated with
their IoT devices, how the manufacturer responded to these challenges also helped build participant trust and
determined if the participants would continue using the existing product and/or invest in their products in the
future.

For example, if the manufacturer sent an automatic update to reverse the effects of a privacy breach in the
participant’s IoT device, they demanded the manufacturer to be transparent in their communications with the
user.

“I would need transparency to trust them - let me know about the breach, tell me the factors
involved, tell me you resolved it, tell me what was fixed and tell me how you're stopping this
from happening in the future. But tell me and don’t push an update to fix it without telling me -
it makes me question what else could be hidden from me - if there are more such issues in the
system that I'm not aware of” [J2]



Conversely, participants were more likely to accept a manufacturer's actions if they had a high level of trust in
the company itself. In the absence of trust, participants said that they would stop using the device, discard it or
replace it with a device from a more trusted brand when faced with an adverse scenario. Manufacturers were
expected to uphold good security standards and ensure privacy of the user, by default.

Lastly, if the manufacturer could not provide the participants with a solution, they expected them to
compensate them for their losses either by offering them trade-in opportunities, discounts and/or
reimbursements.

“...I will have to evaluate the convenience of transitioning to a new device. If | am busy, [ would
probably not upgrade. It would be nice if the company could give me a trade-in service or offer
its new devices on a discount. If security and privacy are actually really important concerns for
me, and if [ believe they are a crucial part of my daily life, then I may have to upgrade.” [A2]

4.2.2Negotiating a Reasonable Period for Continued Software Support

The expectation of a reasonable period of software support was dependent on the type of [oT device. For example,

a smart washing machine was expected to be supported for much longer than a smart speaker but lesser than a

connected car.
“I think the years of support depends on the device type - for example smart phones are 2-3
years, washing machines should at the very least be 5 years; I mean the contracts around
smartphones are 2 years and I've replaced my smartphones around every 2 years. For a
washing machine, ideally, you'd have it for 15-20 years but there is a general acceptance that
companies cannot continue to roll out updates for devices that are tens of years old - I would
definitely expect it to be more than a smartphone!” [17]

They also expected a smart washing machine would have a shorter life than a traditional washing machine as
the IoT device had embedded software on it as they believed that fast paced technological development and
innovation led to technological devices becoming outdated faster and disallowed companies to keep supporting
them for longer periods as newer software could not run on old hardware. “Smart” features on these devices
made up for these shorter lifespans for them.

However as seen in section 4.1.3, participants also expected manufacturers to also make meaningful changes to
products to justify these short lifespans. Even if the manufacturer could not push new feature updates on their
smart devices, participants argued for longer, if not unlimited security updates for their devices.

“For me, it depends on the kind of updates that would stop. If it’s just losing feature updates,
then realistically, what more can you add to a smart fridge after just 2 years? Also, what more
can a smart washing machine do what I cannot do using my phone. So, if the features that are
currently on the device are working, then I would not really upgrade.” [A1]

In the absence of such support however, participants said that depending on the emotional or utilitarian value
the device brings to their lives and the severity of risks it poses to their privacy and security, they would either
choose to replace it, continue using it despite being vulnerable or take it offline.

4.2.3Lacking Trust in Post-official Communities
Participants did not trust post-official communities to continue maintaining software on their [oT devices in the
absence of manufacturer support. They were worried about compromising their data, privacy, and security if they
sought solutions from unofficial sources. This fear was exacerbated for IoT devices as they could be hacked to
collect, steal, and manipulate various kinds of data from the user.
“...I think in the past I would’ve [approached post-official communities] when the devices we
had were not internet connected but now [ wouldn’t. I used to put custom firmware on my MP3
players and things like that, but I couldn’t risk doing that on something that is connected to the
internet” [17]
Even though participants could use fixes and patches offered by these communities at their own volition, a lack
of accountability and/or redressal mechanisms also deterred them from approaching them.
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While participants said that a certification or accreditation of such groups from a credible source may improve
their trust in these communities, they would always seek assistance from manufacturer-recognised/supported
groups as they were safe, specialised, and accountable.

“Third-party option makes me feel vulnerable - I feel that at every point in time the
manufacturer should be responsible for the product, services and maintenance.” [J1]

Also, from the outset participants maintained that the software was the manufacturers’ expertise. For them to
maintain the devices themselves with the help of post-official communities, they understood that they too would
need to understand the software, which they did not want to do.

4.2.4Making 10T Devices Internet Independent

Participants were asked if the internet-enabled smart features on their loT devices constituted as the core
functionality of the device or was it a unique feature added to a traditional device. They were also asked if they
would consider using their [oT devices without using these features in the absence of continued manufacturer
support for the software as they said that they could in section 4.2.3.

According to their responses, IoT devices should provide the basic functionality offered by its traditional
version. For example, a smart bulb should first be a bulb that can provide luminescence when required and then
offer smart features such as remote control, lighting conditions, scheduling etc. Doing so could allow them to
continue using the device safely when faced with certain software challenges such as losing software support or
having their [oT device compromised.

“My assumption is that the car still functions as a regular car, just without the stuff [smart
services] that [ was previously paying for.” [G2]

However, some participants did not accept using an IoT device independent of its smart features as a suitable
solution.

“That’s not really cool because how do you get a smart device and then it is no longer smart - it
defeats the aim of the purchase.” [J1]

Additionally, manufacturers were expected to design multiple ways to connect a device to the internet such
that if one path became unavailable, they could use another one to achieve the same function. For example, when
3G services were rolled back in the US, participants said that connected cars should have leveraged existing
infrastructure such as Bluetooth and mobile phones to maintain their functionalities instead of shutting their
smart services and pushing consumers to purchase new cars.

4.3 Repair for the Reuse of loT

The buying and selling of used IoT devices are complicated by differences in legal, technological, and cultural
practices in different parts of the world. Lacking technological support and data-related concerns resulted in a
lack of trust in previously used IoT devices amongst the participants in the, especially in the absence of
manufacturers’ support extended to second-hand devices.

4.3.1Data Interactions Underlying loT Repair
While considering giving away their loT devices, participants highlighted data-related concerns or lack thereof.
While one participant stated that owning a smart device meant they did not worry as much about their personal
data, another stated that they had no idea what types of data the gadget could store and process, thus they were
not worried. Reset functions on IoT devices assured some participants that they could safely part-ways with their
devices.
“I don’t think I would sell it I worry about the data that is still on them and probably seeing
some of these other devices if they keep your login details on there or they’ve signed you into a
service in the past and you're still logged in, the new person can potentially access it. It would
worry me. [t would be good if a device had a secure wipe button so you can know that it is okay
to resell it. If I didn’t have that then I would be quite hesitant to do it.” [12]
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Seemingly Tangible Interactions. Participants said that they would reset their 10T devices before giving
them away. Conversely, they also said that they would give away their devices only if they could reset it as seen in
section 4.3.1.

“..I'would probably reset it before I sell. I think we do that every time we change our phone or
something like that.” [J2]

They preferred using multiple methods of resetting a device like using physical buttons or in-app reset options.
Irrespective of the mechanism used, they expected the interface to confirm the success of their action after the
reset by reverting to its original state.

“The company can give you instructions on how to safely wipe the device... it's going to clear all
information..remove every single thing...it's basically new...and then the new user can use it...
Just making sure that you have the physical confirmation that everything is gone. I'm safe.” [G2]

Participants also explained that sometimes they did not know that they needed to reset because they were not
aware of the kinds of data being collected by an IoT device like a smart bulb. They said, they could benefit from
timely messages or nudges to reset their device before they gave it away. They also wished for ways to protect
their data afterwards if they failed to reset it.

Intangible Data Interactions (Data and Device vs Data and Accounts). However, participants’ responses
also revealed that data management may not be as tangible as they expected it to be and revealed more
complicated aspects of account management and data portability. For example, it was unclear if the user could
give away the device but hold onto the data generated by them. There was a lack of range of perceptions present
here.

“Most of the companies, when they employ a security camera, all the data is overridden after a
certain amount of time, and this deleted. So, the thing is there is an app where you can see all
your recordings, right? Even if you are selling the device, you don't really sell the data. It is not
on the camera, and nobody should be able to access it because generally people have to sign in
to access your data.” [A2]

4.3.2Demanding Greater Manufacturer Support for Second Users
Even though participants were open to giving away their loT devices for altruistic and/or economic reasons, they
were not confident in purchasing second-hand devices for themselves as there were no guarantees of quality or
function associated with them in the absence of manufacturer support. They expected the re-sellers to play the
manufacturer’s part and ensure that the device was set properly for a new user and provide broad support with
issues around setting up the device.
“I don’t think I would have bought a second-hand device - if you do, you're going to have such
problems - if it is still supported by the manufacturer, then you should be able to get assistance
from the manufacturer - if not, you're on your own - really not much you can do” [I5]

Participants shared that if manufacturers recognised that their devices were being reused and designed them
with the intention of reusability, then it would be easier for people to adopt second-hand IoT devices.

“I'recently bought a PlayStation, and it was factory reset and I was the new user and all the older
accounts had been cleared off and it just made the whole thing a lot easier. Manufacturers
should recognise and prepare their devices such that they could be resold and have a process
in place.” [17]

Manufacturer support was especially important for the participants in cases where they encountered
difficulties in resetting the device due to protective mechanisms such as Factory Reset Protection (FRP) and
Multi-Factor Authentication (MFA) being used. While acknowledging that these measures were taken to protect
the previous owners’ privacy and existing challenges in validating the legality of device transfers as seen in
section 3.4., participants believed that only manufacturers could implement systems to balance these competing
demands.
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“If your device is stolen and someone else requests that this is the case, and the other previous
owners' item is there. So, then he will have the power to reset it. It is a privacy concern,
honestly.” [A2]
As for the participants, they would like to always know about the accounts linked to their devices such that
they can remove any old accounts previously linked to the device to protect their data.

5 Dlscussion

All the findings reflect the perspective of the users. Based on these findings, we highlight three key sets of
stakeholder focused recommendations for IoT design that embodies repairability. These are IoT related user
challenges (that include data interactions, internet independence, privacy, and security) which call for a revision
in the role of the manufacturers and a need for better support from regulatory authorities.

5.1 10T-Specific User Challenges Associated with Repair

This section highlights three key challenges related to maintaining and repairing current IoT devices, namely,
lacking usable privacy and security controls, uncertainties in repair and data interactions and a call for adopting
an offline-first approach for IoT design.

5.1.1Privacy and Security as Barriers to Software Repair

A lack of trust in “unofficial” software tinkering due to concerns around security and privacy hindered users in
our study from engaging in software repair practices. Only loT device manufacturers were expected to maintain
and repair their devices as they were seen as experts of the software being used and could be held accountable if
things went wrong. Users did not trust themselves or post-official communities to maintain and repair the
software as they believed such tinkering would make the device, and by extension themselves, more vulnerable to
privacy and security risks. In fact, they would rather continue using devices that had been abandoned by the
manufacturer, instead of engaging with independent software repair practices, even if that meant being
vulnerable to security risks because of losing software support.

When considering IoT use, the users’ ability to act, verify or enforce data privacy and security, is limited due to
their assumption that their privacy is protected (owing to their trust in [oT device manufacturers) [89] and the
(lack of) controls provided to them. [15] IoT manufacturers however see security and privacy as technical issues
which are complicated by legal requirements and consider them separate from the domain of HCI. [11]
Researchers have previously shown that user’s trust in smart technology can be broken by unkept promises and
errors that can cause rapid decline in its usage and even result in abandonment of certain systems. [86] Prior
research has also demanded for greater usable privacy and security controls for household IoT devices that are
context-aware and dynamic. [12, 15] However, these studies have primarily focused on enhancing usability of
privacy and security interactions during the use-phase of IoT devices whereas the need for making such
interactions available and usable to users in events of breakdown and repair is yet to be responded to.

Manufacturers have taken steps in this direction by introducing user-friendly “maintenance modes” for their
non-IoT offerings such as smartphones, which disallow repairers from accessing user data and protecting their
privacy during repair activities. [130, 131] However, these functions have usability problems of their own and
lock-in users to utilise repair services from authorised service centres only and do not address issues related to
software maintenance and repair.

Extending the scope of current repair responses and exploring the usability challenges prevalent here are
challenges the HCI community is well-positioned to take up.

Hence, identified here is a need for designing interactions that enable secure interactions, for people with
technology. Also, seen here is the need for interactions of people with people through post-official user
communities and users with the manufacturers to enhance trust in these relationships. Research shows that post-
official communities and their contributors should be better regulated [74] and communications from the
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manufacturer must be timely, informative and clear to activate users instead of limiting them. [132] With HCI's
significant investment in usability research and CSCW, HCI would be a key contributor in both widening the scope
of usable privacy and security to include the aforementioned unique challenges of [oT repair and also in
unpacking the complex interactions embodied within multi-stakeholder communities required to foster increased
repairability for IoT devices.

5.1.2Unclear Data Interactions

Users lack awareness, understanding and knowledge of the kinds of data collected, stored, used and shared by
their [oT devices. [82] They lacked clarity about whether the data was being stored on the device or the cloud or
both, how reset mechanisms worked and questioned if they worked at all. Such lack of awareness and control
shaped their behaviour towards IoT devices, where they either overestimated the threats or underestimated the
vulnerabilities associated with different devices. Other researchers too have found that expectations of threats
and vulnerabilities were more pronounced for audio-visual (AV) IoT devices such as security cameras versus non-
AV 10T devices such as smart bulbs. [89]

Users demanded greater data controls to manage their data streams during the use phase of their IoT devices
so that they could familiarise with the extent of their data being captured to make better assessments and adjust
their threat perceptions when passing on their device to another person. Unclear data interactions and incorrect
de-ownership practices were seen to expose first users’ data to bad actors [21] and/or block second users to
access the functions of the device due to security mechanisms either built-in by design, such as FRP or mandated
by laws, such as in cases of theft.

Despite existing offerings of data management controls by the manufacturers, these observations suggest that
current household IoT devices fail at two out of three principles of Human-Data Interaction (HDI) [56], namely,
‘data legibility’ and ‘agency through control’ when considering use and reuse of IoT devices. [127] The HCI
community being the foundation for HDI itself, calls to be the enabler for exploring contextualised studies [20]
focused on maintainability and repairability where these HDI principles can be realised to contribute to better
maintainability and repairability in IoT design. This operationalisation in turn also becomes a contribution to the
fledgeling HDI domain [14, 53, 66] in establishing a more nuanced understanding of legibility and agency that is
inclusive of device repair and sustainability, concerns that HDI as a knowledge stream currently fails to
acknowledge.

5.1.3Making 10T Internet Independent

The unique selling point of IoT devices are the “smart” features they offer to the users over their non-IoT versions.
While users preferred to utilise the 10T device to its full capacity, there was also the want for these devices to not
be entirely dependent on the internet for functioning. For example, users wanted to take their devices offline to
mitigate security risks in the event of a larger cyber-attack [112], or if the manufacturer abandoned the software
on the device. [96] However, many individual IoT devices need an active internet connection to function at all.
[25]

Users also discount the lifespan and the huge cost of an IoT device because of the “smart features” it offers and
accepts the obsolescence that comes with “tech” products as a by-product of innovation. However, dumber
devices tend to last much longer than their “smarter” counterparts and are more resilient to obsolescence caused
by software and internet related issues. [79]

Here, designers need to adopt an offline-first approach [133] for the design of [oT devices based on the
‘principle of baseline utility’. [39] This would manifest as the user having control over the core function they
bought, with or without updates, where being connected offers them a progressive enhancement to the
functioning of the device. This includes having physical fallbacks to using the device and have an option to opt-in
for over-the-air updates. Such mechanisms would enable and empower users to continue using their IoT devices
even in the absence of a software infrastructure that is broken due to the reasons discussed above. Investigating
the myriad avenues of interaction between the user and the device that would enable said internet independence
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at different phases of a device’s life cycle is an undertaking that is reserved for the HCI community owing to its
expertise in people, technology, and their combined socio-technical interactions.

5.2 Revised Role of the Manufacturer

In this section, firstly, we explore how the current concept of IoT ownership is blurred and reimagine the
relationship between the user and manufacturer to give users more agency. We then discuss how users’ repair
options are limited due to manufacturer (in)action and complex user agreements and close with a discussion on
wider reforms needed to ensure continued security support for IoT devices.

5.2.1“Managing” Co-ownership

The concept of ownership and liability within the realm of IoT was seen to be undefined. Users feel like co-owners
of devices with manufacturers, maintaining the hardware while leasing the software that makes it smart.
Furthermore, through internet connection manufacturers are allowed to stay connected with these products even
after users purchase the device from them. Unlike traditional devices, users have a limited say in the functioning
and life of the device, essentially operating at the manufacturers’ discretion. [19, 39, 134] This tilts the balance of
power significantly from the legal owner of the device (the user) to the ‘real’ owner of the device (the
manufacturer), transforming [oT devices to something closer to services than goods. [19]

Users recognise this imbalance and demand for user-agreements to create a fair co-ownership. Since the
inception of software services, licensing agreements and subsequent associated documents (e.g., privacy policies)
have been riddled with extensive legalese and jargon spanning tens of thousands of lines with poor legibility and
usability. [32, 85] These heavily favour the manufacturer. Users have no choice but to surrender control to gain
even basic functionality [36, 81, 85], leaving them responsible for the hardware yet powerless over its software
and potential malfunctions. Moreover, a change in user ownership through reuse further complicates the issue.
[40]

This paradox demands designers, policy makers and researchers to define a new approach to IoT ownership,
one that gives users more control and enable them to continue using their devices with increased agency.
Concepts such as ‘offline-first’ and ‘principle of basic utility’ discussed in section 1.3., are also steps towards a
fairer co-ownership of [oT devices. A detailed study of the tasks, contexts and interactions associated with this
redefinition process is one that the HCI community is uniquely positioned to take up through bringing together
multiple stakeholder viewpoints [34] to develop a complex yet practical interaction strategy that enables [oT
repair within everyday mundane technology scenarios for the users.

5.2.2Greater Support for Software Repair

It is clear by now that users are overwhelmingly dependent on the manufacturers to maintain and repair internet,
software and data-related challenges associated with [oT devices. They do not have the ability, motivation, or both
to undertake software maintenance. Moreover, in addition to the privacy, security and data-related concerns
discussed in section 1.1., they fear taking external help from post-official repair communities also because
manufacturers dissuade users to participate in unofficial software tinkering, leaving them with no recourse in the
absence of manufacturer support. [6] Moreover, most communication from trusted sources recommend users to
discard a device once the manufacturer support period ends. [132, 135]

These unique challenges associated with IoT repair require novel solutions to widen its support beyond the
manufacturer, especially when users have little incentive to do so. Moreover, for such an approach to be
successful users must be open and willing to look beyond manufacturer support. This calls for a provision of
authorised permits and checks for DIY IoT solutions in the future, providing the benefit of safety, security, and
nurturing user trust. [74] However, such a need for authorisation may dissuade organic communities to come up
if the process is perceived to be too complicated or cumbersome. Additionally, any solution must also answer the
question of accountability if things go wrong.
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In [31], the “right to repair” software was reframed to the right to 1) revert to prior versions of the software 2)
refuse updates 3) receive security updates for a longer time. Unlike hardware, software changes can be reversed
and if manufacturers can allow users to rollback software to an earlier known safe state and communicate its
effects in a transparent manner, users maybe more open to testing out different solutions available to them. In
case of longer software updates, we need wider reforms to make the support period proportional to the expected
lifetime of the device. The need to explore and understand the unique properties (time, medium, interactions etc.)
of the various avenues of support that could be made available to the users to help with their loT repair practice is
a herculean task, one that the HCI could render significant support to through its expertise in user-centred
research.

5.2.3Wider Reforms: Values, Ethos and Processes

Regular software updates are necessary for enabling new functions and patching security vulnerabilities in the
device. While users understand that manufacturers’ business models limit them from supporting their [oT devices
for eternity, they believe that the security patches should be offered to them for a reasonable period dependent on
the device category. Many users also felt that the frequent release of tech products fuel manufacturers’ decisions
to abandon old devices sooner than expected for economic gains. Limited software support also hinders the reuse
of such devices by second users in the absence of continued security support.

Household IoT devices such as washing machines and televisions have been abandoned by big and established
brands after just two years of support in the recent past. [45, 136] This situation is far worse for obscure and
cheaper IoT offerings in the market. Regulations and users both have been demanding manufacturers to provide
security patches for a period proportional to its estimated life. [132] Users urge manufacturers to cooperate to
develop a common minimum viable and usable open management standard for different categories of products to
streamline continued security support for its core functions. In the past, manufacturers have come together to
develop common communication protocols like Matter [80] to improve interoperability between various IoT
products. We believe that increased consumer and regulatory pressure could push them to extend the realm of
design processes to include such aspects of maintainability and repairability. However, users must be assured that
open standards are safe to use, as we discovered in our study that they are hesitant to "open” anything due to
fears of greater vulnerability to attacks. This socio-technical sphere demands further multi-disciplinary attention
that is user-centred. While HCI has recently started engaging with such socio-technical investigations around
device repair [41], the scope for extending this to include dimensions like software related issues, data
complexities, social nuances, legal constraints etc. stands stark.

5.3Embedding Repair in 10T Regulations

Lastly, we explore strategies to improve long-tern support (LTS) and repairability of IoT devices through the
adoption of open standards and regulatory measures and put forth a case for integrating security, privacy, and
repair-related legislations into a comprehensive code for IoT devices.

5.3.1Mandating Open Standards for LTS in loT

Currently, initiatives like Matter (formerly known as Project CHIP) [104] aim to integrate and unify a fragmented
IoT ecosystem in smart homes and existing standards like Zigbee [137] address communication but not software
lifecycle. Manufacturers often prioritise closed systems, hindering long-term software support for [oT devices.
[83] There is a need for a standard framework to guarantee long-term support (LTS) for different categories of
IoT devices. While it is a challenging proposition, the EU has previously worked towards establishing open
hardware standards for enabling users to use a single charging solution for all electronic devices. [95] Regulatory
bodies can require manufacturers to work together to establish open standards to ensure continued support for
devices which can no longer be supported by the manufacturer and thereby reducing the number of perfectly
good devices entering landfills which would be discarded simply because of a lack of software support.
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There have been some community efforts to bridge this gap: Open-source projects like Tasmota [3] and
ESPHome [138] allow users to bypass manufacturer limitations with custom firmware. However, these solutions
face trust deficit and are not supported by the manufacturers. Users are also hesitant due to potential security
risks and/or the technical knowledge required to access them.

We envision a collaboration between the HCI community [1, 67, 84] with governments and regulatory bodies.
The HCI community would contribute its expertise to enhance the usability and foster user trust in the design and
implementation of open standards. Simultaneously, governments and regulatory bodies would mandate
manufacturers to provide LTS [91] and actionable end of support plans for their products. [139] This would entail
manufacturers collaborating to develop open standards that prioritise maintainability and repairability of IoT
devices. For example, Fairphone recommends sources that users could visit to access security patches after the
support period for the model ends in their final patch messages. [140]

Users also expressed a desire for regulatory bodies to check the frequent release of new loT products that
disincentivise manufacturers from maintaining their old [oT devices. According to them, manufacturers must
prove that there has been a significant technological development in the product since the last release.
Conversations around ‘meaningful innovation’ have been around in popular media for a while, especially in the
context of smartphones where differences in each generation of products are getting harder to distinguish from
one another. [141] Therefore, it would benefit both users and the environment if a standard for refresh cycles for
IoT products could be developed, like in the case of the automobile sector, thereby pushing manufacturers to
support their older devices for longer and simultaneously produce more robust household IoT devices.

5.3.2Reviewing Existing 10T Regulations

Regulatory bodies globally have produced direct or indirect laws and white papers to push manufacturers to
adopt good security and privacy practices that also embody principles of maintainability and repairability in the
design of [oT devices. EU/UK’s new Cyber Resilience Act/Product Security and Telecommunications
Infrastructure Act 2022 requires IoT manufacturers to communicate minimum software support period [98] or a
‘best before’ date [91]to the users in a clear and transparent manner that would aid users in making informed
purchasing decisions. Preliminary studies have shown that such labels enable non-experts to intuitively compare
various products available in the market and would indirectly incentivise manufacturers to provide LTS. [23, 55]

EU had also introduced benchmarking indices and labels depicting repair scores for various electronic
products in 2021 but in its current design it does not include software and data-related aspects and focuses
primarily on hardware aspects of repair. [13, 33, 64] However, impact studies on user behaviour in this scope
have been largely inconclusive, with some studies revealing that users assume repair scores presuppose that the
device is not durable, making them sceptical instead of purchasing them. [24, 28, 142]

Our study shows that maintainability and repairability of IoT devices is intricately linked with aspects such as
security, privacy, data interactions associated with the software and internet connectivity embedded in its design.
Users do not see repair in isolation but their decisions and abilities to repair IoT devices stem from their
interactions with the technology, device manufacturers, independent communities and rules established by
authorities. Therefore, the current legislative landscape would benefit from integrating various security, privacy,
and repair related legislations under one comprehensive code for IoT devices that promise users secure, safe,
usable, maintainable, repairable, and reusable products in the future. We open this multi-stakeholder,
interdisciplinary call to the HCI community to bring together the various aforementioned players in this scheme
to draw out a legislative response that is applicable for practitioners and viable for businesses while being
inclusive of citizen wants and needs.

6 Conclusion

We are grappling with a severe global e-waste problem, which has been putting enormous pressure on the
environment, the economy, and the society. Prolonging the lifecycle of digital devices through repair and reuse is
the most effective way to reduce the e-waste streams. Despite the exponential increase in the number of [oT
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devices being used and discarded globally, current repair discourse has ignored these devices which suffer from
double effects of hardware and software obsolescence and are vulnerable to cyberattacks via internet
connectivity. Recent studies in HCI have recognised this knowledge gap and have opened discussions on
hardware obsolescence. However, software related aspects have largely been overlooked. This study expands the
scope of existing research on IoT repair to explore software and data-related challenges associated with
maintainability and repairability in [oT design from a user perspective. It uses 5 textual scenarios which highlight
diverse adverse instances to probe focus group discussions with [oT users. Our results explicate user perceptions
of the role of key repair actors (users, manufacturers, and regulators) in upholding the maintainability and
repairability of [oT devices, 0T specific software related challenges and concerns around the reuse of repaired
devices. The paper concludes by uncovering user challenges (e.g., data interactions, internet independence,
privacy, and security) that require a revision in the role of the manufacturer and pushes for better support from
regulatory authorities. Further, it contextualises these recommendations within wider literature and highlights
the unique position the HCI community holds as a key player in this future-facing, emergent problem space that
calls for attention with urgency.
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A APPENDICES

A.1 Textual Scenarios
Scenario 1: Malicious Updates and Cyberattacks
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In 2016, the internet froze for several hours across the globe. Websites such as Netflix, Twitter, Instagram, and
banking services such as Paypal and Deutsche Bank were brought to a creepy halt by a botnet - Mirai.

The weapon used? It sits in Chris’s living room, on top of his 6-year-old’s book-shelf - their indoor security
camera. More than 600,000 vulnerable IoT devices were used to silently storm the server which hosted these
websites. (How? Explained on the next page).

Chris never got to know.

e  |f you were Chris, would you have wanted to know if your camera was used in such an attack?

Three years later, the smartcam company introduced an automatic update which improved the device’s

security by introducing multiple levels of device authentication. This finally reversed the effects of the Mirai bot.
e  Would you have continued using it after the issue had been resolved?

Chris and his family - his husband Rick, and their two daughters, Anne and Susie - continue using the
smartcam which is an integral part of their home security system. At the same time, Mirai and its various strains
continue to lurk in the webspace.

e  Considering that you know the device had been used but was later fixed without your knowledge and is

connected to other smart devices in the house, would you continue to use the devices?

Mirai attack, explained: Imagine you have smart devices like cameras or gadgets connected to the internet at your
home. Some people don't change the default passwords on these devices, making them easy to guess. Now, the
Mirai botnet was like a virtual army that searched the internet for these easy-to-guess passwords on devices
worldwide. Once the botnet found such a device, it would tell another program to infect it with a kind of malicious
software (malware). This infected device could then be controlled by a central server. When needed, all these
infected devices could work together to overwhelm a website or online service, making it unavailable. This is
called a distributed denial-of-service (DDoS) attack. When not causing trouble, these infected devices continued to
search for more devices with weak passwords to spread the infection. So, in simple terms, the Mirai botnet was
like a group of internet troublemakers using poorly protected devices to create chaos online.
Scenario 2: Limited Software Support
As a mature student, Amir had too many responsibilities: He was on top of his class during the day, a freelance
designer at night and a single father of two through it all. However, he constantly felt pressed for time. On his way
back from college one day, he noticed a peculiar billboard - Samsung was advertising for a washing machine!

Curious to find out more, he excitedly scoured for more information. Samsung SmartThings Washing Machine
promised to allow him to control and monitor his laundry through his smartphone - from anywhere, all he had to
do was put the clothes in the machine in the morning and forget about them. The machine would not only clean
but also dry it for him before he got back home.

In fact, it worked so well for him that he slowly started building an ecosystem to automate his home tasks - the
dishwasher came next, then the sensors and soon enough a microwave. Much like his mobile phone and laptop,
these too received regular software updates - sometimes for introducing new features, sometimes for fixing bugs
and mostly for regular maintenance. Since they were automatic, he did not really have to worry about them.

Two years later, he received a surprising e-mail:

(Email 1)

Hi Amir,

Thank you for being an integral part of our SmartThings family for the last 2 years. You have been a valued
customer and therefore after careful evaluation, it has come to our attention that some of the older devices in your
SmartThings ecosystem have reached the end of their service life and will no longer be able to receive software
updates.

These include SmartThings Washing Machine, SmartThings Microwave

We understand the inconvenience this may cause and we apologise for any disruption it may have on your
SmartThings experience. To continue enjoying the benefits of a seamlessly integrated smart home, we highly
recommend considering our latest range of SmartThings devices, which feature advanced technology and
improved functionality.
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Should you require any assistance or have any questions, please do not hesitate to contact us. We are committed
to assisting you in every way possible to ensure a seamless transition to our latest SmartThings devices.
Please note, unsupported devices can be vulnerable to cyberattacks.
Thank you for your continued support and understanding as we strive to provide you with the best smart home
solutions.
Sincerely,
Samsung SmartThings Team
1. How would you respond in this situation? Why?

(Email 2)
Hi Amir,
Thank you for being an integral part of our SmartThings family. You have been a valued customer and therefore
after careful consideration and evaluation, it has come to our attention that some of the older devices in your
SmartThings ecosystem have reached the end of their service life. These include: SmartThings Washing
Machine, SmartThings dishwasher
Due to limitations of the older hardware, in an increasingly fast paced technological landscape, it is getting harder
to support these devices. We have constituted a new SmartThings unit to support older devices at a nominal cost
of just 30 GBP per month per device. Please note, unsupported devices are vulnerable to attacks and therefore for
your safety, they would no longer be functional.
We understand the inconvenience this may cause, and we apologise for any disruption it may have on your
SmartThings experience. To continue enjoying the benefits of a seamlessly integrated smart home, we highly
recommend considering our latest range of SmartThings devices, which feature advanced technology and
improved functionality.
Should you require any assistance or have any questions, please do not hesitate to contact us. We are committed
to assisting you in every way possible to ensure a seamless transition to our latest SmartThings devices.
Thank you for your continued support and understanding as we strive to provide you with the best smart home
solutions.
Sincerely,
Samsung SmartThings Team

e How do you feel about this solution? Why?
(Email 3)
Hi Amir,
Thank you for being an integral part of our SmartThings family. You have been a valued customer and therefore
after careful consideration and evaluation, it has come to our attention that some of the older devices in your
SmartThings ecosystem have reached the end of their service life and will no longer be able to be updated or
supported. These include: SmartThings Washing Machine, SmartThings Microwave
Your devices will continue to function, however internet connected services such as remote control and
scheduling can no longer be accessed on the application.
We understand the inconvenience this may cause, and we apologise for any disruption it may have on your
SmartThings experience. To continue enjoying the benefits of a seamlessly integrated smart home, we highly
recommend considering our latest range of SmartThings devices, which feature advanced technology and
improved functionality.
Should you require any assistance or have any questions, please do not hesitate to contact us. We are committed
to assisting you in every way possible to ensure a seamless transition to our latest SmartThings devices.
Thank you for your continued support and understanding as we strive to provide you with the best smart home
solutions.
Sincerely,
Samsung SmartThings Team

) How would you feel about this solution? Why?
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At college, Amir lamented about the situation to his peers who asked him to reach out to other people who may
have faced similar issues. He looked for support groups on Facebook and found a group of SmartThings users.
There he found a post-official support group which consisted of community software developers who churned out
bug fixes and software support for these abandoned devices. While it seemed like the better option, the groups
disclaimer clarified that they were not associated with Samsung and therefore heeding advice and adopting
practices was at the risk of the user.

e  How would feel about this solution? Why?
Scenario 3: Changes In Supporting Infrastructure

Lexus is a luxury automaker brand that offers cars with internet connected services through its Enform
Connect platform. Enform Connect is a mobile application which enables users to leverage the benefits of the
internet with features like: The company uses cellular network like 3G/4G and 5G to communicate with the car
and the mobile application of the user. For this they had installed a 3G cellular module in the cars. Similar to that
on our mobile phones that we use to access internet. In 2022, Lexus announced that it is shutting down its
services offered through 3G cellular network as cellular providers were dropping 3G for newer network
technologies such as 4G and 5G. This would mean that cars that had 3G-enabled smart services discussed above,
would no longer be operational. Lexus was not the only company affected by such a change in technology and
infrastructure. Other major carmakers too had to cease their smart services due to this change.

1. Read the conversation below

Claire: | just received a letter informing me that Lexus is doing away with all 3G Enform services in 2022. This
includes remote start, safety destination and roadside services. A 70K vehicle and they’re just going to delete a
major feature of the vehicle? It is a service that | pay 250 GBP for | use it!

Troy: Your Enform services run on a 3G cellular network. As the letter says, more and more cellular providers are
dropping 3G networks (to evolve and support 4G and new 5G networks). As more 3G networks are phased out,
Lexus would not be able to offer your particular Enform services nation-wide; and in the near future, as 5G
becomes the norm, 3G networks will likely be dropped all together, everywhere!

2. How would you feel if you were Claire and how would you expect the problem to be resolved?

3. Probe: In reality, when designers are designing a smart device, they cannot foresee the technological
advancements that may happen in the future. What could make the user more comfortable to continue using a
product in such a situation?

Scenario 4: Software Ownership

On the corner of George Street, there is a house where the light never goes out.

In 2021, under the pressure of the looming economic crises since the pandemic, Renu was looking for ways to
save money. Given the worsening situation on the Ukraine-Russia border, she understood that electricity and gas
were going to become extremely expensive — and she had to find a more energy efficient solution for her house.
That’s when she came across Reflex Lighting Co., a lighting solutions company that developed and installed smart
lighting systems which adapted to the ambient light — lower intensity with higher ambient light and higher
intensity in places with lower ambient lighting.

This was especially helpful for her since her current house had ceiling lights installed that could either all switch
on or all off - irrespective of where they were placed - close to the windows or at the far end of their house.
What impressed her the most was that she had to do nothing to control them, it was all programmed in and while
it was considerably costlier than traditional lighting systems - given the highly sophisticated software associated
with it - she thought it would be worthwhile in the long run...and it really worked. Her bills halved from 165 GBP
per month to just over 80 GBP. Not only that, but she also noticed that her eyesight got better because of this
change! Things were great...until they weren’t.

On September 24, 2022, the city centre had a massive power cut due to the Northern storm. For two hours, the
streets went pitch black. When the power was restored, Renu saw all of her lights switch on, in all of their
magnificent brightness and she could not turn them off.
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Since the lighting system had failed, as a safety measure, the default position was to be on at all times. Unless she
either took the 50 bulbs out manually or used circuit breakers to close sections of it, there were no manageable
means of overriding this due to the proprietary nature of the lighting system.
1. How would you have tried to solve this problem?

She reached out to the original installer of the system - which it turns out had been sold multiple times in the last
year. When she finally reached the new parent company, it took her even greater efforts to find someone familiar
with the system installed at her house. After many weeks of efforts, she was provided an estimate of an excess of
7000 GBP to comparably replace the entire system.
Her next effort was to engage with a software consultant to explore whether it was possible to patch the system or
code some ability to override the default with a simple timer or on/off switch of some sort. This was deemed not
possible.

e Inyour opinion what would be a better way for the system to work?
Scenario 5: Resetting Problems in Second-Hand IoT

You have recently purchased a new smart speaker and are considering what to do with the old one.

1. How would you feel about selling/donating/giving away your old smart speaker? Why?

2.  How would you go about selling/donating/giving away your old smart speaker?
You have recently purchased a second-hand smart speaker online. On connecting the smart speaker, you realise
that the speaker is still connected to the old owner’s account. You try to factory reset it by pressing buttons on it.
It clears the data on the device, but it does not allow you to re-register due to security reasons. You try contacting
the previous owner, but they have not responded in the past month.

1. How would you try to fix the situation?

2. Inyour opinion, what would be a better way for the system to work?
You recently sold your old indoor security smart camera online after having deregistered it from its application.
One day, while using your smart home hub app, you notice that you can access the recordings of its new owners
from your phone. You realise that it was because you had connected your camera to other smart devices at home
through a common hub. The camera was therefore also registered on the hub’s-application. Since the camera was
deregistered from its old account, the new owner was able to sign up for a new account without any indication
that the device was still associated with its old owner in any way.

1. Ifyou were the old owner, what would you do?

2. Ifyou were the new owner, how should this situation have been resolved?
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