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Abstract
Objective: Electronic Health Records (EHRs) are now an integral part of health systems in middle
and high-income countries despite recognized deficits in the digital competencies of Healthcare
Professionals (HCPs). Therefore, we undertook a scoping review of factors influencing compliance
with EHR data privacy policies.Methods: Seven databases revealed 27 relevant studies, covering a
range of countries, professional groups, and research methods. The diverse nature of these factors
meant that 18 separate theoretical frameworks representing technology-acceptance to behavioral
psychology were used to interpret these.Results: The predominant factors influencing compliance
with EHR data privacy policies included confidence and competence to comply, perceived ease of
use, facilitatory environmental factors, perceived usefulness, fear that non-compliance would be
detected and/or punished and the expectations of others. Conclusion: Human factors such as
attitudes, social pressure, confidence, and perceived usefulness are as important as technical factors
and must be addressed to improve compliance.
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Introduction

Electronic Health Records (EHRs) contain and enable the distribution medical information relevant
to the delivery of care of an individual, along with relevant ancillary information, such as their
demographic characteristics and insurance or financial data related to their care provision.1,2

Following rapid developments in this area since 2000, the use of EHRs is now integral to healthcare
provision in most developed healthcare systems in high or middle-income countries.3

Successful implementation of the EHRs can bring about substantial benefits for patients, HCPs,
and the health organizations such as better care, more efficiency, improved data accuracy, and
minimal errors. Indeed, successful implementation of EHR is often viewed as a key quality im-
provement indicator within these organizations.2,4

However, for the full benefits of EHRs to be realized, the information they contain must be as
freely available as necessary to relevant healthcare professionals, but the widespread and easy
access to EHRs within healthcare can also pose a potential threat to patients’ data privacy. This can
arise from unauthorized access of, or use of this information,5–7 or through security breaches
enabled through poor system security measures or practice.8 The likelihood of the latter is raised
exponentially in relation to the level of access permitted.9 The potential for risk in this area is also
exacerbated by the recognized deficit in digital skills and competencies found within the HCP
workforce globally,10 meaning that inadvertent misuse, or ill-considered uses of data or systems,
such as password sharing is more likely.11,12 Indeed, the most reported privacy violations do seem to
be traceable to poor practice by HCPs who have valid access to the EHR system5; something that
numerous healthcare facilities worldwide have struggled to deal with.13 A recent study in the US
reported 3912 verified healthcare data breach incidents between 2005 and 2019. This level of
incident reporting is about 43% higher in the healthcare sector compared with other industries. As a
result, the average cost incurred due to these issues is estimated to be approximately $15 million.14

Whilst there has been an increased awareness of the need to tackle data security issues within
healthcare settings in recent years, rather than reducing, there is evidence that incidents of un-
authorized access, where an individual HCP does not have a valid reason to access the data, or where
they fail to secure the data they are accessing, are actually becoming more frequent. This increase
does not appear to be confined to one healthcare context, but has been observed globally in countries
including the UK15 and Saudi Arabia.16 Therefore, it is not surprising that concerns around EHR
data privacy have escalated in recent years and are being voiced by many stakeholders, including
patients and practitioners.17

Healthcare organizations themselves often face severe financial or reputational penalties when
EHR data breaches occur,14,18,19 perhaps partly underlying the increased concern they too are
showing.20,21 There is an increase realization that managing and storing patients’ data is complex
and open to multiple threats22 and that many healthcare systems simply do not have the experience,
expertise or processes to deal with this adequately.23 At the same time, national and pan-national
legislation, such as the EU’s General Data Protection Regulations (GDPR), are requiring greater and
greater stringency, governance, risk management and accountability.24 Therefore, data privacy has
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become a fundamental element within health organizations’ strategic plans,25,26 with many im-
plementing official data policies27 that require HCPs to follow strict and comprehensive protocols
for using digital technology and managing data security.5

Given that the behavior of HCPs concerning data privacy plays such a pivotal role in the ef-
fectiveness (or otherwise) of data security, it is vital to comprehend the factors that may influence
behavior in this area. In particular, it is imperative to understand what drives or impedes compliance
with data privacy policies. Moreover, while it is broadly accepted that attitudes to technology
acceptance will play a big part in this, many other factors may likely act as barriers or drivers to
compliance behavior.28 Furthermore, some of these factors will be common, and others related to
more specific sociocultural, national, or clinical contexts.5 Therefore, a broad investigation is
required to uncover these factors within the literature.5,29

Given the diverse nature of the likely influences on behavior, it is also expected that studies that
have factors to investigate these will utilize a range of research methodologies. Therefore, a scoping
review was adopted, as this approach is exploratory in nature. It does not exhibit bias towards or
seek to assimilate similar types of studies or methodologies. Instead, this approach relies on more
narrative synthesis and allows the inclusion of literature from a broad range of sources. In addition, it
does not seek to exclude evidence based on an assessment of its quality. The present scoping review
has been undertaken with the following question: “What does the literature reveal about the factors
that influence HCPs’ intention to comply with the local data privacy policies aimed at protecting
information within the EHR?” It aims to comprehensively understand the existing evidence base in
this area. By comprehending the factors that influence the HCPs’ intention with the EHR privacy
policy, we hope to understand current behavioral practices and develop better strategies to support
compliance in the future.30

Materials and methods

Joanna Briggs Institute scoping review framework

This scoping review was conducted according to Joanna Briggs Institute’s scoping review
guidelines.31 A scoping review allows researchers to explore the breadth of the literature and
identify available materials in a particular field of investigation.32 It is particularly suitable for
an exploratory investigation of the literature into an area that is not highly focused, researched
or clearly defined, and where several disparate elements may be expected to be contribute to the
scope of the subject under investigation. Given its nature as an investigation into the
boundaries of a field of study, the methodology does not rely on a systematized evaluation of
the quality of the evidence-based discovered as part of the inclusion process, rather leaving it to
the researcher to comment on and evaluate the significance of this. It is also suitable where the
researcher expects to acquire information gained from a range of different study designs and
research paradigms in order to cover the breadth of investigation required. It enables the
researcher to call on both published and unpublished, peer reviewed and non-peer reviewed
information.32 A scoping review was, therefore, highly suitable for this investigation of the, as
yet poorly defined and potentially disparate factors that influence HCPs’ intentions to comply
with data privacy.

Whilst scoping reviews do not rely on a published protocol or the rigid approach adopted for
systematic reviews, the JBI-derived framework used in this study does apply standardized steps to
the design, searching and presentation of results, in order to ensure the highest level of rigor and
validity.33 These steps are outlined in Table 1.
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Defining and aligning the objectives and question

Scoping review question. The following question was defined by the researchers, in consultation with
other experts in the field:

“What does the literature reveal about the factors that influence HCPs’ intention to comply with
the local data privacy policies that are aimed at protecting information within the EHR?”

Scoping review objectives. In order to address the research question outlined above, the following
review objectives were outlined:

i. To identify what is already known about the barriers and drivers that influence HCPs’
compliance or intention to comply with their local data privacy policies, as these relate to
the EHR.

ii. To identify the theoretical frameworks that have been applied to this area of study and how
these relate to different fields of study.

iii. To synthesize the information gained regarding barriers and drivers that influence HCPs’
compliance or intention to comply with their local data privacy policies into one holistic
framework.

Developing and aligning the inclusion criteria with the objective/s and questions

Whilst the aim of this scoping study was to gain a holistic view of the barriers and drivers to HCPs
compliance with data privacy policy, it was still necessary to define boundaries for the searches
undertaken through the application of inclusion exclusion criteria. These are listed below in Table 2.
This ensures that the review is manageable and the results are interpretable

Describing the planned approach to evidence searching, selection, data extraction, and
presentation of the evidence

Participants. The search covered all HCPs using EHR systems as end-users, that is, inputting or
accessing the data for clinical purposes.

Table 1. The list of steps undertaken when conducting a scoping review in line with enhanced JBI Scoping
Review Framework, as followed in this study.

Enhancements Framework 2015

Defining and aligning the objective/s and question/s
Developing and aligning the inclusion criteria with the objective/s and question/s
Describing the planned approach to evidence searching, selection, data extraction, and presentation of the
evidence

Searching for the evidence
Selecting the evidence
Extracting the evidence
Analysis of the evidence
Presentation of the results
Summarizing the evidence in relation to the purpose of the review, making conclusions and noting any
implications of the findings
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Table 2. Inclusion and exclusion criteria applied to the search strategy for this scoping review of the factors
influencing compliance of EHR data privacy by healthcare professionals.

Criteria Inclusion Exclusion
Reason/Alignment to research
research question

Study
language

English Not English The research team did not have
the capacity to rigorously
interpret studies published in
other languages

Study
design

All research designs aimed at
collecting or collating
empirical data

Narrative and opinion pieces The research question requires
a broad approach but is based
on experimental evidence

Participants HCPs working in healthcare
settings with access to EHR

Non-HCPs, those accessing
the system for technical or
administration purposes, or
HCPs not using EHR

The views of all HCPs accessing
the multi-professional
records are important in this
study

Timeframe 2003 to February 2024 Before 2003 The year 2003 selected as the
starting date, due to the
implementation of relevant
legislation. For example, the
national health Service (NHS)
in the UK started the
adoption of EHRs 3 3 in 2002,
while in 2004, the EHR
adoption plan for the USA
was announced34

System EHR, as defined in the
introduction

Non-EHR The study focuses on EHR, and
factors influencing
compliance with data privacy
in other formats are likely to
be extensively different, and
indeed, fewer breaches have
been reported from purely
paper-based systems35

Subject area Studies that investigate
compliance or intentions
to comply with data privacy
policies regarding EHR

Studies that focus only on EHR
usage or usability or
acceptance without
reference to impact on data
privacy compliance

To remain within the focus of
the research question

Studies that look at behavior
intentions in other fields of
activity unrelated to data
privacy and security

Setting Any health organizations
using an EHR system in
conjunction with patient
care, as defined within the
introduction

Organizations using EHR for
training or simulation
purposes only

This is a global scoping study
and is not seeking to
categorize by the nature or
location of the organization
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Concept. The review focused on the HCPs’ compliance or intentions to comply with EHR data
privacy, as presented in Table 2.

Context. This review includes any health organization with an EHR implemented for clinical
purposes, as shown in Table 2. As the investigation is global, the review was not limited to a specific
country, region, or demographic group.

Outcome. The outcomes considered within this review were wide in nature and included any
measures or records of compliance or stated intentions in relation to compliance, and the factors that
were recorded or articulated as impacting on this compliance or intention to comply. HCPs’
perceptions, attitudes, beliefs, social influences, perceived control, and behavioral intentions re-
garding compliance were the main concern of this review.

Searching, selecting, and extracting evidence. Following exploratory searches using the OVID
(MEDLINE) database and consultation with expert search librarians regarding the search approach
and search objectives, the main search for this study was carried out using seven scientific pub-
lications’ databases, as between them, these were known to cover the key literature in this area.
These were; Cochrane library, OVID (MEDLINE, AMED, PsycINFO, and EMBASE), SCOPUS,
and Web of Science.

The Medical Subject Headings (MeSH), EHR, Data privacy and security, Behavior, and HCPs
were used to generate key words for the full search strategy (see Table 3).

“Hand searching”, that is searching outside of the recognized scientific databases of pub-
lished work, was also carried out using the Google Scholar search engine to identify any
additional information fitting within the inclusion criteria. The reference lists of relevant articles
found through the search process were also hand searched for relevant article that could be
included.

Table 3. The search terms used, and the relationships between them, as employed to interrogate the
databases used to identify articles relating to the barriers and drivers influencing behavioral intentions to
comply with data privacy policies in relation to EHR use.

Concept1 AND Concept2 AND Concept3 AND Participants

Electronic medical record*
OR electronic health
record* OR
computerized medical
record* OR
computerized health
record* OR hospital
information system* OR
medical records systems
OR computerized OR
electronic health
records OR EHR

Privacy, computer security
OR data privacy OR data
security OR data breach
OR security breach OR
information breach OR
privacy concerns* OR
confidentiality

Perception* OR attitude
OR belief* OR issues*
OR ethics* OR
behavior* OR
behavior

Health personnel* OR
nurse* OR doctor*
OR hospital
employee* OR health
information
management staff

The asterisk (*) is usually employed when searching databases to magnify results by netting all words that begin with the same
letter. It aids in discovering variations of a term with fewer words typing.
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Selecting the evidence

Based on the approach outlined above, the search was performed in February 2024 on the seven
databases noted. This resulted in 2964 articles. An additional five articles were found by hand-
searching.

In order to find the articles that were relevant to the research question posed, the articles identified
from the search process were then screened using the Preferred Reporting Items for Systematic
reviews and Meta-Analyses (PRISMA) process.36 This is illustrated in Figure 1. Initially,
387 duplicate articles were removed using bibliographic software. Following this process, an initial
screening of the titles of the papers resulted in a further 2577 being rejected. Therefore, 164 articles
were then retrieved for further screening. Screening of the abstracts and then full text of these
articles led to the exclusion of a further 142, leaving 22 articles that satisfied the inclusion criteria for
the study. The five hand-sought articles were added to these to make a total of 27 articles that were
accepted into the analysis phase of the review. The detailed reasons for excluding the articles from
the study are outlined in Figure 1. Moreover, the Scoping Reviews (PRISMA-ScR) Checklist was
used to help in checking and identifying the content of the review37 (see Table 10 in the sup-
plementary file).

Extracting the evidence

The 27 articles identified as being relevant to the review were read in detail several times and all
information contained within them that was relevant to the search question was extracted. The
information was coded and stored for thematic analysis, using EndNote Version 20.

Figure 1. The PRISMA flow diagram outlining the steps taken to collect and review articles for inclusion in the
scoping review.36
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Analysis of the evidence

As outlined above, each article included in the review was subjected to thematic analysis. A
narrative synthesis was used to combine the findings from the different papers together. This
included an iterative combining of the more granular themes identified from individual papers into
more robust, general categories. This process of coalescing the themes continued until these could
not be justifiably combined further.

Presentation and summarization of the data

The data will be presented and discussed in the remainder of this article in textual form. Conclusions
and implications of the findings will be presented in a similar manner.

Results

Summary of the studies

All of the 27 studies included in this review focused on the factors that influence HCPs’ intention to
comply with data privacy in relation to EHR use and were conducted in healthcare organizations
that have electronic systems. The majority of the studies used descriptive, quantitative approaches
with questionnaires being the most commonly used data collection tool. Two studies did employ
qualitative methods28,38 and one study was a systematic review58 (see Table 6 in the supplementary
information).

There has been a surge of research interest on the factors that influence HCPs’ compliance with
EHRs data privacy globally in recent years with the results indicating that 88% of the studies
captured in this scoping review were published between 2015 and 2023, (see Table 7, supple-
mentary information). Studies were published in a range of different countries from America,
Europe, Asia and the Middle East, representing high or middle-income countries, as might be
expected in relation to the prevalence of EHR implementation. Whilst six studies focused on nurses,
most studies included participants from a range of healthcare professions.

Study categorization

The majority of the studies included in this review were aimed at measuring HCPs’ behavioral
intentions towards EHR data privacy (see Table 6, supplementary information). However, a closer
examinations showed that four clear subgroups emerged based on the objectives of the investi-
gations undertaken (see Table 4). 12 of the studies were focused on uncovering the HCPs’ intentions

Table 4. Study categories based on behavioral intention categorization of studies included in the scoping
review, based on the objectives of the original investigation and the aspects of behavioral intention that they
sought to investigate in relation to EHR data privacy policy.

Behavioral intention Included studies No. %

Compliance intention 6,17,42,45,47,46,48,52,54,56,58,60 12 46.15
Attitude, perception, and awareness 28,38,40,41,44,49,51,53,55,59 10 34.6
Protection intention 39,50,57 3 11.5
Violation intention 5,43 2 7.6
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towards compliance. 10 studies focused on their attitudes, perceptions, and awareness toward the
EHR privacy policy itself. Three studies sought to understand the HCPs’ reasons to protect EHR
data, whilst two studies looked at the opposite; their willingness to violate the EHR policy.

Factors identified as impacting HCP’s intentions to comply with data privacy in relation in
EHR

Overall, 82 different factors were identified as influencing the intentions of HCPs to comply with
data privacy policies. Many of these factors were unique to one publication, although some were
common to many. Thematic analysis of the factors enabled them to be grouped as overarching
themes emerged. A detailed breakdown of the factors can be observed in Table 8, supplementary
information, and Table 5, which lists the 17 key thematic areas that arose. These can cover the
individual, the work environment, and broader organizational factors.

Extracted theories and theoretical framework

In total, 18 different theoretical frameworks were adopted by 21 out of 27 studies to help interpret
HCPs’ compliance with the EHR policy, with eight adopting multiple frameworks5,6,40–42,45,53,54

(see Table 9 in supplementary file). These theories range from pure behavioral theories, the most
commonly used being the Theory of Planned Behavior (TPB),,5,42,45,52,59,60 which argues that
action is determined by beliefs or the perceived beliefs of others, about a behavioral course of action.
Others, such as Deterrence Theory (DT),5,17,47,56 and Protection Motivation Theory (PMT),6,57 are
concerned with responses to threats. Moreover, some studies adopted theories that related more
specifically to technology adoption behaviors, including the Technology Acceptance Model
(TAM),42,45 or the Unified Theory of the Acceptance and Use of Technology (UTAUT),.38,42

Discussion

Scope and focus of observations

The data from the papers included in the scoping review show there were many different factors that
arose as influencing HCPs intentions to comply with data privacy policy and procedure in relation
the EHR. Many of these were internal factors, such as attitude, confidence or concern about the
implications for non-compliance (see Table 5). This is perhaps not surprising as the vast majority of
the studies started with a purpose to explore person-centered behavioral objectives, such as in-
tentions to comply, or inherent attitudes, as outlined in Table 4. However, between them the studies
also uncovered a whole range of structural factors such as organizational culture that also influenced
behavior.

The broad scope that must be considered when looking at factors influencing intentions to
comply with data privacy policy, as outlined in the results of the review is also evident from the
range of theoretical positions and perspectives that were applied in attempts to understand the
observations made. It is pleasing to see that nearly all of the studies relied on at least one theoretical
framework in order to interpret their results. In total, 18 different theoretical frameworks have been
employed in this way. These theories and theoretical framework were adopted from different fields,
such as psychology, criminology and technology disciplines. Several of the theoretical frameworks
were used to determine the actual behavior or behavioral intentions of HCPs.58The diversity of
theoretical frameworks in the reviewed studies indicate that there is no single theory or theoretical
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framework that alone can adequately explain HCPs’ compliance or behavioral intention concerning
EHR privacy and security policies. Nevertheless, it is notable that the most frequently used the-
oretical frameworks were the TPB, the DT, and the PMT.58The TPB argues that our externalized
behaviors are driven largely by our beliefs and attitudes towards the behavior and its outcome, as
well as our own beliefs about how others perceive our potential behavior in this area. Therefore,

Table 5. The key thematic areas that arose from data extraction and synthesis from the papers contained
within the scoping review show the number of articles that noted this theme at least once and gave a subjective
description.

No Themes
No of
papers Description

1 Confidence and competence 10 The ability and confidence of individuals to undertake data
privacy activities, including self-efficacy, perceived
knowledge, skills, and experience

2 Punishment severity 6 The perceived severity of any breach in policy
3 Detection certainty 5 How likely participants felt it was that breaches in policy

would be detected, including monitoring and audit
4 Punishment certainty 4 How likely participants felt that punishments for non-

compliance would be applied
5 Social influences 7 The extent to which other’s perceptions influenced

compliance, including peer and superior influence and
religion

6 Attitude 10 The general attitude of the subject to the importance of data
privacy and its negligence

7 Personal benefit and
recognition

3 The extent to which compliance benefitted the individual
participant

8 Personality 2 The personality traits of participants that made it more or less
likely that they would comply, including self-control, stress,
coping, and commitment

9 Perceived usefulness 8 How useful participants felt maintaining data privacy was
10 Privacy, confidentiality, and

security concerns
7 The extent to which concerns about issues relating to patient

data, including ethical issues, regulatory concerns, and
safeguards, influenced intentions

11 Perceived ease of use 8 How easy it was to undertake data privacy activities, including
system and process factors

12 Perceived behavior control 7 The level of control, involvement, or perceptions of trust that
participants felt they have over the process

13 Perceived level of direction 5 The extent to which participants felt they gained clarity about
what was required and why, either from legal or
institutional policies

14 Facilitating conditions 8 Organizational and environmental factors that supported
data privacy compliance or emphasized its importance

15 Training and awareness
programs

8 The availability and impact of training and awareness
programs

16 Perceived organizational
support

4 How much support was available during the process

17 Clinical needs 3 The particular clinical characteristics underpinning the data
being accessed or stored
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internal, person-centered factors become the overarching barriers and drivers to behavior despite the
facilitatory or inhibitory conditions that surround the action, suggesting the primacy of these internal
factors. The DT and PMT theoretical frameworks are concerned with perceptions about avoidance
of negative consequences as a result of decisions taken in relation to behavioral actions, and so
again, deal very largely with internalized factors.

Of course, it does not follow that the most used theories are the best fit to study the HCPs’
compliance behavior, and we also have to be careful of an ”“echo chamber effect”where application
of the theoretical model can lead to observations to support that positioning. However, it is notable
that theoretical models that dealt more with the technological aspects of the EHR and data privacy
did not feature highly in the investigations, suggesting that this was not seen as a primarily a
technological issue. In the longer term, other frameworks such as Decomposed Theory Planned
Behavior (DTPB), which is an extended theory from the TPB,61should be also considered, as they
offer a broader number of constructs and may be able to holistically capture and categorize many of
the factors more fully.

The broad scope of the observations does also illustrate and confirm the decision to undertake
this review as a scoping review, which enables a much more exploratory investigation of the
literature without the constraints of a systematic review and enables a wider range of literature to be
considered in order to probe the parameters of the field under investigation.31,32

Confidence and competence

Whilst this review is primarily a qualitative synthesis, confidence and competence were the ele-
ments most commonly reported as having an influence on compliance, despite the focus of the
investigation undertaken.

A lack of computer skills, such as logging in and off from the system, and changing passwords,
can hinder HCPs from running the electronic health system properly.6,39 There is a well-recorded
deficit in digital competencies across HCPs internationally,6,39,42,46 and it is vital that this is ad-
dressed, if higher levels of compliance with data privacy procedures are to be effectively im-
plemented. Some studies have suggested that hospitals should equip HIM staff with suitable and
sufficient skills to operate software and hardware in a way that ensures data privacy is protected.6

Nurses’ self-efficacy, that is their personal belief that they are capable to execute the course of action
required, is important with regard to their technical abilities to maintain EHR data privacy.39 Indeed,
when hospital staff are made aware that the management trust and rely upon their skills to protect
data, their intentions to comply with data regulations has been seen to increase commensurately.50

Negative consequences from non-compliance

Concerns over detection of non-compliance, the level of any ensuing punishment or negative
personal consequences as well as the certainty with which HCPs perceived such a punishment
would be applied were clearly factors that influenced HCPs intentions to comply with EHR data
privacy policy. Monitoring was considered to be a driver for the HCPs’ compliance.17,58,56 It has
been reported that HCPs are deterred from violating EHR privacy policy if the policy itself states
and communicates to them that the system is actively monitored, and that any unethical or illegal
activities and non-compliance will be detectable.17 Nurses’ intentions to violate privacy policy can
be deterred if their organizations audit and inspect employee use of the EHR, as this makes
employees feel more accountable for their actions.47 Moreover, the severity and certainty of
sanctions have been reported to be effective in reducing non-compliance behavior towards data
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privacy policy among HCPs and others who work within healthcare organizations.6,17,58,47 Thus,
the more HCPs and other professionals are worried about the consequences of violating EHR and
other data policy, the more likely they are to follow it.

In contrast, some studies argued that sanction and punishments cannot solely prevent the HCPs
from violating data privacy policy.43 Furthermore, if health organizations monitor HCPs’ activities
via the computerized system, this can reduce inappropriate system usage behavior, but might also
impact their performance negatively, due to feelings of suspicion, which are known to have
detrimental impacts on moral and productivity.17

Social influence

Social influence is the change in behavior that one person causes in another, intentionally or
unintentionally. It happens as a result of the way the influencee person perceives themselves in
relationship to the influencer, other people and society in general.62

Peer social influence is an important factor that influences HCPs’ intentions towards data privacy
policy and regulations.5,6,39,45,47 Previous studies have reported that nurses are more likely to
influence other nurses to desist from non-compliance if they themselves are skilled and familiar with
the EHR data privacy process,39,47 and peer influence between ITstaff in hospitals has been found to
be effective to the management and valuing the privacy environment in the hospital.6 However, the
actual strength of this influence is disputed. Foth5 for example argues that from their observations,
peer influence between HCPs is low regarding adherence to data protection rules. Therefore, we
need to understand more about the nature and effectiveness of positive peer influences.

Many scholars agree that a positive influence of supervisors and managers has an important
driving effect on the intention of HCPs to accept the data privacy policy and regulation.6,39,45,47

However, this can also have negative influence if the culture inside the hospital prioritizes HCPs’
task-based productivity over their compliance with EHR privacy and security measures.53,58

Attitudes, personality and personal gain

Attitudes towards compliance5,41,45,48,39,55,58,60 and conceptions of negligence51,53,58 were seen to
play a mediating role in the intentions of individual HCPs to comply with data privacy. Likewise,
personality traits, including self-control,58 stress and coping strategies58 were also seen to mediate
compliance. However, it must be recognized that these are intermediary, potentially dynamic
constructs, as much influenced by other personal and organizational factors as they in turn
influence them.

The prospect of personal benefit and recognition was one of the drivers seen have a positive
impact on compliance intention towards data protection regulations.5,46,52,50 HCPs were more likely
to comply where they felt it led to intrinsic personal benefit,57 or if they felt their efforts were noticed
and appreciated.48 This suggests that healthcare organizations need to create a reward environment,
to encourage the system’s end users to follow the rules. Moreover, there is evidence that suitable
rewards systems can have a positive impact on reinforcing compliance into more habitual be-
havior46 with a potentially greater and more sustained impact on data protection.

Perceived usefulness and perceived ease of use

Perceived Usefulness is the extent to which the employee believes that using a specific application
will increase their job performance,63 and Perceived Ease of Use, is the extent to which task-effort is
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minimized.63 These are both key constructs in many technology acceptance models, and they did
indeed feature in the review here. There was generally a sense that compliance with data privacy
policy was useful for HCPs as individuals49,59,54 and also for patient care.49

Many factors were listed as negatively impacting on ease of use of the systems or processes.
Impact on workload was an important example of this. Workload is a key barrier to HPCs’
compliance with EHR policy,58 and compliance itself can sometimes exert an invisible additional
pressure on clinical staff.46 HCPs can find themselves facing dilemmas between the impetus to
comply with privacy and security regulations and the expectations placed upon them to provide
clinical care in practice.38 Other studies have indicated major concerns about HCPs’ compliance
with data protection within health organizations due to the added a workload and changed clinical
workflow.5,45 Some researchers asserted that HCPs can be preoccupied with privacy issues to the
extent that this obstructs their work routine, which can ultimately cripple the system usage itself in
addition to potentially reducing quality of care and undermining patient satisfaction and safety.40

Some studies reported that suboptimal workflows caused HCPs to adopt negative behaviors such as
failing to log out at the end of session or copying patient information, even though they were aware
of the pertinent privacy regulations and understood the legal consequences.28,58,54,53 Some adopted
beliefs that stringent information privacy protection regulations were negatively impacting on
patient care.28,38,51

Perceived behavior control

A sense of ownership, involvement and control in the process of data privacy also appeared to be an
important factor in some of the studies identified in this review, and it is known that these factors can
play an important role in behavioral intention and technology acceptance.5,39,58,40,41 However, this
appears to be a fine balance as HCPs were also concerned about receiving an appropriate and helpful
level of direction for the use of the process from both organizational58,38 and legislative
frameworks.40

Facilitating conditions and training

Although person-centered factors were clearly important in relation to intentions to comply with
EHR data privacy, a number of structural components were identified that could influence this
intention. Many of these related to the organizations in which the HCPs worked and related to issues
such as their organizational management,58 the culture within the organization,58 the size and status
of the organizations concerned,40 their maturity in terms of information security,44 the clarity of the
communication39 and the integration of the processes into already established everyday working
practices.58 It is clear then that organizations wanted to undertake successful implementation or
improve the compliance with data privacy must address institutional culture and may need to invest
specifically into change management processes.

Resource availability is another factor that facilitates a higher level of compliance with data
protection regulations.5,46,54 The availability of compatible software and hardware affiliated with
the hospital EHR system was found to enable privacy protection behavior among nurses in Tai-
wan.39 Moreover, training and availability of information have been shown to be essential for a high
level of adherence to data protection regulations among HCPs.56,5,51,52,58 Training can empower
and equip the HCPs with the knowledge and skills they need when they notice privacy or security
threats, empowering them to adhere with best practices.50–52,58 It can positively impact the HCPs’
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awareness and their compliance with the EHR privacy policy.52 Conversely, a lack of training and
insufficient knowledge can lead to inadvertent data breaches.43,51

Limitations

Whilst scoping reviews do not require critical appraisal of the materials accessed, some limitations
need to be noted regarding studies that were included in. Firstly, this method may lead to the
inclusion of low-quality data. The reviewed studies primarily relied on one source of information,
and most often on self-reporting, rather than observation or more objective measures. This could
lead to bias in the results analyzed. Moreover, several studies analyzed multiple HCP groups and so
it was not possible to draw conclusions between them.5,38,42

With regard to the conduct of the scoping review itself, again, some limitations need to be
acknowledged. Even though this review was performed on seven major databases, inclusion of
other databases may have uncovered other, more specialized articles and hence other factors to be
considered.64

Conclusions

This review set out to explore the factors that influence HCPs intentions to comply with EHR
privacy policy and showed that in recent years a range of studies had sought to capture this in-
formation in a range of countries. The review identified many individual and organizational factors
that have the potential to either encourage or hinder associated behavior. These observations were
under pinned by a series of diverse theoretical frameworks, highlighting the multifactorial nature of
these influential factors.

The review shows that in order for an organization to develop approaches that improve
compliance, they must take a multifaceted approach working to improve training, capability and
training of their workforce and also ensuring that the organizational culture is one that is mature in
its management of change, has sufficient structural resources and clearly values individuals for their
work in this area. Clearly articulating the potential consequences of lack of compliance is also
important.

As the current research is primarily quantitative in nature, there may be scope to conduct
qualitative or mixed methods research in order to gain deeper an in-depth insight into the behavioral
intentions of HCPs toward data privacy compliance.
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