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SUMMARY

As neuroscience projects increase in scale and cross international borders, different ethical principles, na-
tional and international laws, regulations, and policies for data sharing must be considered. These concerns
are part of what is collectively called data governance. Whereas neuroscience data transcend borders, data
governance is typically constrained within geopolitical boundaries. An international data governance frame-
work and accompanying infrastructure can assist investigators, institutions, data repositories, and funders
with navigating disparate policies. Here, we propose principles and operational considerations for how
data governance in neuroscience can be navigated at an international scale and highlight gaps, challenges,
and opportunities in a global brain data ecosystem. We consider how to approach data governance in a way
that balances data protection requirements and the need for open science, so as to promote international
collaboration through federated constructs such as the International Brain Initiative (IBI).
INTRODUCTION

The growing availability of shared neuroscience data from large-

and small-scale projects is driving unprecedented research and

innovation. As a result of a welcome move toward open sharing

of neuroscience data, data are often crossing the legal and na-

tional borders from where they originate. The future of under-

standing the brain depends on developing a robust research

ecosystem that facilitates bringing together data across diverse

organismal sources, including human and non-human animals,

collected under different jurisdictions. As a result of the interna-

tional nature of many projects, neuroscience is creating novel

opportunities for data sharing and discovery while also gener-

ating new technical, legal, and ethical challenges. These novel

challenges depend, in part, on different laws and regulations

across nations, states, institutions, and funders alike. As of

today, the lack of global data governance coordination across

countries often places the responsibility associated with data

sharing on individual researchers and their institutions,

increasing researchers’ risk and liability or limiting the potential
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for discovery (Rabesandratana, 2019). Institutions that fear liabil-

ity may err on the side of caution and interpret general regula-

tions in a way that impedes sharing of scientific data (Box 1).

There is a critical need to define and clarify neuroscience data

governance across international borders. To facilitate scientific

discovery, mitigating risks and data use safety concerns while

minimizing liability to individual researchers should be made a

top priority by researchers, institutions, professional societies,

policy makers, industry, funders, and other stakeholders.

Data governance has been defined as the ‘‘overall manage-

ment of the availability, usability, integrity, quality, and security

of data in order to ensure that the potential of the data is maxi-

mized while regulatory and ethical compliance is achieved within

a specific organizational context’’ (Fothergill et al., 2019). Histor-

ically, data sharing has been defined in a project-centric fashion,

and in general, projects have been organized and managed

within a single country or region. Importantly, we emphasize

that data management is different from data governance,

although the two are highly interconnected. Here, we define

data governance as the principles, procedures, frameworks,
y Elsevier Inc.
commons.org/licenses/by/4.0/).



Box 1. Data protection regulatory challenges for international collaborations

The lack of clarity surrounding the EU’s GDPR requirements and their varied interpretations have disrupted international data

sharing collaborations. In 2019, Finland’s National Institute for Health and Welfare stopped all data sharing with the laboratory

run by US NIH director Dr. Francis Collins on account of GDPR-related concerns. This action disrupted decades of collaborative

work on a project studying type 2 diabetes, which previously used 32,000 shared DNA samples. Similarly, the GDPR has been

cited as the reason behind the International Genomics of Alzheimer’s Project’s restricting the sharing of data between partners

outside the EU. The consortium now runs isolated analyses, which ultimately reduce the value of data, limit research, and cost

additional money and time (Eiss, 2020; Rabesandratana, 2019). In another report (All European Academies et al., 2021), it is esti-

mated that in 2019, about 5,000 collaborative projects involving the NIH were affected by the implementation of the EU’s GDPR.
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and policies that ensure acceptable and responsible processing

of data at each stage of the data life cycle, from collection, stor-

age, processing, curation, sharing, and use to deletion. These

procedures help maintain data integrity, quality, availability,

accessibility, usability, and security and define data controller-

ship (or stewardship) and other responsibilities related to the

data. Data governance is rooted in existing laws, regulations,

and ethical principles but extends beyond to include policies

and interpretations within organizations and specific projects

(Stahl et al., 2018). International data governance (IDG) therefore

encompasses both standards and practices for ensuring that

data are FAIR (findable, accessible, interoperable, and reusable)

(Wilkinson et al., 2016) and the ethical principles, policies, rec-

ommendations, laws, and regulations that apply to processing,

sharing, and using data within and across borders.

In this paper, we lay out the case for why a robust IDG is

necessary for neuroscience and make recommendations on

what parameters IDG should cover. Effective IDG should be

compatible with the open-sharing needs of the neuroscience

research community while respecting the diversity of ethics, cul-

tures, and privacy around data sharing across nations. Critically,

IDG should prioritize the ability of researchers around the world

to work collaboratively and share data to better understand the

brain. A key goal of IDG is tomaximize sharing and impact gener-

ated from data and minimize the risk that researchers and insti-

tutions assume when sharing data. To achieve this goal, a key

task of IDG is to clarify international policies and to help imple-

ment governance plans that facilitate research and respect the

individuals (both investigators and study participants). As of

today, the foundations of IDG are not established, and as a

result, best practices for implementing IDG are also not agreed

upon. Because of this, the discussion presented hereafter can

benefit not only neuroscience research but also other fields in

biomedical, behavioral, cognitive, and biological sciences. Like-

wise, neuroscience would benefit from any ongoing discussion

in other scientific domains.

This paper arose from the Data Sharing and StandardsWorking

Group established by the International Brain Initiative (IBI; https://

www.internationalbraininitiative.org; International Brain Initiative,

2020), a collective created to unify emerging national and regional

large-scale neuroscience endeavors. The goal of this paper is to

raise awareness of the need for clearer data governance frame-

works for the neuroscience community and its stakeholders,

including researchers, institutions, professional societies, pub-

lishers, funders, and policymakers, and to propose recommenda-

tions on how IDG can be established and managed.
THE IMPORTANCE OF INTERNATIONAL DATA SHARING
IN NEUROSCIENCE

In recent years, neuroscience data sharing has finally beenmade

a priority in the community (Ascoli et al., 2017; Avesani et al.,

2019; Ferguson et al., 2014; McDougal et al., 2016; Milham

et al., 2018; Nichols et al., 2017; Poldrack and Gorgolewski,

2014; Poline et al., 2012; Teeters et al., 2015). There are two pri-

mary drivers for this need. First, there is a critical need to in-

crease the size of the datasets available, beyond what can be

collected in individual laboratories, and to address the needs

of emerging fields of research involving large neuroscience data-

sets (e.g., artificial intelligence [AI]; Kietzmann et al., 2019; Mar-

blestone et al., 2016). Second, there has been a community-

driven need to address reproducibility (McDougal et al., 2016),

openness, and FAIR-ness (Wilkinson et al., 2016). The move-

ment for data sharing and openness has been strong, consistent,

and successful (Klapwijk et al., 2021; Milham et al., 2018). As a

result, the requirements and expectations for data management

have moved from reluctance to open sharing and publication of

datasets (Gorgolewski et al., 2016; Mackenzie, 2019).

Mechanisms for promoting the sharing of data have been or are

currently being developed. As successful community standards

and schemas such as the Brain Imaging Data Structure (BIDS;

Gorgolewski et al., 2016; https://bids.neuroimaging.io),

the Open Metadata Initiative for Neuroscience Data Structures

(OpenMINDS; https://github.com/HumanBrainProject/openMINDS),

and Neurodata Without Borders (NWB; https://www.nwb.org)

emerge and gain traction, these efforts facilitate the distribution

and reuse of data. The International Neuroinformatics Coordi-

nating Facility (INCF; https://www.incf.org) has played a key

role in the development and harmonization of technical stan-

dards for the international neuroscience community (Abrams

et al., 2021). In turn, the Institute of Electrical and Electronics En-

gineers (IEEE) has made efforts to identify standardization prior-

ities for neurotechnologies (Institute of Electrical and Electronics

Engineers Standards Association, 2020). A distributed set of

well-managed data archives has been established that

can house neuroscience data of multiple types (e.g., brainlife.

io, EBRAINS, Canadian Open Neuroscience Platform,

dandiarchive.org, OpenNeuro.org, the National Institute of

Mental Health [NIMH] Data Archive [NDA; https://nda.nih.gov],

and NeuroMorpho.org). Funders are requiring or recommending

posting data products on these archives. See Table S1 for IBI

partner initiatives’ data sharing policies and what they cover

(Jwa and Poldrack, 2021).
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Box 2. Challenges to sharing spinal cord data across national borders

Neuroscience is characterized by multiple data archives, usually run by researchers, that cover specific data types or serve partic-

ular communities. Many of these repositories are recommended by journals and funders as a place to publish data and are there-

fore likely to serve an international clientele. The ODC-SCI (odc-sci.org) is a community platform hosted in the United States at the

University of California, San Francisco, for sharing data in spinal cord injury. The majority of data are derived from translational

research, but some de-identified human data are also hosted. Recently, a non-US researcher submitted de-identified human

data to ODC-SCI. The curators were uncertain whether the data were de-identified according to HIPAA, as according to the

data submission policy, data must be HIPAA compliant. The burden is on researchers to comply, which means that they will

have to become familiar with standards outside of their own countries or regions. As indicated in Table 1 and Figure S1, concepts

such as de-identification and anonymization may not have the same meaning across jurisdictions. Challenges as described in this

use case will be encountered more frequently as data sharing through recognized repositories becomes more mainstream.
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Although neuroscience has made great strides in establishing

the basic infrastructure for data sharing and integration, these ef-

forts focus mostly on technical standards. Still missing is a

comprehensive IDG framework to guide a global neuroscience

data ecosystem (i.e., the raw measurements, the metadata,

and the software for analysis and management). As archives

for neuroscience data are distributed globally, new mandates

from both funders and publishers for data sharing to use these

archives will increase the flow of data across international bor-

ders into data archives and back out again to the worldwide

community. Thus, neuroscience is in the process of transforming

from primarily a local, geographically limited, and lab-centric

endeavor to an international data-centric activity whereby neuro-

science data within these infrastructures may come from dispa-

rate sources, sites, or projects subject to different national and

regional regulations, socio-cultural principles, and theoretical

perspectives (Kellmeyer, 2018; Paninski and Cunningham,

2018; Teeters et al., 2015) (see Box 2). Furthermore, neurosci-

ence research transcends not-for-profit scholarship to applied

clinical or product-based outcomes (e.g., medical devices and

consumer brain technologies; Statt, 2017; Urban, 2017; Wexler

and Reiner, 2019; Vayena et al., 2016).

THE EVOLVING DEFINITION OF NEUROSCIENCE DATA

Here, we consider the question of whether IDG for neuroscience

is covered under the broader issue of data governance for

biomedical data (and data from other biological sciences) or

whether there are unique aspects of the sharing of neuroscience

data that require special consideration. Neuroscience is perhaps

distinguished from other domains by its highly multidisciplinary

nature, bringing together researchers with diverse expertise,

including physiology, molecular biology, anatomy, medicine,

behavior, cognitive science, and computational science. Each

of these disciplines is served by its own research community

with its own standards and model systems, which leads to a sig-

nificant number of silos to cross when attempting to build infra-

structures or forge collaborations. Moreover, neuroscience is, at

the same time, also deeply integrative and brings together mul-

tiple disciplines, scales of biological organization, and data mo-

dalities to gain an in-depth picture of the nature and functions of

the brain and other neural systems. Neuroscience data are char-

acterized by constant technological flux as funders and scien-

tists seek to develop new techniques that will push the traversal

of scales and modalities, leading to new data types and infra-
602 Neuron 110, February 16, 2022
structures constantly being required. Neuroscience data can

be gigantic. For instance, typical neuroimaging protocols pro-

duce nearly 50 GB of data per participant at a single visit, ap-

proaching a petabyte-order dataset from a large longitudinal

cohort. Coordinating standards and infrastructures in the face

of evolving technologies becomes especially challenging both

within and across national boundaries. Although other fields

certainly must navigate cross-disciplinarity, neuroscience is

uniquely reliant on integrating and compiling heterogeneity to

both characterize the complexities of the brain and keep pace

with the rapid rate of discovery.

Neuroscience has also yet to agree on what data should be

shared. Historically, neuroscience data have been defined as

raw measurements of nervous system structure, operational

properties, and function (Figure 1A). A modern definition of

neuroscience data transcends raw measurements to comprise

derived data as well as metadata that describe the full set of pro-

cessing steps and analyses used to produce derived data

(Amunts et al., 2019; Avesani et al., 2019; Halchenko and Hanke,

2012). Thesemeasurements can be collected with a wide variety

of techniques spanning all the way from genetic, molecular, and

cellular approaches to imaging, physiological, and electrophys-

iological approaches, laboratory analysis, audio and visual re-

cordings, and behavioral observations. Yet most raw data are

unfit for research; they require curation and preprocessing.

These derived data can be essential for gaining understanding

of the brain comparedwith rawdata, yet derived datasets cannot

unequivocally be separated from the complex series of process-

ing steps used to generate them (Figure 1B). Fortunately, the

ever-expanding collaboration among neuroscience, engineer-

ing, and computer science has created opportunities to track

and capture derived data and processing steps so as to support

an expansion of the notion of data in neuroscience.

THE GROWING NEEDS AND CHALLENGES FOR
SHARING NEUROSCIENCE DATA

The nature of neuroscience data creates challenges for sharing

that are not only technical in nature but also economic, ethical,

and legal. Similar to human genomic data, heightened sensitivity

with neuroscience data comes, in part, from the connection it

has to human identity, identification, and personhood. Neurosci-

ence research and innovation have been noted to provide ‘‘un-

precedented possibilities for accessing, collecting, sharing,

and manipulating information from the human brain’’ (Ienca
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and Andorno, 2017) in a way that uniquely challenges human

rights principles. Possibilities of neuroprediction through neuro-

imaging studies (Haynes et al., 2007; Schreiber et al., 2013), neu-

romarketing (McClure et al., 2004), and pervasive neurotechnol-

ogies have informed considerations of NeuroRights (https://

neurorightsfoundation.org), a set of rights being proposed to

be added to the Universal Declaration of Human Rights

(UDHR) (Ienca and Andorno, 2017; United Nations, 2021; Yuste

et al., 2017). These issues highlight deeper concerns related to

the continued convergence of neuroscience research and AI

that may affect our understanding of human identity, free will,

and privacy.

As in other fields, effective access to and use of neuroscience

data creates tension between two fundamental community

needs: maximizing data access and reducing risk to the subjects

and researchers (Figure 2). On one hand, there is a need to in-

crease openness, sharing, and reuse of data to advance scienti-

fic understanding and discovery (Ascoli et al., 2017; Avesani

et al., 2019; Eglen et al., 2017; Ferguson et al., 2014; Milham

et al., 2018; Nichols et al., 2017; Poldrack and Gorgolewski,

2014). On the other hand, there is a need to safeguard study par-

ticipants, reduce risks associated with sharing identifiable infor-

mation, and limit potential breaches in privacy (White et al.,

2020). Additionally, the increasing use and sharing of neurosci-

ence data in industry raise significant tensions related to

commercialization and benefit sharing.

Although issues regarding ethics and subject protections are

usually thought of in the context of human research, animal

research also presents challenges, as public attitudes, rules,

and ethical guidelines for experimenting on animals differ across

countries (see Box 3). However, unlike human neuroscience

data, which are increasingly regulated in many countries and re-
gions, animal data are not yet regulated, raising possibilities of

ignoring potentially problematic sharing of animal data (espe-

cially when the data are generated from countries with weak an-

imal welfare regulations). Globally accepted governancemecha-

nisms for animal data via IDG can therefore help harmonize

procedures and processes for animal experimentations to

meet scientific standards and also societal expectations.

In principle, neuroscience could benefit from IDG instruments

and frameworks developed in other domains of biological sci-

ences. In practice, after reviewing a wide range of subfields

within the biomedical sciences, no established IDG framework

was found. A set of data-related tools for IDG has been proposed

in genomics research. The Global Alliance for Genomics and

Health (GA4GH) has developed useful data tools such as Data

Use Ontology version 1 (https://github.com/EBISPOT/DUO)

and GA4GH Passport version 1 (https://github.com/ga4gh-

duri/ga4gh-duri.github.io/blob/master/researcher_ids/

ga4gh_passport_v1.md#ga4gh-passport), which address the

specific needs of genomic data. Although neuroscience could

benefit from these tools, neuroscience data are likely to present

additional technical and ethical challenges because of their

complexity and scale. In light of recent restrictive regulations

spearheaded by the European Union (EU) and Australian govern-

ment, and with the growing need to share data across labora-

tories in different countries, an increasing legal burden is

affecting both investigators and institutions. At the same time,

improved ethical scrutiny for the legitimate use and reuse of neu-

rodata shared across countries is necessary but lacks founda-

tions (Hallinan et al., 2021). Neuroscience presents an excellent

example for governments, international organizations, and other

agencies to consider when developing and implementing data

sharing policies. In the following sections, we outline challenges
Neuron 110, February 16, 2022 603
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Figure 2. Data accessibility versus risks associated with sharing
This figure shows the reduction in risks (arrow) associated with data sharing
and accessibility as a result of proper international data governance (IDG).
Without IDG, the risks increase at a higher rate than with IDG (pink). Clarity and
facilitation of understanding of regulations helps mitigate risks to individual
researchers and institutions.
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in international data sharing and make recommendations in the

context of neuroscience, recognizing that these issues may

hold for other domains as well.

We touched on some of the broad technical, legal, and ethical

challenges above, but there are also practical difficulties

imposed by differences in language, cultural practices, and the

multiplicity of technical standards. For example, during the

course of this work, we gathered the data sharing policies gov-

erning the large brain projects or initiatives that are members

of the IBI (Table S2; Organisation for Economic Co-operation

and Development, 2017a). These documents were produced

for national constituencies and so were not always written in a

language understandable to those outside of these jurisdictions.

Table 1 summarizes some of the types of challenges encoun-

tered in neuroscience data sharing that can be addressed by

an IDG framework. In the following, we consider ethical and legal

challenges in more detail.

Underlying a responsible IDG framework are binding regula-

tions and ethical principles. Although many of the legal issues

are addressed by the disparate data protection laws available

in different regions and countries, some of the ethical issues,

such as privacy and confidentiality, informed consent, and au-

tonomy, have long histories in bioethics and technology ethics.

Thus, their consideration often relies on soft-law governance in-

struments (see below). In the face of novel uses of globally avail-

able large and complex biomedical data occasioned by ad-

vancements in technology, a growing body of literature is

emerging on the considerations of ethics of data in biomedical

sciences (Ienca et al., 2018; Knoppers and Thorogood, 2017;
604 Neuron 110, February 16, 2022
Mittelstadt and Floridi, 2016; Salerno et al., 2017; GA4GH.org).

This attention to ethics is important not only because of the ex-

panding nature and role of data but also because of the potential

risks of advancing research in direction breaching ethical princi-

ples not covered in law or the potential risk of lack of progress

stemming from fear of breaching unclear ethical and legal prin-

ciples.

A recent publication by the IBI Neuroethics Working Group

discusses extensively many of the ethical issues associated

with neuroscience data (such as informed consent, agency

and autonomy, privacy, equitable access and benefits, misuse,

dual use, and animal protection) and how different social norms,

cultural practices, and religious values influence the way they are

defined, operationalized, and enforced (Rommelfanger et al.,

2018). These differing perspectives on the nature and meaning

of ethics give rise to tensions in the context of global data

sharing, especially in the presence of competing values, inter-

ests, and commitments. For most researchers, interactions

with ethics compliance remain within local, regional, institutional,

or project-specific processes that are different in jurisdictions in

which their data are shared and received. Fothergill et al. (2019)

also pointed out that the apparent dominance of European and

North American perspectives in the field of neuroscience creates

an imbalance in a research ecosystem that is increasingly global.

Thus, the challenge for an IDG framework in neuroscience is to

harmonize these different cultural and ethical perspectives in a

way that will enhance understanding, advance collaborations,

and facilitate responsible sharing of data. Leaving ethics behind

in the global governance of neuroscience datamay likely result in

missed opportunities for collaboration and sharing, including

benefit sharing, a concept emphasized by the Nagoya Protocol

on Access and Benefit-sharing (Secretariat of the Convention

on Biological Diversity, 2011).

DATA-RELATED GOVERNANCE INSTRUMENTS

As indicated above, international data sharing is typically subject

to a set of norms comprising national and international legisla-

tion, recommendations, policies, and agreements in need of

harmonization. These regulations are jurisdictionally constrained

and fragmented but can have international implications (see

Boxes 1, 2, and 3). Although some non-binding instruments of in-

ternational significance exist, there is no single global, enforce-

able regulatory framework that shapes IDG discourse. As data

move across countries and continents, available national or

regional regulations are rendered less efficient, inadequate,

and inconsistent. In the case of national collaborations, re-

searchersmay rely on the assumption that legal norms that apply

to their institutions will also hold for those of their collaborators.

However, this assumption is only partially valid and often not

applicable when collaborations involve multiple countries. Even

though research organizations typically provide some kind of

support on the development of data management plans and

advice on legal aspects for technology transfer, this type of sup-

port is insufficient as the former is focused on national legislation

and directives of funding agencies, whereas the latter mainly

concerns advanced stages of research. Instead, given the multi-

ple challenges related to neuroscience data sharing, it is



Box 3. Sharing data obtained from non-human primate (NHP) research

Although NHPs are generally considered a powerful animal model for addressing particular neuroscience questions, research in

NHPs presents serious cultural and socio-ethical concerns for many. The close phylogenetic relationship with humans underlies

the use of NHPs in research: human brain disorders such as autism (Liu et al., 2016) and genetic editing for inclusion of human

genes (Shi and Su, 2019) to study genetic mechanisms can inform human neurological changes. Some experiments raise signif-

icant concerns, shaped by cultural, social, legal, and ethical differences across international boundaries. In recent years, as a result

of changes in legislation largely informed by public pressure, the use of NHPs in research has been reduced in the EU (Chatfield

and Morton, 2018) and the United States (Lankau et al., 2014), while NHP research continues to be a staple of neuroscience

research in countries in East Asia (Okano et al., 2016; Poo et al., 2016; Zhang et al., 2014). Researchers seeking to engage in

NHP research may perform experiments in a permissive locale and then transfer data to more strict jurisdictions. Therefore,

NHP data generated under different legal and ethical frameworks raise concerns of how such data can responsibly be shared

with partners or deposited in archives hosted in areas in which such research would not have been permitted. As Rommelfanger

et al. (2018) asked, should a country accept or use data collected elsewhere in a fashion that is not considered locally ethical and

legal? Does this dilemma require international consensus regarding minimum standards? These are questions that border on

ethics but also must be considered when developing best practices in data sharing governance. The PRIME-DE initiative is one

effort raising needed awareness of this issue in NHP imaging, where funds from some agencies cannot be used to process shared

data for which animal care practices, standards, and regulations are not sufficiently known or in compliance with policies (PRIMatE

Data Exchange, 2020).
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necessary to create mechanisms that inform and support re-

searchers throughout all stages of the research process. Below

we present a general and not exhaustive description of the

different governance instruments that may apply to researchers

in neuroscience. Descriptions are categorized depending on the

type of governance instruments and the breadth of their scope.

International soft laws are quasi-legal instruments that are not

legally binding but are encouraged as a matter of principle. Appli-

cable soft laws include general instruments such as the UDHR

(United Nations, 2021) or the Declaration of Helsinki (World Med-

ical Association, 2021). Other examples of soft laws that are more

specific to neuroscience include the Organisation for Economic

Co-operation and Development (OECD) recommendations on

health data governance (Organisation for Economic Co-operation

and Development, 2017b) and responsible innovation in neuro-

technology (Organisation for Economic Co-operation and Devel-

opment, 2019). These declarations are the result of significant in-

ternational consensus processes and, although not legally

binding, have strong influence in the practice of organizations

across theworld. For instance, the EuropeanHumanBrain Project

(HBP) opinion on data protection (Salles et al., 2017) makes refer-

ence to the National Commission for the Protection of Human

Subjects, which published ‘‘The Belmont Report: Ethical Princi-

ples and Guidelines for the Protection of Human Subjects of

Research’’ in 1979, and the UNESCO Principle of Respect for Hu-

man Vulnerability and Personal Integrity of 2013.

National legislation on intellectual property (IP), privacy, secu-

rity, and trade also defines the applicable framework for data

sharing. International collaborations are particularly sensitive to

discrepancies among legal frameworks in different countries.

An illustrative example of this case is the EU’s General Data Pro-

tection Regulation (GDPR). Although research occupies a privi-

leged position within the GDPR, it nevertheless highlights the

discrepancies in the regulations for data sharing with respect

to countries outside the EU, which are often in conflict with prin-

ciples governing open science (Bovenberg et al., 2020; Town-

end, 2018). For instance, legitimate personal data transfers
from the EU to the United States were based on a legal agree-

ment called the Privacy Shield. On July 16, 2020, the Court of

Justice of the EU issued a landmark decision in the Schrems II

case that invalidated the Privacy Shield decision (Fantin, 2020).

The Privacy Shield was part of a list of possible legal justifications

outlined in articles 44–49 of the GDPR for the transfer of personal

data from the EU to other countries. This list of justifications for

cross-border transfer include adequacy decisions, bilateral or

multilateral agreements, specific situations on the basis of con-

sent, public interest, vital interest of the data subject and legiti-

mate interests pursued by the controller not overridden by the in-

terests or rights of the data subject. In the absence of the Privacy

Shield or any other form of adequacy decision, data transfers

from the EU to the United States can now happen only on the ba-

sis of the other justifications on the GDPR list (Hallinan et al.,

2020) and with appropriate safeguards that are mostly regarded

as complex processes.

Other examples of relevant national legislations that have

considerable influence on how data are shared include the US

Health Insurance Portability and Accountability Act (HIPAA),

which sets standards for the protection of sensitive patient

health information in the United States. As illustrated in Box 2,

data repositories hosted at American institutions, such as the

Open Data Commons for Spinal Cord Injury (ODC-SCI; odc-

sci.org), require that all deposited data be compliant with HIPAA

regulations. However, as shown in Figure S1, there are multiple

levels and meanings of de-identification and pseudonymization.

How do researchers outside the United States who have

collected data under local regulations know that their data can

be legally submitted to an archive such as ODC-SCI? In this

category we also find clinical regulation where different entities

may apply. Such legislation relies on disparate understandings

of pertinent issues such as IP and core issues such as the length

of time privacy must be protected. HIPAA, for example, extends

privacy protection for 50 years after someone dies, whereas un-

der the GDPR, privacy protections stop at the death of the indi-

vidual.
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Table 1. Challenges of international data governance in neuroscience

Challenge Description

Ethics Understanding the ethical imperative for openness on one hand and the need for data protection

compliance on the other; also differences in organizational and cultural values as well as the ethical

frameworks and principles underlying the concept of data governance (Fothergill et al., 2019; Salles

and Farisco, 2020; Stahl et al., 2018). For example, linking among neural data, cognitive processes,

mental states, and mental integrity might have potential benefits but also threats, such as

manipulation (Yuste et al., 2017) (see also the NeuroRights Foundation at Columbia University

https://neurorightsfoundation.org).

Regulations and policies Differences in regulations and policies, including those governing human and animal protections,

and different interpretations of regulations and policies. Lack of clarity on regulations and policies

overall and lack of notification of changes to regulations and policies (Rosenbaum, 2010).

Different definitions of core concepts Core data concepts such as de-identification, anonymization, and pseudonymization may not

mean the same thing in different countries because of varied understanding of personal data

(Wiener et al., 2016).Most often ‘‘anonymization’’ and ‘‘de-identification’’ are used synonymously in

the literature. However, anonymization is an irreversible process, whereas de-identification makes

room for re-identification, which is closer in meaning to pseudonymization than anonymization

(Kissner, 2019; Wiener et al., 2016). Figure S1 demonstrates how these are conceptualized and

regulated by data protection regulations, especially by the GDPR.

Language The lack of IDG can create challenges due to differences in language and interpretation among

partners. For example, relevant ethical and legal documents that influence data governance are in

different languages that individual researchers may not understand (English, German, French,

Japanese, Chinese, Indian, Spanish, Swedish). This highlights one of the problems posed by the

increasing internationalization of neuroscience research.

Cultural diversity In addition to language differences, there are different regional and organizational cultural

differences that can affect data sharing. These differences may include social and cultural

constructs about the brain and mind, diversity in ethical frameworks and principles, political and

regional priorities, as well as approaches to intellectual property management. Sensitivity to these

cultural differences is needed for an effective data sharing ecosystem.

Size, complexity, and diversity of data Neuroscience datasets are big and comprise large amounts of data. In addition to the technical

challenges of hosting and harmonizing all of these data, the size and complexity of neuroscience

data will likely move the scientific community toward hosting data in accessible environments such

as the cloud and bringing computers to the data. There are costs associated with building and

sustaining these infrastructures that may be beyond the reach of researchers in many geographic

areas. Should governments develop their own national infrastructures to support big data research

or let data be collected outside of government-run infrastructures? If infrastructures are funded by

one country, to what extent are they expected to support or subsidize global access to the data

hosted by them?
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National legislation regarding data exchange can be strongly

influenced by international relations. In particular, security con-

cerns have been raised as motivation to restrict data sharing

across countries. International scientific collaborations similarly

may be affected because of fraying political relationships between

countries or changes in data protection regulations (see Box 1).

General and specific sponsor-driven policies on data
sharing and governance
Research data sharing is also shaped by policies that come from

funders. More andmore funders are issuing requirements for data

sharing that affect all grantees. In other cases, certain funding pro-

grams may come with specific requirements for data sharing and

governance. For instance, the US National Institutes of Health

(NIH) BRAIN Initiative has issued a specific requirement for data

sharing for recipients of funding (National Institutes of Health,

2019), even specifying into which repositories data must be

deposited. The NIMH has a data archive (the NDA; National Insti-

tute of Mental Health, 2020). The NDA has specific policies with

challenging requirements for data sharing mandating federal-
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wide assurance numbers for access. Additionally, the NIH

recently published new data management and sharing policies

(National Institutes of Health, 2020). In the HBP, these require-

ments include the European Commission strategy for data (Euro-

pean Commission, 2020) and guidelines on FAIR data manage-

ment in Horizon 2020 (European Commission, Directorate-

General for Research & Innovation, 2016). Table S2 shows some

of the current policies and requirements for data sharing across

programs in different national and geographic regions. The table

focuses especially on the IBI partner programs and initiatives.

Institutional policies and contracts
Researchers wishing to share data across international borders

may also encounter policies established by their home institutions

that affect aspects of data governance. In somecases, institutions

may have agreements in place with foreign institutions that can

facilitate international collaborations. Similarly, when such agree-

ments are not in place, researchersmay have to expend consider-

ableeffort to try tonegotiatememorandaofunderstanding (MOUs)

and non-disclosure agreements (NDAs) among institutions.
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Figure 3. The cascade of regulations, policies, and norms facing researchers engaged in international data sharing
(A) Currently a researcher wishing to share data across borders is burdened by multiple layers of regulatory oversight, some of whichmay be competing with one
another.
(B) With clear practical guidance and tools on international data governance, the researcher can instead stand on a firm foundation of ethical and legal
guidelines.
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Project-specific policies
Individual projects or consortia may be governed by data man-

agement and sharing rules they establish through agreement

among consortium members. For example, a consortium may

agree to a specific license under which data must be shared.

Often consortia work through member committees to establish

these agreements.

The above discussion illustrates the intricacies of the current

state of brain data governance. Taking all these policies

together, they represent a complex regulatory burden on the

various stakeholders that must comply with them. Given the

increasingly international nature of neuroscience research, re-

searchers need training and resources that enable them to

gain better understanding of the value and process of interna-

tional data sharing and to navigate the various regulatory and

ethical requirements associated with such activity (Figure 3).

WHAT DOES AN IDG FRAMEWORK FOR
NEUROSCIENCE LOOK LIKE?

An IDG framework for neuroscience may best be thought of as

a function that provides a responsible and holistic approach

for all stages of the data life cycle, including collection, pro-

cessing, curation, archiving and preservation, application

and utilization, sharing, and deletion (Table 2). IDG should

facilitate neuroscience data sharing for scientific discovery

and technology transfer by reducing the burden for individual

researchers or institutions. A nimble IDG framework can allow

sharing while respecting the rights of subjects and cultural and

ethical values. IDG will need to shape aspects of governance

related to data quality (which includes its accuracy, complete-

ness, relevancy, validity, timeliness, and consistency), secu-
rity, integrity, usability, attribution, accessibility, and ultimately

its trustworthiness.

From a technical perspective, IDG for neuroscience should

clarify and simplify the ethical, cultural, and legal issues across

the different stages of the data life cycle (see Table 2) and pro-

pose a simple workflow for addressing issues and implement-

ing research. Whereas some issues are specific to one or two

workflow stages, many of them are intricately linked. For

instance, how data were collected or processed can affect

the way they are shared. Sharing initiatives concerning data

collected from human subjects are influenced by informed

consent (Spence et al., 2018; White et al., 2020). This can

also be affected by processing activities such as anonymiza-

tion, de-identification, and pseudonymization. Furthermore,

sharing of both human and non-human subjects can be

affected by curation (standardization, identification of data

controllers) and archiving (e.g., data security). Furthermore,

there is a growing body of research on whether anonymiza-

tion, pseudonymization, or de-identification can work or not

for neuroimaging data (Eke et al., 2021; Song et al., 2015;

White et al., 2020). IDG could help clarify the degree to which

issues such as the potential risk for re-identification should be

considered or whether they are normal within the larger

research goals of the good of the society. A critical issue in

the sharing stage (Table 2) is licensing of data for commercial

purposes. This is implemented using different approaches

across the current data repositories (Jwa and Poldrack,

2021). Underlining these commercial licensing policies are

legal and ethical issues that are also different across jurisdic-

tions. Critically, an IDG framework would clarify and communi-

cate to the scientific community legal responsibilities and lia-

bilities associated with sharing data across borders that
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Table 2. Needs to consider for international data governance (IDG) across the neuroscience data life cycle

Data Life Cycle Stages Neuroscience Data Governance Needs That Affect International Sharing

Collection informed consent: how to collect consent for international sharing and use of data

sampling bias: how to represent a very heterogeneous population across ethnic groups and cultures

regulatory differences and legal basis for data collection: how to understand

the different laws for animal welfare or data protection

Processing anonymization, de-identification, and pseudonymization: how to ensure that

subjects’ privacy can be maintained while retaining scientific utility of the data

regulatory differences and legal basis for data processing:

how to understand data protection laws in different countries

Curation standardization: how to understand the different standards for metadata schemes across countries

data curation transfer agreements: how to establish agreements

that allow data curation outside of the owner’s nation when needed

security: how to ensure that risks for data breaches are minimized

Archiving and

preservation

1. retention policy: how long will the data be preserved?

2. data controllership, stewardship, or custodianship: who owns rights on or controls data?

3. funding: who is paying for data archiving, and should access be free for all users?

4. security: how to ensure that risks for data leaking are minimized over time as technology changes

Application and use incidental findings: how to communicate findings that pertain to the health of study participants

minimization: how to ensure that studies use the minimal amount of data so as

to minimize risks to participants (e.g., re-identification, privacy break-ins)

misuse: how to ensure that data are not misused or misapplied

for ethically, legally, or socially unacceptable purposes

biases in analysis and results interpretation: how to mitigate

data analysis bias concerns or misinterpretation of results

dual use: how data can be used responsibly for both civil and military application

commercial exploitation: what restrictions are available regarding using data for economic gain?

Sharing access control: how to manage access to data, authorization, and data use

agreements (DUAs) across investigators, institutions, and countries

third-party and international sharing: how to overcome regulatory limitations to

sharing data to ensure effective scientific impact in international projects

risks for re-identification: how to prevent potential risks for re-identification

given advancements in machine learning and AI

licensing: how to approach data licensing and intellectual property concerns when required

attribution: how to cite and keep track of contribution

to data collection, processing, or curation

Deletion inappropriate retention: how to ensure that data are

retained and deleted responsibly after they have been used

loss of data and unintended deletion: how to ensure resilience to human mistakes

Several issues are at stake when data must be considered from an international perspective. Some of these issues are general to any project involving

human and animal data. Yet some specific needs and challenges must be considered when crossing international borders. This table lists some of the

most critical aspects that must be considered when embarking on international projects for brain research.
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affect researchers and repository owners. As of today, none of

this has explicitly been worked out by the neuroscience com-

munity, and as a result risks fall on individual researchers and

institutions (see Boxes 1 and 2).

CONCLUSION AND CRITICAL CONSIDERATIONS

As technological advancements in AI and machine learning

continue to expand the nature, scope, and utility of neuroscience

data, we propose that the development and implementation of

IDG for global neuroscience research be guided by the following

considerations.
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1. Make IDG a priority
IDG should not be an afterthought. Data governance should be

addressed before (planning stages), during (project execution

stage), and after (dissemination and exploitation stages) a proj-

ect. When data governance is an afterthought, critical issues in

the different stages of the data life cycle are missed. Again, all

stakeholders (researchers, project coordinators, institutions,

professional societies, publishers, infrastructure providers, fun-

ders, and other stakeholders) have a responsibility in ensuring

that governance mechanisms are considered proactively.

Governance mechanisms can be described in grant proposals

or at the beginning of a collaboration. It is particularly important
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that a defined data governance framework that aligns with

accepted IDG be established at the beginning of any project

involving international collaborators or with the potential to share

data internationally. Infrastructure and institutional policies can

also play an instrumental role in ensuring that IDG is not an after-

thought. Although any changes may require the identification of

funding and resources that are required to develop informed IDG

plans, concrete next steps to addressing policy changes and

raising awareness among appropriate stakeholders are included

below.

Suggestions for practical actions

d Expand the funding initiatives to support the development

and implementation of IDG tools and services for neurosci-

ence. Programs at the scale of international coordination

as well as multidisciplinary work would be ideal. Efforts

to develop and implement such tools would require leader-

ship and support for researchers, as well as the involve-

ment of legal, security, economic, ethics, and technology

experts across national borders.

d Integrating IDG into research project planning, similar to

how data management plans are required in grant applica-

tions, would facilitate responsible IDG within research.

d Establish offices of data governance at institutions, data

repositories, neurotechnology companies, research pro-

jects, funders, and other relevant bodies.
2. Develop principles for IDG
There is a need for simple and clear international governance

principles to maximize openness and access to data for the

good of scientific progress. These principles should cover

ethical, scientific, technical, legal, and sharing requirements.

The development of IDGprinciples should be developed by iden-

tifying and involving the multiple stakeholders involved (e.g., re-

searchers, civil society groups, funders, journals, institutional

representatives, technologists). Given the differences in culture

and legal systems across nations, and given the many stake-

holders involved in processing neuroscience data (researchers,

institutions, infrastructure providers, funders, and local govern-

ments), IDG for neuroscience would need to be defined by

involving multiple communities and representatives from various

nations and cultures (Fothergill et al., 2019; Stahl et al., 2019).

There is a need to acknowledge and be responsive to the

many different needs and socio-cultural and political dynamics

that shape the diverse ethical principles and laws associated

with data. Therefore, inclusive dialogues with different stake-

holders from different cultures and disciplinary backgrounds

should characterize the development of IDG principles for neuro-

science.

Suggestion for practical action

d Initiate multi-stakeholder partnerships and collaborations

to develop legal, ethical, technical, organizational, and cul-

tural principles that can shape IDG for neuroscience data.

Primary stakeholders include transnational neuroscience

researchers, organizations (e.g., the OECD, UNE

SCO), technical societies (IEEE, INCF), archives, projects

and platforms involved in data standards, sharing and
analysis (OpenNeuro.org, brainlife.io, conp.ca, ebrains.

eu, PRIMatE Data Exchange [PRIME-DE]), and scientific

organizations associated with brain research.
3. Develop practical tools and guidance for
streamlined IDG
Developing simple, easy-to-use tools that allow researchers or

other stakeholders to navigate IDG on a case-by-case basis

(i.e., when sharing data between pairs of countries) is critical.

These tools should help clarify the different and competing

ethical and legal principles involved in cross-border transfers

for easier implementation. Researchers and funders alike need

practical answers to complex recurrent issues (e.g., consent,

anonymization, access control, human rights, security). Exam-

ples of such would be quick guides on how to share data be-

tween pairs of countries, what to share or receive, how to estab-

lish consent forms that would allow open sharing of data (see the

Open Brain Consent initiative; Bannier et al., 2021). These tools

will ensure that relevant information is available to the scientific

community when they are planning an international project.

Ideally, this effort would include the development of semi-auto-

mated methods for the analysis of regulatory documents and

ethical perspectives across countries, and it would involve input

and guidance from experts in navigating international data

sharing issues. Individuals with such expertise exist, but they

are generally scattered and may be hard to find. Fostering a

network of these individuals and integrating them into neurosci-

encemeetings can help provide guidance to those trying to work

across borders.

Suggestions for practical actions

d Create a global alliance (a consortium) that will guide the

development of technical standards and establish data

governance best practices. The new consortium should

be organized at a grass-roots level, led by scientists, and

endorsed by neuroscience organizations. The consortium

would also need to involve funders and policy makers to

represent the wide range of interests in neuroscience

data. The consortiumwould be synergistic but not overlap-

ping with the issues already addressed by the GA4GH

(GA4GH.org).

d Develop a sustainable federated data catalog of neurosci-

ence data from brain initiatives and other resources around

the world, establish governance to maintain metadata

standards for FAIR data sharing, and develop and dissem-

inate tutorials, training materials, and educational activities

for dataset publishing and data reuse.

d Develop a neuroscience technical IDG toolkit. Among

other things, the toolkit would guide researchers on IDG

across the data life cycle (Table 2).

d Develop a regulatory and ethical IDG toolkit. This would be

defined by a series of documents that would serve re-

searchers to navigate issues related to IDG.
4. Increase awareness and education on IDG
There is a need to promote a cultural shift in the scientific com-

munity so as to increase awareness of the importance of IDG,
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given the increasingly international nature of neuroscience

research. Issues of cultural and social diversity across nations

are especially important, including considerations of race, age,

and gender when defining policies and planning research

projects. Such changes in awareness and attitude will require

establishing educational mechanisms for responsible open

neuroscience data sharing (Choudhury et al., 2014). Developing

a set of educational resources is necessary not only to engender

cultural change but also to educate investigators on how IDG

works and provide key examples using specific research data

samples and types. These educational resources should explain

both the value of sharing data and the ethical and legal respon-

sibilities of the parties involved. Furthermore, the educational re-

sources could promote the use of data for educational purposes

as well as research. This process of data upcycling (Avesani

et al., 2019) is critical to training a new generation of scientists

with a global mind-set on the globalized nature of the research

enterprise and creating a culture that attracts and retains a

diversity of thinking, heritage, and skill sets in the neuroscience

community. Furthermore, this will effectively accelerate scientific

discovery by attracting a multitude of opinions and by bringing

higher education closer to the most cutting-edge research data.

Suggestions for practical actions

d Integrate IDG into educational and professional training

activities organized by professional societies and educa-

tional institutions (e.g., neuroscience curricula for graduate

and undergraduate programs, professional development

for postdoctoral scholars), including formal IDG certifica-

tion educational training courses.

d Encourage neuroscience conference organizers, funders,

and other initiatives to consider and support targeted

training programs dedicated to IDG.

d Offer efficient, accessible, up-to-date data governance

training and associated materials for neuroscientists,

especially those working in countries with less economic

capacity, through international scientific organizations

and societies.

The establishment of an IDG framework guided by the

above considerations will require dedicated efforts and signif-

icant resources. Fortunately, neuroscience has established

internationally focused organizations such as the IBI, the

INCF, and societies such as the International Brain Research

Organization (IBRO), which can facilitate discussions and

work toward the development of IDG. The IBI serves as a

coordinator across large-scale neuroscience initiatives, with

the aim of creating impact that broadly benefits neuroscience.

The above recommendations will be pursued by participants

in the IBI network, especially in the early stages, but

most points outlined here will require a broader community

effort. The recommendations would be then developed and

implemented in partnership with neuroscience-specific organi-

zations (e.g., scientific societies such as the Society for

Neuroscience, IBRO, coordinating bodies such as the INCF),

data standards and sharing projects (e.g., OpenNeuro.org,

brainlife.io, conp.ca, ebrains.eu, NeuroMorpho.org, PRIME-

DE), the private sector and professional organizations (e.g., in-
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dustry, the IEEE), data policy experts, and transnational

bodies (e.g., the OECD, UNESCO).
SUPPLEMENTAL INFORMATION
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