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Abstract: The integration of blockchain and digital twins (DT) for better building-lifecycle data man-
agement has recently received much attention from researchers in the field. In this respect, the adop-
tion of enabling technologies such as artificial intelligence (AI) and machine learning (ML), the In-
ternet of Things (IoT), cloud and edge computing, Big Data analytics, etc., has also been investigated
in an abundance of studies. The present review inspects the recent studies to shed light on the fore-
most among those enabling technologies and their scope, challenges, and integration potential. To
this end, 86 scientific papers, recognized and retrieved from the Scopus and Web of Science data-
bases, were reviewed and a thorough bibliometric analysis was performed on them. The obtained
results demonstrate the nascency of the research in this field and the necessity of further implemen-
tation of practical methods to discover and prove the real potential of these technologies and their
fusion. It was also found that the integration of these technologies can be beneficial for addressing
the implementation challenges they face individually. In the end, an abstract descriptive model is
presented to provide a better understanding of how the technologies can become integrated into a
unified system for smartening the built environment.

Keywords: blockchain; digital twin; Internet of Things; artificial intelligence; technology fusion;
building industry

1. Introduction

Despite its crucial role as one of the most momentous drivers of economic growth,
the building industry has long been dealing with issues such as low productivity, delayed
payments, poor regulatory compliance and communication, lack of trust among stake-
holders, and fragmentation of the information value chain [1-3]. At the same time, the
implementation of smart devices and sensors to collect data and meticulously monitor the
built environment has led to the accumulation of an enormous amount of raw data (i.e.,
Big Data) that are almost impossible to be aligned, annotated, and processed manually
and through the traditional methods [4]. Blockchain, Digital twin (DT), Internet of Things
(IoT), and artificial intelligence (Al) are among the disruptive technologies, the integration
of which is deemed highly promising for addressing the identified challenges [5,6].
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The contemporary built environment is seeing a significant increase in the adoption
of DTs, as they provide the capability of enhancing collaboration and information com-
munication across the asset lifecycle by providing a digital representation of the physical
world [7]. They also make it possible to monitor the real-time behavior of actual assets by
employing virtual models to keep the stakeholders updated with the performance of the
asset in its current situation [4], as well as recommending analytics-based decision-mak-
ing for smart asset management [8].

As information technology (IT) evolves, DTs have experienced essential alterations
and become the backbone of smart built environments, hosting other listed technologies
for implementation and integration. Nevertheless, this technology is still in its infancy
mainly implemented for prototyping, modeling, and confirmation of physical artifacts
through simulated replicas [9]. Moreover, in practice, DTs are chiefly employed in a frag-
mented manner, particularly over the building operation and maintenance phase [7].

In order to pave the way for the use of digital approaches to design, build, operate
and maintain, and integrate the built environment in a more efficient way, the Centre for
Digital Built Britain (CDBB) has introduced a group of values, called the Gemini Principles
[10,11], emphasizing information value management in such a way that data volume de-
creases while data value is increased. Among the key pillars in the Gemini Principles are
data trustworthiness, security, quality, and openness, which are at the same time reminis-
cent of the main characteristics of blockchain, as a popular type of distributed ledger tech-
nology (DLT). This concurrency makes blockchain an appropriate technology to fulfill the
Gemini Principles’ demands [3]. Moreover, decentralized applications, relying on decen-
tralized databases and distributed ledgers, will avoid single sources of trust and provide
a secure model for lifecycle information exchange in a complex ecosystem where the
stakeholders interact with DTs. This approach, while ensuring the required integrity, con-
fidentiality, and availability, can propitiously address the data exchange challenges [12].
Having blockchain employed, the legitimacy of transactions would be ensured, and high-
value transactions can be facilitated using cryptography and consensus mechanisms for
verification and traceability. Therefore, the implementation of blockchain in the building
industry and its integration with DTs and building information modeling (BIM) for lifecy-
cle information management provides great potential to deal with issues regarding trust,
transparency, and communication [5].

Benefiting from IoT-enabled sensors, as mentioned, DTs can offer a living instrument
for a kind of “up-to-current” modeling [6]. Beyond that, empowered DT with Al will be
able to simulate different “what-if” scenarios for predictive and preventive maintenance
[13] and put forward effective solutions to potential issues before they arise [6,14]. The
cognitive capabilities of DTs, which have stemmed from the adaptation of Al, also result
in persistent calibration, integration, and info-symbiotic connectivity between the physi-
cal asset and the virtual replica [9,15-17].

This study, through scrutinizing the recent research carried out in the field, attempts
to depict an overview of the research trends, and reveal the potential of the introduced
technologies in the building industry. It is also intended to shed light on the publication
patterns and detect the state of the art by performing in-depth bibliometric analyses.
Therefore, the objectives of the research can be articulated as follows:

¢  Elucidate the status quo and research trends on the foremost among the enabling
technologies in the integration of blockchain and DTs in the building industry.

e Assess the scope of applicability and fusion capabilities of these technologies.

e  Disclose the research gaps and further development opportunities.

In this way, Section 2 articulates the research method and data collection course of
action. Section 3 presents bibliometric analyses of the recent literature to statistically illu-
minate the research trend. Section 4 provides a brief overview of the targeted technologies
and their characteristics, followed by an exploration of their fusion from the perspective
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of the previously conducted research presented in Section 5. Considering the insights ob-
tained from the investigation of the literature, Section 6 offers an abstract model illumi-
nating the configurative and synergistic form of such a technology fusion, as well as high-
lighting the identified gaps in the literature and the prospective directions for future
works. Finally, Section 7 delivers a brief conclusion of the study. Figure 1 briefly outlines
the steps followed in this paper.

Figure 1. The study path and steps.

2. Research Method and Data

Conducting a thorough literature review is necessary to provide and consolidate the
foundation of knowledge on a topic, identify potential research gaps and challenges, and
probe into the prior scientific efforts to extract bright ideas and avoid repetitive research
[18]. In this regard, contrary to traditional narrative reviews, where the studies are sub-
stantially orientated by the researchers’ recognition and most probably suffer from a lack
of thoroughness [19], a systematic literature review is an approach in which the system
neutrally identifies the target literature and leads the researcher to the conclusion ensur-
ing the transparency of the process and robustness of the results.

Therefore, in this study, the eight-step guide to planning, selection, data extraction,
and execution of a systematic literature review, recommended by Okoli and Schabram
[20] is followed. At the planning stage, the purpose of the literature review is clearly iden-
tified, and all the reviewers agree upon a thorough research protocol and are trained ac-
cordingly. Then, the selection of the literature includes the next two steps, viz., searching
for the literature, screening for inclusion. Subsequently, at the extraction phase, the quality
appraisal takes place, which is, in other words, the screening for exclusion, followed by
data extraction when the reviewers draw and collect the relevant information from the
included studies. Eventually, the execution phase consists of the two last steps, namely,
analysis of findings, also known as the synthesis of studies, which is combining the ex-
tracted facts through qualitative and/or quantitative techniques, and writing the review,
where the study results along with the review process are described in sufficient detail so
that the findings can be reproduced independently. A comparable approach is also rec-
ommended by Xiao and Watson [21], which outlines the main steps of a successful review
in a similar way.

This study has also applied Preferred Reporting Items for Systematic Reviews and
Meta-Analyses (PRISMA), as a set of guidelines for reporting systematic reviews and
meta-analyses to combine the results of multiple studies to provide a more precise esti-
mate of the overall effect of the investigated technologies [22]. Table S1 in Supplementary
Materials provides the related checklist.
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2.1. Indexing the Query Terms

As an initial step to define the research boundaries, a preliminary search was per-
formed through the Scopus and Web of Science search repositories with two main key-
words, namely, “digital twin” and “blockchain”. The 161 detected documents were in-
spected in VOSviewer [23] to discover the most common associated keywords through
their density in the co-occurrence network, as visualized in Figure 2. As a result, “Internet
of Things (IoT)” and “Artificial Intelligence (AI)” were identified as the two major con-
comitant technologies in the body of the latest research. Therefore, five keywords were
considered for the literature search, which are elaborated in Table 1, along with their syn-
onyms to formulate the eventual search strings.

% VOSviewer

Figure 2. The density of keywords around “Blockchain” and “Digital Twins” in the literature.

Table 1. The implemented search strings based on the study keywords.

(blockchain OR block-chain OR “block chain” OR “smart contract*” OR “distributed ledger technolog*”)
“digital twin*”

(“internet of things” OR iot OR iiot)

(“artificial intelligence” OR “machine learning” OR “deep learning”)

(“AEC* industry” OR “construction industry” OR “building industry” OR “built environment”)

g = WO N -

2.2. Study Retrieval and Selection

In this phase, having identified the query terms, the search was once again carried
out in the Scopus and Web of Science databases, limited to the papers’ title, abstract, and
keywords. Furthermore, only peer-reviewed articles, conference papers, book chapters,
and reviews in English and within a period of five years (2017-2022) were included. The
composed search strings and their combinations are formulated as presented in Table 2.
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Table 2. The selected databases and formulated search strings.

Database

Search String

Scopus

Web of Science

TITLE-ABS-KEY (((“AEC* industry” OR “construction industry” OR “building industry” OR
“built environment”) AND (blockchain OR block-chain OR “block chain” OR “smart con-
tract*” OR “distributed ledger technolog*” OR “digital twin”) AND ((“artificial intelligence”
OR “machine learning” OR “deep learning”) OR (“internet of things” OR iot OR iiot)))) AND
(LIMIT-TO (DOCTYPE, “ar”) OR LIMIT-TO (DOCTYPE, “cp”) OR LIMIT-TO (DOCTYPE,
“re”’) OR LIMIT-TO (DOCTYPE, “cr”) OR LIMIT-TO (DOCTYPE, “ch”)) AND (LIMIT-TO
(LANGUAGE, “English”))

((TS = (("AEC* industry” OR “construction industry” OR “building industry” OR “built envi-
ronment”))) AND TS = ((blockchain OR block-chain OR “block chain” OR “smart contract*”
OR “distributed ledger technolog*” OR “digital twin”))) AND TS = ((“artificial intelligence”
OR “machine learning” OR “deep learning”) OR (“internet of things” OR iot OR iiot))

] [ Identification ]

Screening and eligibility

Included

[

As a result of the inquiries and after assessing the emerged documents in terms of
their content and availability as well as including other literature through snowballing, 86
papers were retrieved as the review sources. Figure 3 represents the steps in paper iden-
tification and selection in the form of a PRISMA flow diagram.

Identified records
Scopus: 103

Web of Science: 59
Duplicate: 42
(n=120)

Excluded after reviewing the

> title, abstract and keywords
y (n=29)
Studies sought for retrieval
(n=91)
+ | Unavailable full-text
(n=3)
v
Studies assessed for eligibility
(n=288)
Excluded after investigation of
»( the full texts

n=13)

Snowbealling and bibliographic
mining
(n=11)

A

Studies included in review
(n=286)

Figure 3. PRISMA flow diagram presenting the retrieval and screening process of the literature.
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2.3. In-Depth Analysis and Review

After retrieving the identified articles, a series of bibliometric analyses were carried
out using VOSviewer, the results of which are elaborated in detail in the following section.
Bibliometric analysis, as a rigorous method for dissecting large scientific data sets, makes
it possible to detect the subtle evolutionary nuances in a particular field of research, while
elucidating the emerging areas in that field [24]. Subsequently, the discussed disruptive
technologies, their predominant features and characteristics, and their potential for inte-
gration with each other in the building industry are explored by inspecting the body of
the recent research.

3. Descriptive Bibliometrics

This section will statistically explore the selected literature and the trend of research
on the highlighted disruptive technologies in the building industry through a thorough
bibliometric analysis. Research on the integration of technologies in the retrieved litera-
ture started in 2017 by working towards functional DTs in combination with IoT, offering
cost-effective and scalable solutions for the underground built environment [25], followed
by the integration of blockchain and Al in 2018, focusing on trust issues in the real-estate
economy [26]. Figure 4 shows the number of annual publications integrating these tech-
nologies into the building industry. As can also be seen in this figure, the vast majority of
the studies have been conducted from 2020 onwards.

25
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5
%) 15 =7\
e 10
g
3
2 5
0
2017 2018 @ 2019 @ 2020 | 2021 | 2022
«=@==Blockchain 0 1 7 14 16 5
Digital Twin 1 0 1 11 23 8
Internet of Things 1 0 4 10 16 4

Artificial
Intelligence

Qa1

0 1 1 8 7

Publication Year

Figure 4. Number of research published annually focusing on integration of different technologies
within the building industry.

As a network visualization tool for generating maps based on network data as well
as exploring and visualizing them [27], VOSviewer is utilized for the bibliometric analyses
in this study. Prior to conducting these analyses, thesauruses were created to merge the
duplicate items and normalize the terms, as a single concept may have been referred to in
multiple forms (e.g., digital twin and digital twins). After inserting the retrieved records
and generated thesauruses into the software application, the intended analyses were car-
ried out, the results of which are presented in the following sub-sections.
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3.1. Co-Authorship and Authors

As illustrated in Figure 5, a “co-authorship” analysis of the selected literature was
performed, considering “authors” as the unit of analysis. In this analysis, the minimum
number of documents for each author is 2, and the number of selected authors is 30, ac-
cordingly. The size of the nodes in this figure depends on the number of the authors’ lit-
erature while the connecting lines between them indicate the collaboration between dif-
ferent authors. The color spectrum in the left graph represents the average publication
years of the articles published by each author, and in the right one indicates the average
number of citations they have received. Samudaya Nanayakkara and Sepani Senaratne,
with 2 papers and an average of 66.5 citations, are the most cited authors, while Yacine
Rezgui with an average of 56.7 citations in 3 papers, and Jennifer Li and Mohamad Kassem
with an average of 56 citations in 3 documents are the next most cited authors.

hosseini m.r. hossejii m.r.
legd. legid.
refgli y. pefera s. rezgui y. pefera s.
nanayakkara s. nanayakkara s.
wus. shafiid f. kassem m. wis. shafiid f. kassem m.
hall@.m. senaf@tne s. hallg.m. senaratne s.
ha@x. liwz. refiw. koch@uski p. ha@)x. Iz refiw. koch@yski p.
jayaramanr. Jiatig ) khap a. jayaraman r. jialig ). khap a.
. zh ¢4 > . zh r. o
yaq@eb i. @ 8 lij. yaq@ob i. *@. B li j.
hunheVicz j.j. stank@yski v. hunh@licz j.j. stank@yski v.
b jeang. i jean g
sa@ k. xiofig f. XU f. sa@k. xiofig f. x@@f.
omap m. parlikad a.k. omap m. parlikad a.k.
#, vosviewer onim. I iy, |
2019 2020 2021 2022 0 20 40 60

Figure 5. Co-authorship analysis with “authors” as the unit of analysis.

3.2. Co-Authorship and Countries

The result of the country-based co-authorship analysis of the investigated documents
is shown in Figure 6, where the size of the nodes implies the number of published papers
and the linking lines between them show the international collaboration in research. The
colors in the left graph represent the average publication years, while the colors in the
right one indicate the average number of citations. In this analysis, the minimum number
of documents for each country is considered to be 2, and the number of considered coun-
tries is 18 accordingly. As clearly appears from the graphs, the United Kingdom is the
country with the highest number of publications with 22 published articles and an average
of 28.5 citations. Then, the United States, Australia, and China have the largest number of
publications with 15, 14, and 11 published papers and 13.3, 20.9, and 15.2 citations on
average, respectively. A quick look at the average publication years of the literature re-
veals that most of the research in the field is carried out in the last year, while the time
span for the literature search was from 2017 to (mid-)2022. This implies that the integra-
tion of the intended technologies into the building industry is quite pristine and the quan-
tity of research on it is increasing exponentially.
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Figure 6. Co-authorship analysis with “countries” as the unit of analysis.

3.3. Co-Occurrence of Keywords

The co-occurrence of keywords in the selected documents is another form of biblio-
metric analysis conducted in this section that sheds light on the frequency of occurrence
of keywords as well as their distribution over time and their interconnection together, the
results of which are shown in Figure 7. The minimum number of occurrences of a keyword
in this analysis is set to 5, which leads to the display of 29 keywords. The size of the nodes
in this figure indicates the number of occurrences of each keyword, while the connecting
lines between them imply the co-occurrence between them in the literature. The thicker
the linking lines between the nodes, the stronger their connections and the more frequent
their co-occurrence. The minimum link strength in this graph is set to five, which means
the keywords connected in this graph have co-occurred at least five times. The color spec-
trum in this graph represents the average publication years of the literature containing the
keyword. “Building industry”, “digital twin”, “blockchain”, and “internet of things” are
the most frequently co-occurring keywords in the 86 selected documents with 41, 40, 37,
and 34 occurrences, respectively. A glance at the color of the nodes reveals the fact that

“decision making”, “supply chain”, and “facility management” are among the most recent
research trends.
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Figure 7. Co-occurrence of keywords.

3.4. Citation of Documents

Figure 8 is generated based on an analysis of the literature citations. In this analysis,
the minimum number of citations of a document to be displayed is 10, which includes 40
documents in the graph. The weight of each node is affected by the number of received
citations, and the lines connect the literature that has cited each other, while the colors in
this graph change based on the literature publication year. Boje et al., (2020) [28], Li et al.,
(2019) [29], Singh et al., (2020) [30], and Perera et al., (2020) [31] are the most cited literature
with citation indices of 167, 155, 146, and 124, respectively.
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Figure 8. Citations of the literature indicating the most cited literature [28-31].
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3.5. Bibliometric Coupling of Sources

The last performed analysis using VOSviewer is the bibliometric coupling of sources
that elucidates the trend of publications and citations among various sources (e.g., jour-
nals and conferences) resulting in Figure 9. Here, 56 sources were recognized, publishing
the selected literature, represented by the nodes in the graph. The diameter of the nodes
corresponds to the number of published documents, reviewed in this study and the link-
ing lines show the number of cited references between the sources, while the thicker lines
mean more mutual citations. In this graph, the minimum line strength is set to 10, which
means only connections between sources that have cited each other at least 10 times are
displayed. The colors in the left graph represent the average publication years of literature
published in each source, and in the right one indicate the average number of citations
they have received. As can be seen in the graph, the Journal of Automation in Construction,
with 14 papers and far beyond the other sources, has the largest number of publications,
followed by the MDPI journals of Buildings, Sustainability, and Applied Sciences, with 5, 4,
and 4 articles, respectively. On the other hand, the journals of Future Generation Computer
Systems and Industrial Information Integration are the most cited sources, receiving an aver-
age of 146 and 120 citations, respectively. Each of these two journals has only one article
in the list of the considered literature.
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Figure 9. Bibliometric coupling of sources.

4. A Panorama of Disruptive Technologies

This section provides an overview of the highlighted technologies to provide a better
insight into their concepts, the possibilities they offer for integration with each other, and
the opportunities they afford to improve smarter build environments, as well as identify-
ing their implementation challenges and potential remedies.

4.1. Blockchain—The Game-Changing Paradigm

Blockchain, constituted based on Distributed Ledger Technology (DLT), is a technol-
ogy developed for recording transaction data on successive blocks, chained together
through cryptography and hashing techniques [32]. Here, integrity is enforced and veri-
fied through a distributed process and decentralized consensus procedure. Blockchain can
also be the placeholder for the crucial data and the transactions by built environment
agents as well as being implemented as an enforcement mechanism for procedures and
policies [33]. Among the other prominent technical features of blockchain for information
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exchange are trust, traceability, transparency, anonymity, security, connectivity, and au-
tomation [34,35]. Contract management, information management, supply chain manage-
ment, and stakeholder management are among the applications of blockchain in the build-
ing industry that have recently received the most attention from researchers in this field
[36].

There are three types of blockchain infrastructure, namely public, private, and con-
sortium blockchain. Public blockchain, also called permissionless, is an open network for
any participant to join freely, see the shared ledger, and contribute to the consensus pro-
cess and validating transactions. Herein, the consensus mechanism is proof-of-work or
proof-of-stake. It offers the highest level of decentralization, but the lowest transaction
speed [37-39]. On the other hand, private blockchain is a network, where a central author-
ity determines the participants, their roles, and the transaction permission [39,40]. Private
blockchain is the fastest in terms of transaction speed, while it is less decentralized [41].
Consortium blockchain, also known as federated or permissioned blockchain, is a semi-
private and multi-organizational solution for allied businesses, emerging as a middle
ground between private and public blockchain. A consortium blockchain has privileged
permissioned nodes over the network, however, there is no single owner organization. In
terms of privacy and performance, it benefits from the same advantages as private block-
chain, while it is governed by a group [31,38,39,41]. Concerning decentralization and
transaction speed, consortium blockchain is at a medium level compared to public and
private blockchain. The consensus mechanism for both private and consortium blockchain
is a voting or multi-party consensus algorithm [41].

None of the three types of blockchain infrastructures is generally superior to the oth-
ers, but each type is developed to serve different purposes. For instance, private block-
chain can provide solutions at the enterprise level. Supply-chain management and keep-
ing the transaction records for corporations with limited transaction requirements are
some potential applications. Public blockchain can be implemented for handling the data,
where the data need to be openly exposed to public auditability. Hence, it is a popular
infrastructure for peer-to-peer transactions and cryptocurrencies. Due to its customizabil-
ity, consortium blockchain would be suitable for an overall project ecosystem, where for
instance, banks or other organizations want to control the participation and access levels
in the network [3,39].

Tokenization, in the blockchain context, refers to the process of converting assets of
any kind, either tangible or intangible, into digital tokens. This concept has recently
gained plenty of traction within the industry and is gradually becoming adapted to con-
ventional industries such as real estate, artwork, and equities [42]. Tokenization can, for
instance, provide a bedrock for monetizing the capacity of idle items on peer-to-peer net-
works to make the most of assets through blockchain-based crowdsourcing, which has
been discussed as a promising approach to overcoming the deficiencies of traditional cen-
tralized crowdsourcing systems, such as Sybil attacks and single point of failure [43,44].
As a decentralized alternative to obtaining project funding, blockchain-based
crowdsourcing offers advantages such as opening doors for talented individuals in eco-
nomically underdeveloped countries, obviating the need for intermediaries, and codify-
ing agreements with auditable terms to support fair contract executions [45,46].

4.1.1. Smart Contracts

The term smart contract was first coined by a cryptographer, Nick Szabo, in 1994, as
a computerized transaction system to perform the contract provisions [40], fully executa-
ble, independent of human interference [47]. After the advent of blockchain technology
and due to its enabling infrastructure, the smart contract concept was brought into the
spotlight for automating legal contracts [48] and removing the third parties in transactions
[49]. Smart contracts are pieces of computer codes with some conditional statements in
the form of “if/then” [50], general features of which can be characterized as (1) self-exe-
cuting, so that they are triggered by transactions and take place without the necessity of
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manual interaction; (2) self-enforcing, as once smart contracts are initiated, they cannot be
prevented from execution; (3) transparent, when smart contracts are acknowledged by
each node in the blockchain network, because their correctness needs to be verified by
most of the nodes; and (4) flexible, as smart contracts can adapt to different scenario re-
quirements [51,52].

Organizing the project’s payments regarding construction, operation, and mainte-
nance activities is one of the most noted use cases of smart contracts by researchers, as,
upon completion of each task by contractors, the corresponding payment can be triggered
through performance-based smart contracts in a safe and autonomous manner with a
higher execution speed [8,31,49,53]. As an instance, Ahmadisheykhsarmast and Sonmez
[54] have presented a smart contract approach for the security of payments in construction
contracts through an automated decentralized protocol, while addressing the issues of
trusted intermediaries and eliminating the administrative costs. Moreover, Nanayakkara
et al. [38] conclude from their research that smart contracts and blockchain-based solu-
tions can significantly improve payment procedures, particularly in terms of partial pay-
ments, long payment cycle, non-payments, cost of finance, retention, and security of pay-
ments. Likewise, Chong and Diamantopoulos [55], as well as Liu et al. [56], discuss how
the integration of blockchain-based smart contracts and BIM models can in different con-
texts address issues regarding the security of payments within the building industry.
Moreover, in order to ensure accuracy, timeliness, and efficiency of payment administra-
tion, Hamledari and Fischer [57] proposed a framework for construction payment auto-
mation based on smart contracts, while robotic reality capture-technologies were utilized
to document the progress at the construction site. The automated project bank account is
also a functional use case of smart contracts, studied by Li et al. [29], asserting the potential
of smart contracts to embed the project’s funds and protect all the contractors and supply
chain stakeholders against insolvency as well as automating the payment principles. This
approach will at the same time increase transaction efficiency, decrease payout time, and
minimize operational risks, back-office costs, and the risk of fraud. However, such appli-
cations of smart contracts are also not challenge-free, as they are prone to various security
issues such as programming vulnerabilities, different types of attacks, and other inherent
susceptibilities stemming from their technical structure [58].

4.1.2. Decentralized Applications and Organization

Decentralized Applications (DApps) are open-source blockchain-powered applica-
tions that enable user interaction with smart contracts through web-based user-friendly
interfaces [12]. The application logic in DApps is entirely decentralized, as the user’s
browser executes the front-end code and the smart contracts run the back-end code on the
blockchain nodes. This decentralization in the application yields full transparency of the
codes as well as the auditability of modifications in the state of the smart contract [12].
Decentralized autonomous organization (DAO), as a quite similar concept, refers to en-
tirely autonomous smart contract-based organizations that operate on peer-to-peer net-
works with no need for human involvement [2,59]. This independence from human inter-
action is the main distinction between DApps and DOAs. In other words, each DAO is a
DApp, while each DApp is not necessarily a DAO [49].

Capitalizing on DAOs for the integration of BIM, IoT, and blockchain, Ye et al. [60]
have tried to propose an efficient solution for building operation and maintenance to mit-
igate labor and administration costs as well as addressing health and safety issues. Cho et
al. [61] also take advantage of DApps in their proposed framework to organize the inter-
action between actors in different roles for fine dust management at the construction site.
Nevertheless, industrial implementation of DAOs also faces some challenges such as an
unclear legal status, security issues, and technical limitations [62].
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4.1.3. Implementation Challenges

Blockchain, as an emerging paradigm for data exchange in the industry, struggles
with challenges of two major types. First, those stemming from blockchain nascency,
which, in general, only require the passage of time until this technology is gradually
adapted to the industry. Lack of adequate skilled developers and operators [63,64], public
awareness and acknowledgment [63,65], and integration with legacy systems [66,67] are
among the challenges of this type. The other category comprises the challenges originating
from the inherent technical features of this technology, including data privacy issues
[67,68], scalability issues [30,69-71], energy consumption [30,67], and vulnerability to
quantum attacks [69,72]. However, potential approaches to address challenges of the sec-
ond type are discussed in the literature, some of which will be mentioned in the following
section.

4.1.4. Data Handling Approaches and Opportunities

Data handling and storage is one of the most controversial issues in blockchain im-
plementation and the main basis of the aforementioned technical challenges. Blockchain
is not well suited for storing Big Data due to the high velocity and huge volume of data
[73]. Therefore, a practicable solution is to split the data into two categories, namely on-
chain and off-chain. On-chain data include the crucial data that must be on the blockchain,
while other voluminous data sets remain off-chain [31]. For instance, Lee et al. [6] in their
case scenario keep only a 0.5-kilobyte document on-chain, while the 876-megabyte BIM
model, used for feeding the digital twin, stays off-chain. Thus, off-chain storage is deemed
to be a promising solution to the scalability issues, while mitigating on-chain storage costs
[67]. By restricting access to data to authorized users, data privacy is well considered in
private blockchains, while this is a drawback to public blockchains [37]. Off-chain storage
is also discussed as a means to overcome privacy issues, as it can store confidential or
sensitive information even in public blockchains [73]. By the same token, taking advantage
of a private InterPlanetary File System (IPFS), as a distributed data sharing approach, can
also offer benefits in terms of privacy and storage cost [74].

Nevertheless, it must be pointed out that parallel to data privacy enhancement and
storage cost reduction, as significant advantages of off-chain data storage, security of data
and validity of transactions, on the other hand, would be adversely affected. In other
words, there is always a trade-off between more trustworthy but also more expensive on-
chain data storage and more preserved privacy but less trustworthy off-chain data storage
[8,57]. Furthermore, another noteworthy point in this regard is how to maintain real-time
state consistency (and transaction conformation) between off-chain and on-chain data
[75]. This is where the concept of oracles comes into play. As a third-party service, oracle
is a mechanism that provides smart contracts with tamper-proof off-chain data, enables
various parties and information sources to become involved in smart contract-based ac-
tivities, and therefore, links the outside world to blockchain [47,76,77].

Sharding, a mechanism originally designed for the horizontal partitioning of data-
bases, is also intended to overcome blockchain scalability barriers over the Ethereum net-
work, without compromising the security of the network and its decentralization. Split-
ting the transaction load amongst smaller groups of nodes, known as “shards”, and pro-
cessing them in parallel, the sharding scheme enables the distribution of storage and com-
puting workloads on the blockchain network and alleviates the load on nodes, as they do
not all have to process the transaction load of the entire network. This parallel transaction
technique is deemed to significantly enhance the blockchain network throughput [31,75].

Table 3 summarizes the research focus and outcomes of the retrieved studies pivot-
ing around the implementation of blockchain in the building industry.
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Table 3. Literature on blockchain implementation in the building industry.

Reference Year Research Focus Utilizing Blockchain Outcome
Singh et al. Big Data analysis, security and privacy, decentralized ar- A Blockchain-based IoT architecture
2020 . .

[30] chitecture, Al IoT for Big Data analysis

Putzetal. [12] 2021 Decer.ltralized applications, [?T informati.on management, An owne%‘—centered decentralized
security and trust between different parties data sharing model

Shojaei et al. 2019 Built asset sustainability, decision support, supply chain A blockchain-driven model support-

[70] information management ing built asset sustainability
Information sharing and accountability, enhancing DT A framework for integration of DTs

Lee et al. [6] 2021 communication, near real-time information update and blockchain supporting accounta-
through IoT sensors ble information sharing

Hunhevicz et

L. [8] 2022

Lietal [78] 2021

Rane and Nar-

2022
vel, [79] 0

Siountri et al.

[80] 2020

Siountri et al.

2019
[81]
Shahid et al.

202
(82] 020

Khan et al. [83] 2020

Adeletal. [1] 2022

A full-stack blockchain-based DT ar-
chitecture to support performance-
based payments

An intelligent blockchain-loT plat-

Performance-based smart contracts, built environment as
a service, performance evaluation and accountability

Prefabricated housing construction sustainability,

. form to enhance smart construction
smart product-service systems, IoT

processes
A blockchain-IoT architecture for
Project resource management, data-driven decision mak- project resource management pro-
ing, heavy construction assets maintenance cesses capturing the real-time data
from heavy equipment
Blockchain-driven system architec-
ture to securely adopt IoT and BIM-
based systems
A system architecture integrating
BIM, IoT and blockchain to advance a
smart museum building
Quantum cryptography, post-quantum digital signatures,A quantum-secure distributed ledger

BIM security issues, digital transformation in the building
industry, loT

Smart museum, security and privacy, information sys-
tems applications, loT

ledger scalability, light-weight consensus for IoT systems
Quantum resilient blockchain, immediate transaction A quantume-resilient blockchain
confirmation, common DT conceptualization model to efficiently manage DT data

A three-layer architecture for decen-
Al decision verification, confidential data sharing, and  tralized Al systems as an inference
ownership traceability engine supported by a case study of

construction cost estimating

4.2. Digital Twin—A Live Mirror of the Asset

Since its introduction in 2002, a variety of different definitions and conceptualizations
for digital twin have been presented, the overlap between which could be uttered as a
“virtual replica of physical assets intercommunicating in real-time”. Therefore, consider-
ing its definition, three main components of DTs can be recognized as the physical coun-
terpart, the virtual counterpart, and the connection between them [84,85]. Among the sec-
tors that benefit the most from DT implementation are manufacturing [86], building and
construction [28], urban planning and smart cities [87,88], supply chain management
[89,90], and health care [91].

In the built environment context, DT has evolved as an exhaustive approach to plan,
predict, manage, and demonstrate the assets. Consequently, it can provide the industry
with benefits in terms of efficiency, safety, reliability, security, innovation, maintenance
decision-making, and lowering costs, risk, and design time [92-95]. Thus, DTs aim to syn-
chronize the real world with a virtual model for seamless administration and control of
the construction processes, environmental monitoring, infrastructure solutions, and
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lifecycle operations [96]. Due to their information-driven nature as well as the ability to
replicate the behavior of physical assets, DTs offer cost-effective solutions for simulation
and process emulation, where different probable scenarios in the asset lifecycle can be
appraised just through the digital model, and without disturbing the real-world perfor-
mance [97,98].

Characteristics, Scope, and Challenges

Connectivity is the core element in smart systems and a critical requirement of DTs
for data fusion and preprocessing of Big Data to improve the designed systems and ulti-
mately enhance data integration and exchange, maintenance and safety, operation risk
mitigation, energy management, and real-time automated optimization in the built envi-
ronment [99,100]. Connectivity is also the joint characteristic of DT and IoT, spotlighting
the integration of these two technologies [101,102], which will be discussed further in this
article. Merging a building DT with its physical counterpart to structure and access data
from different sources including simulations and IoT, Griibel et al. [103] have even made
use of augmented reality (AR) in their demonstrated prototype as the first step toward an
AR media architecture.

Self-evolution is also an attribute of DTs, which implies their capability to alter and
adapt in response to actual circumstances. Because of the ability to realize intuitive obser-
vations as well as predicting the working state, and also thanks to self-evolution and in-
teractive feedback, as their two key characteristics, DTs offer the potential to handle oper-
ation and maintenance activities in a more efficient, intelligent, and timely manner
[84,104,105]. In this respect, Zhao et al. [7] tried to address the challenges such as misa-
lignment in data integration and data standards in the implementation of DT as a support
means concerning facility management over the building operation and maintenance
phase. In their study, they have developed a bottom-up conceptual framework, through
an illustrative case-study approach.

Furthermore, fidelity is another feature of DTs, which in the literature is referred to
as the level of accuracy in which the virtual replica reflects the physical counterpart [106].
Fidelity also directly depends on the number of parameters exchanged between the vir-
tual and physical entities and their level of abstraction of reality chosen for the virtual
replica [85,92]. Therefore, it follows that a higher level of fidelity can ensure a closer align-
ment between the physical counterpart and the virtual replica. Nonetheless, even assum-
ing full data acquisition, there may still be other challenges regarding high fidelity such
as data storage management, computational processing power, data transfer limitations,
and turnaround time for decision support.

Boje et al. [28], characterizing three generations for DTs in building construction, pro-
posed an evolutionary three-tier paradigm. The first generation refers to monitoring plat-
forms, which as the preliminary effort in DT, enable physical sensing with a limited de-
gree of analytics and reporting. This step is a boosted version of the current BIM on con-
struction sites. The second generation, on the other hand, indicates intelligent semantic
platforms, which are in fact enhanced monitoring platforms with some degree of intelli-
gence. Hence, in this step, a knowledge base is formed through deploying a common web-
language framework to represent the DT together with all the integrated IoT devices.
Eventually, agent-driven socio-technical platforms, as the third generation of DTs (and at
the pinnacle of possible DT performance to date), characterize fully semantic DTs, exploit-
ing attained knowledge through Al-powered agents. The techniques required to establish
a self-learning, self-updatable, and self-reliant DT include data mining, machine learning,
and deep learning.

Exploiting the virtue of DTs for built asset monitoring and anomaly detection in
building operations and maintenance is significantly noted in the literature (e.g., [107—
110]). With a predictive maintenance approach, DTs try to understand the past and pre-
sent functionalities of the asset to provide the basis for prediction of the future behaviors
and make the due decisions accordingly [28,107,111]. To deploy a functional predictive
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maintenance scheme for automatic fault detection and diagnostics in the building heating,
ventilation, and air conditioning (HVAC) systems, three major elements are recognized
by Hosamo et al. [112], viz., (1) Big Data collection from ambient sensors, which are nec-
essary to learn how the equipment operates; (2) a platform to execute automatic fault de-
tection and diagnostic algorithms and infer how to better the maintenance systems and
predict the failures; (3) BIM models for data transfer and 3D visualization.

Despite all the potential that DTs bring to the industry, its implementation, specifi-
cally in the building industry as a highly fragmented sector, also comes with notable chal-
lenges. Shahzad et al. [113] investigated such challenges and divide them into three cate-
gories, namely data security and ownership, lack of common data standards and tools,
and diversity in source systems. Addressing these challenges, among other things, de-
mands clarifying roles, responsibilities, access levels, regulations, resources, tools, and
techniques.

Table 4 summarizes the research focus and outcomes of the retrieved studies pivot-
ing around the implementation of DTs in the building industry.

Table 4. Literature on DT implementation in the building industry.

Reference

Year

Research Focus Utilizing Digital Twins Outcome

Lu et al. [107]

Pan and
Zhang, [14]
Hosamo et al.
[112]
Ogunseiju et
al. [100]

Lee and Lee,
[114]

Wahbeh et al.
[115]

Lin et al. [94]
Tagliabue et
al. [105]

Greif et al. [90]

Sun and Liu,
[9¢6]

Gardner et al.
[111]

Zhao et al. [7]

2020

2021

2022

2021

2021

2020

2021

2021

2020

2022

2020

2022

Anomaly detection, operation and maintenance, asset in- An IFC-based structure, monitoring
formation management asset conditions extracted from DT
BIM, data mining, time series analysis, handling large An integrated DT framework
BIM data, project management

Facility management, fault detection, predictive mainte- A DT predictive maintenance frame-
nance, HVAC operation, work for air handling units
Ergonomics, wearable sensors, augmented reality, deep A DT framework to enhance self-
learning, management ergonomic exposures

Modular construction, BIM, GIS, real-time logistics simu- A DT framework to predict the lo-

lation gistic risks
Proposing and employing the DT
Virtual design and construction, BIM, IoT, analysis of DT concept as a goal for a project-based

concepts learning strategy in a didactical set-
ting

A hybrid approach to creating DTs
combining physics-based and ML
methods

Sustainability assessment systems, BIM, real-time control A DT-IoT framework for enabling dy-
and assessment of sustainability criteria namic sustainability assessment
Decision support system, supply chain management, Developing a silo dispatch and re-
smart logistics plenishment decision support system
Real-time data management, transform and store Big A hybrid algorithm integrating BIM
Data collected by sensors, IoT, DT-BIM and DT.

Data-driven modeling, machine learning, predictive capa-A DT model merging physics- and
bilities of DTs data-based modeling

Facility management, BIM, enhancing collaboration and A DT conceptual framework to en-
information communication over the project lifecycle

Building modeling, hybrid models, zero energy building,
capturing the dynamics of physical entities

hance facility management

4.3. loT—The Spirit of the Smart Built Environment

The International Telecommunication Union (ITU) [116] defines IoT as “a global in-
frastructure for the information society, enabling advanced services by interconnecting
(physical and virtual) things based on existing and evolving interoperable information
and communication technologies.” IoT is being implemented in various fields and sectors
including asset tracking, health care, resource management, smart buildings, and smart
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cities, while various technologies such as wireless sensor network (WSN), radio frequency
identification (RFID) and the like can be used depending on the use case [117-119].

As mentioned earlier, the connectivity between the physical asset and its virtual rep-
resentation is the third main pillar in DTs, where IoT is deemed to be a key enabling tech-
nology [114,120,121]. IoT serves as a channel that allows contextual data transmission
from the users to DTs and facilitates smoother interaction between the users and the am-
bient environment [122]. As a relatively nascent yet promising technology [123,124], IoT
is expected to smarten the built environment by bringing billions of various devices online
over the next few years [125,126]. It aims to improve construction operations, mitigate
waste, and enhance savings in the building industry [127]. Miller et al. [128] introduce the
concept of Internet-of-Buildings (IoB) outlining the creation and testing of a platform to
aggregate data using loT and wearable technologies for bettering the connection with BIM
and GIS. Furthermore, construction companies could also take advantage of IoT sensors
to boost the performance of their equipment [129].

Nonetheless, [oT implementation also has its challenges, some of which are the high
investment cost, data security and integrity concerns, technology and communication in-
frastructure demands, and immaturity of IoT standards [130]. On the other hand, pro-
cessing the massive amount of data collected through IoT sensors demands a far more
efficient IT infrastructure than the existing cloud-based systems [131] to conduct micro
value exchanges automatically while maintaining the security of the data. When it comes
to handling Big Data, a remarkable deficiency of these systems is the dependency on the
centralized data architecture as a single point of failure [132], when the data are gathered
from all the connected devices, processed in the central cloud, and sent back to those de-
vices to align them [133]. Such a centralized communication model impedes the swift
transmission of real-time data and large-scale data processing, where Deng et al. claimed
that blockchain technology can be considered a proper solution [134].

Integration of IoT with blockchain, as an outstanding technological paradigm shift,
can effect considerable changes in the contemporary smart built-environment [3], as indi-
vidual components and assets can directly communicate over a huge network and smartly
provide self-sustaining services. Through decentralization of IoT networks, blockchain
technology could provide a solid bedrock for bringing the online devices into alignment
peer-to-peer [135], sharing the resources [136], processing the data and making the deci-
sions locally [78,137,138], while avoiding the centralized system security weaknesses and
vulnerabilities [139]. Moreover, the combined use of blockchain and IoT can also cultivate
innovative and efficient systems, especially with smart contract implementation for au-
tonomous decision-making [140,141], to overcome issues regarding security, interopera-
bility, and connectivity, which are indexed as the crucial challenges for the effectivity of
IoT for the interconnected devices [140]. IOTA, as a distributed ledger, specifically devel-
oped to capture and process data from loT devices and sensors, is an attempt in the same
respect, which also surpasses conventional blockchains by offering advantageous features
regarding scalability, being fee-less and quantum-resistant [69].

Table 5 summarizes the research focus and outcomes of the retrieved studies pivot-
ing around the implementation of IoT in the building industry.

Table 5. Literature on IoT implementation in the building industry.

Reference Year

Research Focus Utilizing the Internet of Things Outcome

Han et al. [124] 2022

Desogus et al.
[142]

A BIM-IoT framework and prototype

Compaction quality monitoring and management, road . ..
P d y & 8 for informationized management and

construction industry, BIM - o .
visualization of road construction

Building consumption and indoor conditions data moni- Developing, testing, and analyzing an
toring, energy retrofit, BIM, DTs integrated BIM—IoT data platform.
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Villa et al.
[126]

Miller et al.
[128]

Lieberman et
al. [25]

2021 maintenance phase, predictive maintenance, fault detec- .
tion, HVAC systems

2021

Monitoring building facilities in the operation and

Adoption of IoT and wearable technologies to aggregate
data and establish a better connection with BIM and GIS

A digital framework for the integra-
tion of IoT and BIM platforms

Integrating dynamic IoT data from
wearables and other sources into GIS
and BIM platforms.

Underground urban infrastructure, Big Data analytics, Exploiting IoT principles for func-

2017 technical and policy challenges, cost-effective and scala- tional DTs of underground infrastruc-

ble solutions tures

4.4. AI—The Industrial Automation Arrowhead

The intelligence demonstrated by machines, referred to as artificial intelligence, is a
computational framework that enables computers to make sense of data and learn from
them to offer solutions in complex circumstances [143]. Focusing on computer program-
ming and development, Al can enable machines to perform different tasks in the same
way as humans or even more efficiently [144]. As a highly advantageous tool in almost all
industries, Al makes it possible to increase the speed and accuracy of process completion,
avoiding human errors, reducing common risks, and enhancing efficiency.

Machine learning (ML) and deep learning (DL) are the subsets of Al that can provide
the building industry with benefits such as improving the quality of designs, creating a
safer job site, assessing and mitigating risks, and enhancing asset facility management
[145-148]. The insights gained can also improve decision-making and strategy develop-
ment for construction management on a large scale [149]. They can also overcome the
hindrances of IoT networks through identifying patterns and anomalies, and making pre-
dictions based on the large amount of data accumulated by devices and sensors in the IoT
network [150]. The potential of Al throughout the planning and design phase is an im-
provement in the accuracy of cost estimates and a decrease in onsite risk using construc-
tive alternative analysis. In the same way, the advantages of Al in the construction phase
include bettering work procedures, enhancing productivity, and lowering the risk of on-
site accidents [151].

Al is increasingly being employed in different contexts to enhance productivity
through improving decision-making and streamlining workflow [45]. Implementation of
Al and ML techniques together with DT provides a solid substructure for increasing the
whole facility management system intelligence as well as establishing a rigorous commu-
nication network between the stakeholders interacting with the asset real-time status [7].
Although Al as a smart computational technique performing intelligent predictions,
recognitions, and actions, can enable machines to learn autonomously by processing dif-
ferent data sets and making sensible decisions [1,152], it lacks the ability to maintain the
integrity of the prediction result and therefore needs external authorities for ensuring the
system security [153].

On the other hand, as already outlined, blockchain can ensure a transparent and im-
mutable digital record of transactions by maintaining it on a peer-to-peer network, while
it also establishes trust between anonymous transacting parties without the need for any
intermediaries [8]. In fact, it provides the consensus on digital distributed ledgers, shared
between scattered nodes in an untrusted environment, whilst the access control over the
electronic records and systems is well assured [1]. Nevertheless, blockchain, which offers
a static smart contract to handle decentralized transactions, lacks the capability of dy-
namic decision-making [153].

Therefore, Al and blockchain could complement each other, and their combination,
as two of the most leading-edge technologies, promises a great breakthrough in the in-
dustry [1,152,154]. Such a synthesis will ensure data quality as well as overcoming risks
such as human mistakes and hacking [109,155]. Hence, Al and blockchain are conceptu-
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alized as the “yin and yang” of today’s technological revolution, as Al provides the in-
dustry with machine-driven recognition, understanding, and decision making, while
blockchain technology plays a supportive role in terms of execution, verification, and re-
cording [156]. A practicable instance of blockchain and Al integration is to embed the Al
coding in a smart contract to safeguard it through mitigating the risk of code manipulation
by unauthorized parties [153]. In this way, inviolable codified laws will be generated,
which govern the Al functionality, and at the same time, it would be possible to take ad-
vantage of Al to debug smart contracts as well as improving the blockchain’s protocol
design [45].

Table 6 summarizes the research focus and outcomes of the retrieved studies pivot-
ing around the implementation of Al in the building industry.

Table 6. The literature on Al implementation in the building industry.

Reference Year Research Focus Utilizing Artificial Intelligence Outcome
Zhane et al Surveillance of construction equipment and action Developing a deep learning-based ap-
[146] & ' 2020 recognition, computer vision, long short-term memory, proach for construction equipment ac-
and convolutional neural network tion recognition
Int ting Al and city digital twi

Agostinelli, Computer vision, visual building data, predictive ntegrating Al and a y, 1eia Wl?‘_

2021 . . .\ model to support security and facility
[16] maintenance, facility management, smart cities, GIS

management

Regona et al. Big Data analysis, automation, robotics, social media an- Content and sentiment analyses of lo-

2022

[151] alytics cation-based Twitter messages
. Utilizing DECENTER addressing re-
Kochovski and . . . oy
. Cloud-to-edge computing, blockchain, IoT, the DE- quirements for flexible implementa-
Stankovski, 2021 . - . .
[109] CENTER Fog Computing and Brokerage Platform tion of Al methods in construction
projects

An Al-driven information fusion
framework in order to augment DT in
buildings

DT information augmentation, real-time applications of

Toetal. [108] 2021 Al in the building industry, unmanned aerial vehicles

Real-time hazard awareness, safety risk information
Wuetal [95] 2022 presentation for construction sites, mixed reality, DT,
DL

A visual warning system for workers’
risk assessment on construction sites

5. Technology Fusion

The concept of technology fusion or technology convergence refers to the integration
and transformation of two or more different core technologies in an innovative manner to
create new growth potential for the industry, while being both complementary and coop-
erative, are the key features of this phenomenon [157,158]. Instances of technology fusion
include, but are not limited to, hardware—software fusion, computing—communication fu-
sion, cloud or distributed computing, and fusion between virtual and physical reality
[159].

As it emerged from the literature search results, IoT and Al are among the technolo-
gies most associated with the integrative implementation of DTs and blockchain [160],
having the capacity of improving them and addressing their challenges. This section offers
a brief inspection of the functional scenarios and use cases in the literature to date, in
which the highlighted disruptive technologies are integrated to put forward promising
solutions for inherent challenges of each technology as well as those of the building in-
dustry.

The Scholarly Records in the Building Industry

The integration of DTs and blockchain technology in the built environment has
gained great traction of late. Blockchain makes it possible to store information from DTs
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in distributed ledgers, facilitates interaction between DTs, and allows them to enter into
smart contracts. Information sharing, security and integrity, real-time data analysis, and
prediction are the aspects that highlight some of the advantages of such technology fusion
powered by data analytics technologies [161].

Discussing DT capacities through different industrial use cases and case studies, Ya-
qoob et al. [34] highlighted major barriers as well as key benefits to the adoption of block-
chain in DTs. Tezel et al. [62], with a similar attitude, offered a conceptual framework
clarifying the possibilities of adapting construction supply chains to benefit from block-
chain. For this purpose, they took a SWOT analysis approach based on the views of the
key players in blockchain-enabled construction. In like manner, Go6tz et al. [162] devel-
oped a model of framework exploring the blockchain-based DT potential in terms of ap-
plicability, interoperability, and integrability for asset lifecycle management. They found
this technological synergy a promising strategic construct, while providing multifunc-
tional on-field support. In this study, organizational prerequisites are underlined as im-
portant considerations in adapting such integration at the industry level.

Beyond such theoretical arguments that lead to the development of conceptual
frameworks, some studies have attempted to practically examine the integrability of
blockchain and DTs in different contexts. For instance, Putz et al. [12] introduced the
EtherTwin DApp prototype, as an owner-centric decentralized model for DT data sharing
among the untrusted parties over the asset lifecycle, while ensuring integrity, confidenti-
ality, and availability. Furthermore, employing blockchain and IoT in a smart product-
service system, Li et al. [78] developed a service-oriented smart platform facilitating inter-
active innovation of prefabricated housing construction stakeholders. Herein, prefabri-
cated components are defined as smart connected products to adapt a platform-enabled
approach. In this platform, blockchain as a distributed security technology is considered
a means of sparking new modes of smart construction. Lee et al. [6], to support accounta-
ble information sharing in a pragmatic manner in construction projects, developed and
tested a blockchain-based DT framework ensuring data communication traceability. In
this framework, DT via IoT sensors keeps the BIM models up to date in near real-time,
whilst blockchain ensures the data transaction authentication.

Leveraging blockchain and BIM for DTs in a highway construction project as the case
study, Celik et al. [163] proposed the implementation of smart contracts to enhance the
collaboration between different stakeholders as well as handling the tasks and processes.
In this study, blockchain is also seen as real evidence distinguishing various roles and
responsibilities, particularly when disputes arise concerning file sharing and the operated
actions. With a comparable approach to utilizing smart contracts, Hasan et al. [74] also
proposed a DT creation process based on blockchain to ensure that data provenance and
transaction will be treated in a decentralized, secure, traceable, and immutable manner,
deploying Ethereum smart contracts in a private blockchain platform. In their work, they
employ smart contracts to control and monitor actions taken by the participants in the DT
creation process, and as a result, they propose a generic solution that may be tailored to
meet the requirements of any sector.

Twinchain, as a quantum-resilient blockchain solution for efficient DT data manage-
ment, is a rather different approach for the integration of DTs and blockchain, introduced
by Khan et al. [83]. The authors proposed implementing blockchain instead of cloud or
fog for reliable and secure DT data management, and claim that Twinchain as a new var-
iant of blockchain enables instant transaction confirmation to tackle the problem with
transaction confirmation delay in conventional blockchains. Moreover, due to benefiting
from hash-based digital signatures, it would be resistant to quantum computer attacks,
which is a point of vulnerability of classical blockchain systems. In somewhat similar re-
search, Shahid et al. [82] attempted to address the same issue regarding blockchain quan-
tum susceptibility by introducing DL-for-IoT as a quantum-secure integration of block-



Sustainability 2023, 15, 3713

21 of 47

chain with IoT environments. The core technique design in this method is a one-time sig-
nature scheme, which significantly reduces the signature size and its creation time com-
pared to common alternatives.

As another instance of such practical endeavors, Hunhevicz et al. [8], by proposing
the adaptation of smart contracts to DTs, took advantage of blockchain technology to fa-
cilitate performance-based payment execution. To this end, they introduced a technical
architecture for blockchain-DT connection to ensure trust and transparency through
smart contracts and then corroborated the developed concept through integrating the
public permissionless Ethereum blockchain into the digital models. An ultimate objective
of their work was to actualize the potential paradigm of the ‘built environment as a ser-
vice’. BlockloTIntelligence is also an Al-driven blockchain-enabled IoT architecture, pro-
posed by Singh et al. [30], in order for efficient Big Data analysis. In the qualitative assess-
ment of the proposed architecture, the authors explain the implementation of Blockchain
and Al in IoT systems with both blockchain-powered Al and Al-powered blockchain ap-
proaches. Furthermore, through quantitative analysis, they evaluated the BlockloTIntelli-
gence architecture performance to collate the research already conducted on the cloud,
edge, fog, and device intelligence in terms of accuracy, security and privacy, latency, com-
putational complexity, energy cost, and such like.

Lokshina et al. [164] presented a system design to integrate blockchain, as a means of
security and control, into BIM and IoT in the case of a smart museum. However, they
assumed that the proposed design was generalizable to various types of private and pub-
lic buildings to establish an innovative framework for digital transformation and enhance
data security, building efficiency, and the safety of humans and assets. In a similar at-
tempt, Rane and Narvel [79] developed a Blockchain-IoT integrated architecture to en-
hance the agility of the project resource management process in the engineering, procure-
ment, and construction industry. The introduced architecture was intended to offer con-
tributions to, among others, real-time data acquisition as well as autonomous resource
coordination with the expanded capability of decentralization, handling trustless transac-
tions, transparency and security, as the key drivers for enhanced process agility.

Decentralizing the Al applications is seen as the next wave of blockchain implemen-
tation by Adel et al. [1]. In their research, they offered a tailorable blockchain-based Al
system as an inference engine to validate and audit the decision-making process; enable
distributed Al repository configuration; provide a functional solution for the distribution
problem in the Al applications; and ensure sustainable versioning and evolution for Al
applications in the construction industry. Furthermore, benefiting from the convergence
of BIM, blockchain, and IoT in the built environment, Siountri et al. tried to explore the
applicability and interoperability of such technology fusion by introducing a system ar-
chitecture in their research, where management, monitoring, and security were consid-
ered critical factors for the smooth functioning of the host organization [80,81].

Although the research on the fusion of the discussed technologies is in its infancy,
valuable efforts have already been made in this field, some of which are referred to in this
section. However, some of them have much room for further elaboration on their methods
and can be developed in the implementation details. Indeed, it is also asserted in many
studies that these emerging technologies need to grow to a higher level of maturity [3,74]
to be fully implementable and provide secure and scalable real-world solutions.

6. Discussion

The integration of disruptive digital technologies in the building industry is a kind
of radical innovation, which demands a collaborative initiative in business relationships
to form a unified digital ecosystem, allowing firms to manage and regulate a building
project lifecycle in a timely manner [165]. An overview of the recent literature distin-
guishes IoT and Al as the most advantageous technologies to enhance blockchain-based
DTs and their efficiency in the building industry. IoT is characterized as the most im-
portant pillar of DT to keep it updated with real-time data, while Al brings intelligence
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and recognition power to the DTs and facilitates activities such as anomaly detection and
predictive maintenance [112]. On the other hand, Al and blockchain are considered com-
plementary technologies [156], the combination of which can ensure the improvement of
smart contracts and bring data security into DTs, while blockchain can facilitate and se-
cure the local computing in IoT networks [166], benefiting from the capacity of individual
nodes instead of relying on centralized cloud-computing solutions.

Considering the enhancement of the smart and sustainable built-environment as the
ultimate goal, this study has quantitatively and qualitatively reviewed the recent research
by adopting an analytical approach to better comprehend the identified disruptive tech-
nologies, their interfaces, and their potential to redress each other’s deficiencies. The bib-
liometric scrutiny of the publications reveals the increasing trend in research on such in-
novative technological synergies, while inspection of the characteristics of the technolo-
gies and their fusion implies that the capacity in this sphere is huge.

6.1. An Abstract Body-Like Model of Technological Synergy

The inspection of the highlighted technologies, their capabilities, and the ways they
can be integrated, underlined in the reviewed literature, reveals that the configurative and
synergistic form of their fusion is comparable to the way that the human body functions
biologically. If DT is assumed equivalent to the body, Al, IoT, and blockchain will play
almost the same roles as do the brain, the circulatory system (blood vessel network), and
the nervous system in the body, respectively. In other words, DT can implement the other
technologies in the sense that the body employs the organs, while the activities such as
anomaly detection in the asset are commensurate with the purposeful physical activities
of the organs.

Smart and purposeful activities require to be directed by an intelligent decision-
maker. This highlights the role of the brain/Al in this analogy. The brain enforces its com-
mands throughout the body through a distributed organ, which is the nervous system.
Similarly, Al’s decisions can also be legitimized by blockchain, as a decentralized network,
and executed on DTs. The executive interface for such enforcement in the body is the spi-
nal cord, which can be presumed to be equivalent to smart contracts in this abstract model.
Having this analogy drawn, the complementarity of Al and blockchain can be better un-
derstood.

IoT has the same function as the circulatory system, in the sense that it feeds the body
of DT with information and keeps it up to date by pumping real-time data. Just like the
circulatory system (arteries and veins) that flows blood in both directions, to and from the
heart, the IoT data are also transmitted both from individual devices on the network to
the central cloud, for being processed, and in the reverse direction, for providing feedback.
Here, the centralized cloud computing platform plays the same role as does the heart in
the body. In this model, the interconnection between IoT and Al can also be explained in
such a way that just as the brain is fed by blood in the circulatory system, artificial intelli-
gence uses the raw data provided by the IoT network as its learning materials.

Nevertheless, the technology fusion model, portrayed in this section, has potential
beyond the body’s biological function pattern. Unlike the nervous and circulatory systems
in the body, blockchain and IoT networks have the opportunity to merge. As a result, the
conventionally centralized intelligence can be spread throughout the entire system, lever-
aging the processing power of individual nodes. Moreover, data from IoT devices will be
processed locally with no need to be transmitted back and forth between the devices and
the centralized cloud computing platform. Benefiting from such advantages, the single
point of failure, which is one of the most outstanding weaknesses of conventional systems,
could be avoided as in blockchain networks the failure of a single node will not paralyze
the whole system. Assuming that the body was also able to biologically merge its nervous
and circulatory systems in a similar way, the risk of stroke and heart attack would be
completely avoided, as the brain and heart are in fact instances of a “single point of fail-
ure” in the body.
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6.2. Research Gaps and Future Directions

As the review results assert, the synthesis of the discussed technologies is very nas-
cent, yet exponentially increasing and gaining great traction in both academia and indus-
try. Nevertheless, some substantial gaps in the research are quite evident. First of all, the
variance in the conceptualizations and the definitions of the fundamental concepts in the
reviewed literature are sometimes confusing, which underlines the necessity of a compre-
hensive international consensus on the concepts [115]. Moreover, to the best of the au-
thors” knowledge, no research has investigated the interactive fusion of all these four tech-
nologies to form a unified system architecture. However, a large number of studies have
recently been focusing on the integration of two or three of these technologies (see Ap-
pendix A). On the other hand, very little research has implemented practical methods,
and most of them are just limited to theoretical discussions leading to the development of
conceptual frameworks. This gap is particularly evident when it comes to the implemen-
tation and integration of blockchain technology, while it has also not yet been well estab-
lished, neither in research nor in practice, partly due to the lack of public awareness of its
quiddity and benefits [138]. Therefore, more empirical case studies are required to assess
and validate the functionality of theoretical models. Furthermore, the technical details of
the implementation and integration of technologies are usually not clearly elaborated in
studies that adopt and follow practical methods. Hence, future research should focus on
the integration of these technologies by developing practicable systems and functioning
prototypes that handle real-world real-time data in the built environment in a coherent
manner and deliver tangible results [49]. Indeed, the simultaneous implementation of
these technologies requires specialized service providers to adopt one-stop-shop solu-
tions, which is also another considerable challenge. In this regard, encapsulating the tech-
nological complexities and providing more user-friendly interfaces can also be signifi-
cantly effective in the proliferation of such technology fusion approaches in the industry.

Figure 10 exhibits a visual summary of the study, the Venn diagram on the left side
of which provides a quantitative insight into how the focus of the literature is distributed
over different technologies. For instance, 15 studies address just blockchain in the building
industry, while 11 investigated both blockchain and IoT. By adding up all the numbers
nested in the yellow oval, it can be inferred that 43 studies have considered blockchain
(either independently or in integration with other technologies). As also illustrated in the
figure, each technology faces challenges that can, to a large extent, be overcome when they
are integrated. The potential benefits of technology fusion to address some of those chal-
lenges are listed in the boxes, where the arrowheads meet, and the detected gaps in the
literature are briefly summarized followingly.
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Figure 10. A visual summary of the study.

7. Conclusions

Towards the goal of exploring the trend and evolution of the integration of disruptive
technologies in the building industry, this study reviews the literature in the last five years
focusing on blockchain, digital twins, and the enabling technologies for enhancing their
integration. In the first step, through a preliminary literature search, Al and IoT were rec-
ognized as the two top enablers. Then, by formulating search strings combining the iden-
tified keywords, the main query was conducted. The search led to the retrieval of 86 pa-
pers after evaluating inclusion and exclusion criteria, elaborated in the research method
section.

As a next step, a bibliometric analysis of the retrieved literature provides a statistical
insight into the co-authorship, co-occurrence of keywords, citations, and bibliometric cou-
pling of the sources, followed by the elucidation of the fundamental concepts in each tech-
nology as well as their challenges and potential for integration with each other. The out-
comes indicate that the integration of these technologies is in its early stages demanding
more scholarly research and contribution from the industry. Nevertheless, such a fusion
of technologies opens the door to overcoming the deficiencies and challenges in their im-
plementation. In the end, drawing an analogy between the technological synergy and the
human body, this study offers an abstract body-like model to facilitate the understanding
of the role and benefits of each technology in their integration.

Furthermore, the study emphasizes the need for interdisciplinary collaboration be-
tween researchers and practitioners in the building industry, as well as other various tech-
nological fields. Therefore, it is crucial for professionals in the building industry to be
aware of the latest advancements and trends in these technologies and their integration to
stay ahead in a rapidly changing landscape. This consideration of new and innovative
solutions, such as the applicability and fusion of disruptive technologies, also acknowl-
edges the novelty of the research and paves the path for the upcoming practical and em-
pirical studies.

Although the present review has tried to cover as many key concepts and subjects as
possible around the investigated technologies, it was limited to the building sector. There-
fore, the way that other industries take advantage of these technologies can be very in-
spiring for researchers and practitioners in the built environment. The reviewed docu-
ments have also been limited to the ones indexed in the Scopus and Web of Science data-
bases, which is another limitation of this study. However, this restriction can, on the other
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hand, guarantee the scientific quality of the considered literature, as these databases are
among the most credible scientific search repositories.

Finally, the scope of this study is limited to the technical aspects of implementation
and integration of technologies, while many other decisive factors such as the regulatory
and social aspects should be taken into consideration. These perspectives are especially
highlighted in blockchain adoption, as it is seen as a transformative factor in social infra-
structure and demands novel approaches, regulations, and administrative policies at na-
tional and international levels.
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The barriers caused by
transparency, interoper-
ability, fragmented in- X
formation and Big Data
management.

Lack of coherent integra-
tion between the devel-
opment of the design
and production phases.
The uncertain
knowledge gap regard-
ing what manual tasks
would potentially be re-
placed by automation
and digitalization

Lack of security and
traceability of data
shared between different
stakeholders.

Lack of systematic re-
view on the current sta-
tus of blockchain appli- X X
cation in the building in-
dustry.

Evaluating BIM multifaceted appli-
cations during construction phase
and their limitations and require-
ments towards construction digital
twin concept.

Exploring how new technologies
can be employed to support infor-
mation traceability platforms to en-
hance efficiency and reduce cycle

Shedding light on the previous literature to
illuminate the future research direction.

Proposing a framework for the integration
of blockchain, smart contract and IoT in

times, provide information transpar-support of information traceability.

ency, and trust to offsite manufac-
turing.

Exploring how BIM, digital tool ap-
plications, and sensitization can

support product and asset manage- .

ment

Investigating the main barriers/is-

sues for ethical implementation of

new technologies and systems for

workforce performance evaluation
and post processing using Al

Developing a blockchain-based so-
lution for DTs to provide a more re-
liable, sustainable, trustworthy data
sharing system.

Reviewing the current research on
blockchain application in the build-
ing industry.

Benefiting from the potential of IoT and Al
moving from cognitive to predictive build-

ings.

Proposing a process framework involving
BIM, Al smart contracts and electronic per-
formance monitoring,.

Presenting a blockchain-based framework
to integrate BIM models in the building de-
sign phase.

Specifying and categorizing the benefits
and challenges of blockchain applications in
the building industry.




Sustainability 2023, 15, 3713

28 of 47
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Investigating where to benefit from

new IT technologies in construction
industry, and how they can help the
industry.

Recommending integration of IoT, Big
Data, and cloud computing as a chain of
new IT technologies.

Enabling real-time logistics’ simula-
tion for modular construction pro-
cess

Proposing a DT framework in order to pre-
dict the logistic risks and arrival times.

Supporting accountable information
sharing in construction projects by
integrating blockchain and DTs.

Introducing a framework for integration of
digital twin and blockchain.

Exploring blockchain and smart
contract papers with the focus on
design, construction, and operation

Categorizing the major blockchain applica-
tions in construction into eight themes and

of built assets. identifying the gaps.

Implementation framework consisting of
Analyzing the existing status of DLTDLT four-dimensional Model (social, tech-
nical, policy, and process) and DLT Actors
Model

within built environment,
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Li et al. [32]

Li et al. [78]

Lieberman et al.

[25]

Lin et al. [94]

Liu et al. [56]

2021

2021

2017

2021

2021

Journal

Journal

Conference

Conference

Journal

The reluctance of pro-
duction parties within
off-site housing produc-
tion sector to provide
data. The operation rec-
ords can be easily tam-
pered with. The diffi-
culty to track the respon-
sibilities through the op-
eration records.

The need to cope with
poor interoperability
among different stake-
holders, insufficient
traceability and visibility
of real-time data within
prefabricated housing.
construction (PHC)
Technical and policy
challenges in under-
ground infrastructure
data management.
Limited research con-
cerning bottom-up ap-
proach in which the digi-
tal model captures the
dynamics of physical en-
tity.

Lack of research on how
blockchain-BIM integra-
tion contribute sustaina- X
ble building design and
construction.

X

To trace the responsibility in off-site
modular housing and make the op-
eration records tamper-proof.

Developing a two-layer blockchain-pow-
ered supervision model

Boosting sustainability of prefabri-

cated housing construction taking . . .
port prefabricated housing construction us-

advantage of smart product-service ing blockchain and IoT.

Developing an intelligent platform to sup-

systems.

Offering cost effective and scalable
solutions regarding the increasing
underground built environment
complexity and instrumentation.

Exploiting IoT principles as the best oppor-
tunity to work towards functional digital
twins of underground infrastructures.

Improving the occupants’ satisfac- Presenting a hybrid approach combining
tion and energy efficiency through machine learning and physics-based meth-
recording the dynamic behavior of ods in order to create DTs for the built envi-
the building HVAC systems. ronment.

Investigating how the integration of
BIM and blockchain can potentially
impact sustainable building design

in city information management

Providing a visual analysis of the relation-
ships between BIM, blockchain, and sus-
tainable building in the context of smart cit-

ies.
context.
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Lokshina et al.

[164] 2019

Love and Mat-

thews, [170] 2019

Lu et al. [107] 2020

Mannino et al. [53] 2021

Marocco and

Garofolo, [110] 2021

Conference

Journal

Journal

Journal

Journal

The security concerns of
implementation of IoT in
highly modular environ-
ments involving differ- X
ent stakeholders with
high inter-dependency
to each other.

Absence of a clear
method by which organ-
izations can realize the
benefits of adopting dig- X
ital technologies and
produce the desired val-
ues.

Lack of comprehensive
and efficient approaches
and strategies for asset
information manage-
ment in favor of moni-
toring, detecting, record-
ing and communicating
O&M issues.

Limitations of BIM in fa-
cility management due
to the lack of data in as-
built digital models.

The need for under-

standing the applications

of disruptive technolo- X
gies in facility manage-

ment.

Proposing a system design to integrate BIM,
IoT and blockchain as well as underlining
smart building evolving role in the IoT en-
vironment.

Investigating blockchain as a means
of securing and controlling the inte-
grated IoT and BIM framework.

Describing the process of developing a ge-
neric benefits’ dependency network to visu-
alize the organization of the capabilities,
changes, and advantages that must be taken
into account before adoption using various
cause-and-effect linkages.

Investigating the processes of bene-
fit management in order to make fi-
nancial decisions.

Presenting an IFC-based structure using
Build asset anomaly detection utiliz- monitoring data containing operational di-
ing DTs. agnostic information concerning asset con-
dition extracted from DT.

Recommending BIM-Wireless Sensors Net-
Reviewing and recognizing the fu- work (WSN) connection as the IoT solution
ture needs of BIM and IoT in build- for recording and monitoring the physical
ing facility management. condition of buildings as well as environ-
mental monitoring management.

Conducting a comprehensive re-

view on the applications of disrup- Illustrating the future research directions
tive technologies in facility manage- based on the highlighted limitations.
ment context.
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Miller et al. [128] 2021

Nanayakkara et al.

[38] 2021

Ogunseiju et al.
[100]

2021

Opoku et al. [93] 2022

Pan and Zhang,

[14] 2021

Perera et al. [31] 2020

Putz et al. [12] 2021

Journal

Journal

Journal

Journal

Journal

Journal

Journal

Lack of spatial context in
built environment as a
barrier for adoption of
IoT and wearable tech-
nologies.

Payment issues in con-
struction industry
caused by complex con-
struction supply chain
Lack of knowledge re-
garding the post-training
actual body movement
of construction work-
force and their perfor-
mance.

Lack of knowledge
about the adaptation
drivers of DTs.

Handling large BIM data
in the current data min-
ing techniques.

Ambiguity over the po-
tential of blockchain im-
plementation in the
building industry.

Lack of security and
trust between different
parties in DT data shar-

ing.

X

X

X

X X

X

Outlining the creation and testing of
a platform to aggregate data using
IoT and wearable technologies in or-
der for bettering the connection with
BIM and GIS.

Addressing the gaps in the prior research
by integrating dynamic IoT data from wear-
ables and other sources into GIS and BIM
platforms.

Investigating how blockchain can
solve payment-related issues of con-
struction industry

Taking advantage of smart contracts to es-
tablish trust between stakeholders.

Improving self-management ergo-

nomic exposures through the bi-di- Introducing a DT framework in order to en-
rectional mapping between workers’hance self-management ergonomic expo-
postures and the corresponding vir- sures.

tual replica.

Identifying the DT’s adoption driv- Exploring the recent literature to classify
ers and classify them to provide bet- the drivers into an integrated typology

ter understanding. based on the construction project lifecycle.
Improving project management pro-
cesses to facilitate data communica-
tion and exploration and provide
better understanding, prediction,
and optimization in the construction

Proposing an integrated DT framework em-
ploying BIM, IoT and data mining tech-
niques.

operation.

Mapping between blockchain characteris-
tics, drivers and barriers to highlight the
potential applicability.

Critical analysis of the potential of
blockchain in the building industry.

Tackling the need for decentralized Owner-centered decentralized data sharing
data sharing in DTs. model.
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Rafsanjani and

Nabizadeh, [102] 2021

Rane and Narvel,

[79] 2022

Raslan etal. [52] 2020

Regona et al. [151] 2022

Rejeb etal. [171] 2021

Sacks et al. [147] 2020

Journal

Journal

Conference

Journal

Journal

Journal

The need to highlight
how the spatiotemporal
data generated by new
technologies can affect
operational dynamics of
the industry.

Lack of integration be-
tween tools and applica-
tions employed in re-
source management of
heavy construction as-
sets.

Asset management pro-

X
cess deficiency

The knowledge gap re-
garding how Al is pub-
licly perceived, applica-
tion areas, prospects and
existing constraints in
the building industry.
Deficiencies of current
database technologies to X
securely manage and

store data

Combined and optimal
use of topological rule
inference and machine
learning modules for se-
mantic enrichment.
Demonstration of BIM
models suitable for Al
applications, with an

Reviewing the vision, trends and the
challenges for the future implemen- Presenting a reference model to illustrate

tation of virtual design and con-
struction and DT in the building in-

dustry.

Collecting and identify the project
resource management related chal-
lenges in engineering, procurement

and construction industry.

Addressing the technological gaps,
required for improving asset man-

agement processes.

Investigating Al adoption prospects
and constraints in Australian con-

struction industry.

Investigating the progress and
trends and of blockchain and Smart

City research.

Reviewing research and develop-
ment trends over the past 50 years.

the advantages and applications of virtual
design and construction and DT.

Presenting an IoT architecture for capturing
the real-time data from heavy equipment
and an integrated blockchain—-IoT architec-
ture providing agility and intelligence in
project resource management processes.

Integration of blockchain in asset manage-
ment processes.

Adopting social media analytics as well as
content and sentiment analyses of relevant
Twitter messages.

Benefiting from smart contracts for numer-
ous trading applications and utilizing ma-
chine learning to gain insights from IoT de-
vices.

Proposing a framework explaining how dif-
ferent technical, theoretical, commercial and
conceptual foundations support the growth
of innovation construction tech companies.
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Scott et al. [45] 2021

Sepasgozar, [99] 2021

Shahid et al. [82] 2020

Shahzad et al. [113]2022

Shojaei et al. [70] 2019

Singh and Kumar,

[47] 2022

Singh et al. [30] 2020

Journal

Journal

Journal

Journal

Journal

Journal

Journal

emphasis on machine
learning

No challenges, as it is an
exploratory literature re- X
view.

Distinguishing the con-
cept and capacity of DT
with the existing compu-
ting or virtual models

and simulations.

The inability of IoT de-
vices in support of ever- X
growing ledger size.

Lack of knowledge

about the concept of DT,
characteristics and appli-
cations.

Lack of coherent data-
base containing the re-
quired supply chain in- X
formation as well as

their traces.

Challenges of construc-
tion procurement pro-
cesses and the contrac-
tual barriers.

Challenges of designing
and developing Big Data X
analytics using artificial

Reviewing the existing research of Presenting 33 application categories into

blockchain in AEC seven subject areas.

Providing clarification over how dif-
ferent DT is from other concepts
such as 3D modeling technologies,
digital shadows, and information
systems.

Facilitating the adoption of block-
chain and IoT systems through ad-
dressing challenges in terms of Presenting a quantum-secure distributed
ledger scalability, light-weight con- ledger for IoT systems.

sensus, transaction chaining, and

quantum resilient signatures.
Analyzing the existing definitions of Exploring the merits and the relevance of
DT as well as its characteristics, ap- DTs through a literature review and sup-
plications and challenges for imple- porting them with semi-structured inter-
mentation. views.

Highlighting the necessary information for

decision making at all phases of the asset
lifecycle as well as developing a blockchain-
“driven model supporting built asset sus-
tainability.

Probing scientometric analysis and trends
to illuminate the state of play and sugges-
tions for future research and application de-
velopment.

Evaluating the potential of block-
chain to act as an infrastructure to
improve decision making of built as
set sustainability.

Exploring how blockchain and
smart contracts support supply
chain management in the building

Elaborating blockchain-driven processes for
database creation as well as transaction and

) transfer of rights.
industry. 8

Designing and developing an IoT  Blockchain-based IoT architecture using Al
architecture to support analysis of to provide an efficient foundation for the in-
Big Data tegration of blockchain Al and IoT.
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Singh, [129]

Siountri et al. [80]

Siountri et al. [81]

Sun and Liu, [96]

Tagliabue et al.
[105]

2020

2020

2019

2022

2021

Conference

Journal

Conference

Journal

Journal

intelligence such as secu-
rity, centralized architec-
ture, resource con-
straints, and training,.

Security issues with IoT

application in the build- X

ing industry.

The need to embrace
digital transformation in

the building industry, in X

terms of security, man-
agement, and monitor-

ing.

Security related issues of

centralized BIM-IoT sys- X

tems.

The deficiency of exist-
ing systems to present
real-time data, difficul-
ties to transform and
store Big Data collected
by sensors, the existence
of various hardware,
user interfaces, and data
formats.

The inability of sustaina-
bility assessment sys-
tems to benefit from as-
set dynamic data instead

X

Overviewing IoT-blockchain appli-
cations in the building industry.

Integration of BIM, IoT and block-
chain for boosting smart built envi-
ronment.

Examining the interoperability of
IoT, blockchain, BIM, and other ad-
vanced technologies required in the
demanding environment of a mu-
seum building.

Evaluating the performance of DT
and BIM and how to support intelli-
gent dispatching system.

Enabling real-time control and as-
sessment of a variety of sustainabil-

Revealing and elaborating the blockchain’s
potential applications integrated with IoT in
the construction and infrastructure indus-

try.

Developing a system architecture employ-
ing blockchain to securely adapt in BIM-
based system that is coupled with IoT.

Proposing a system architecture to advance
a smart museum building utilizing BIM,
IoT, and Blockchain.

Proposing an novel hybrid algorithm using
BIM and DT.

Introducing a framework supporting the
shift from static sustainability assessment

ity criteria from a user-centered per- towards a dynamic approach based on DT

spective

and IoT.
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Tariq et al. [172]

Teisserenc and
Sepasgozar, [3]

Tezel et al. [62]

To et al. [108]

Turner et al. [149]

2022

2021

2020

2021

2021

Journal

Journal

Journal

Conference

Journal

of using checklist as a
tool.

Lack of focus in current
research on soft compu-
ting tools such as Alin
the development of solar
chimneys and algorithm-
based multi-objective
optimization for deci-
sion-making purposes.
Lack of research on the
macro and global im-
pacts of solar chimneys
concerning economy, en-
vironment, social, and
political aspects.
Inefficiencies, fragmenta-
tion of information, and
lack of trust over the
project lifecycle.
Digitalization gap be-
tween large and small
companies, lack of trust,

X

privacy and intellectual
rights in data sharing be-
tween stakeholders.

The need for DT-BIM in-
tegration and the real-
time applications of Al
in the building industry.

High complexity in con-
struction projects and

Optimizing the sun-facing wall per-
formance connected to a typical ver-
tical solar chimney for different cli-

Developing a DT model of a solar chimney
using a multivariate regression model

based on Al and the least square method.
mate zones.

Implementation of blockchain for ~ Developing a conceptual framework to ad-
DTs in building, engineering, con- dress the key technological factors as well
struction, operations, and mining in-as considering the regulatory and environ-

dustries. mental aspects, and the circular economy.

Exploring how construction supply
chain can be prepared for employ-
ing blockchain.

Proposing a conceptual framework based
on the results of a SWOT analysis approach.

Al D i -
. and 3 reconstruFt10n b.y ena work in order to augment DT in buildings.
bling unmanned aerial vehicles.

Exploring how industry 4.0 technol-

X , Implementation of smart wearable devices
ogies can form and support ‘con-

, S in the digitally enhanced construction sites.
nected’ construction sites in order to
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Veuger, [26] 2018

Villa et al. [126] 2021

Wahbeh et al. [115] 2020

Wu et al. [95] 2022

Xu et al. [36] 2022

Yaqoob et al. [34] 2020

You and Feng,

202
[119] 020

Journal

Journal

Conference

Journal

Journal

Journal

Journal

low productivity and in-
formation management
efficiency.

Instability in the finan-
cial markets and conse-
quently the real estate
markets.

Lack of interaction be-
tween building models
and IoT data.

Lack of research provid-
ing clear and unique def-
inition about DT con-
cept.

The need for real-time
hazard awareness.

High concentration of
current research on con-
struction phase and less X
research concerning pre-
construction and O&M.
Traceability, authentic-
ity, compliance, and
safety in DT communica-
tion

Challenges in benefiting
from new technologies
in construction industry
and the need for more
investigations.

X

X X

improve efficiency, sustainable prac-
tices and worker safety.

To investigate how blockchain tech- Highlighting real estate entrepreneurship,
nology can enhance real estate econ- considering trends and developments
omy. throughout time for each real estate sector.

Integrating IoT alert systems with
BIM models in order to monitor
building facilities in O&M phase.

Proposing a digital framework in support
of the integration of IoT and BIM platforms.

Establishing DT concepts adapted from
other industries to the building industry
and investing in basic level education.

Analyzing and clarify the defini-
tions of DT in the building industry.

Improving the safety risk infor- . . .
. . . _Proposing a visual warning system for con-
mation presentation for construction

. struction sites.
sites.

Studying the current blockchain re-

search and identifying key topics ~ Proposing a framework for future research
and future research of blockchain in in blockchain in the building industry.
AECO.

To discuss how DT-blockchain inte- Offering a taxonomy of DTs and highlight-
ing major barriers as well as key benefits to
the adoption of blockchain in DTs

gration can reshape manufacturing
by providing traceability, authentic-
ity, compliance, safety and quality.

Improving the overall capabilities of Offering a framework for integration of
construction management and or-  cyber-physical systems whose technological
ganization. feasibility is confirmed by a case study.
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Zhang et al. [146]

Zhao et al. [7]

Zheng et al. [37]

Lack of data set in con-
struction equipment ac-
tion recognition re-
search.

Lack of empirical efforts
on the potential of DTs
in enhancing collabora-
tion and information

communication through-

out project lifecycle.
Lack of works on infor-

mation security and lack

of proposed BIM sys-
tems to cope with the
new computing para-
digms such as mobile
cloud computing, Big
Data, BC, and IoT.

Developi 1 ing- -
Investigating computer vision capa- eveloping a deep learning-based ap

bilities for better surveillance of con-
struction equipment.

proach combining long short-term memory
and convolutional neural network ap-

proaches.
Performing an illustrative case Proposing a DT conceptual implementation
study comparing practical use cases framework to improve efficiency of facility
of digital twin technologies. management.

Tackling information security in
BIM models and mobile cloud archi-
tecture.

Proposing a novel blockchain—-BIM system
facilitating BIM data audit.




Sustainability 2023, 15, 3713 41 of 47

References

1.  Adel, K; Elhakeem, A.; Marzouk, M. Decentralizing Construction Al Applications Using Blockchain Technology. Expert Syst.
Appl. 2022, 194, 116548. https://doi.org/10.1016/j.eswa.2022. 116548.s

2. Hunhevicz, ].J.; Hall, D.M. Do You Need a Blockchain in Construction? Use Case Categories and Decision Framework for DLT
Design Options. Adv. Eng. Inform. 2020, 45, 101094.

3.  Teisserenc, B.; Sepasgozar, S. Adoption of Blockchain Technology through Digital Twins in the Construction Industry 4.0: A
PESTELS Approach. Buildings 2021, 11, 670. https://doi.org/10.3390/buildings11120670.

4. Wang, W,; Guo, H,; Li, X,; Tang, S.; Xia, J.; Lv, Z. Deep Learning for Assessment of Environmental Satisfaction Using BIM Big
Data in Energy Efficient Building Digital Twins. Sustain. Energy Technol. Assess. 2022, 50, 101897.
https://doi.org/10.1016/j.seta.2021.101897.

5. Abioye, S.O.; Oyedele, L.O.; Akanbi, L.; Ajayi, A.; Delgado, ].M.D; Bilal, M.; Akinade, O.O.; Ahmed, A. Artificial Intelligence
in the Construction Industry: A Review of Present Status, Opportunities and Future Challenges. J. Build. Eng. 2021, 44, 103299.
https://doi.org/10.1016/j.jobe.2021.103299.

6. Lee, D.; Lee, S.H.; Masoud, N.; Krishnan, M.; Li, V.C. Integrated Digital Twin and Blockchain Framework to Support Account-
able Information Sharing in Construction Projects. Autom. Constr. 2021, 127, 103688.

7.  Zhao, ].; Feng, H.; Chen, Q.; Garcia de Soto, B. Developing a Conceptual Framework for the Application of Digital Twin Tech-
nologies to Revamp Building Operation and Maintenance Processes. ]. Build. Eng. 2022, 49, 104028.
https://doi.org/10.1016/j.jobe.2022.104028.

8.  Hunhevicz, J.].; Motie, M.; Hall, D.M. Digital Building Twins and Blockchain for Performance-Based (Smart) Contracts. Autom.
Constr. 2022, 133, 103981.

9.  Yitmen, L; Alizadehsalehi, S.; Akner, I.; Akiner, M.E. An Adapted Model of Cognitive Digital Twins for Building Lifecycle
Management. Appl. Sci. Switz. 2021, 11, 4276. https://doi.org/10.3390/app11094276.

10. Centre for Digital Built Britain. Available online: https://www.cdbb.cam.ac.uk/ (accessed on 5 April 2022).

11.  Heaton, ]J.; Parlikad, A.K. Asset Information Model to Support the Adoption of a Digital Twin: West Cambridge Case Study.
IFAC-Pap. 2020, 53, 366-371. https://doi.org/10.1016/j.ifacol.2020.11.059.

12.  Putz, B,; Dietz, M.; Empl], P.; Pernul, G. Ethertwin: Blockchain-Based Secure Digital Twin Information Management. Inf. Process.
Manag. 2021, 58, 102425.

13. Bhattacharya, S.; Momaya, K.S. Actionable Strategy Framework for Digital Transformation in AECO Industry. Eng. Constr.
Archit. Manag. 2021, 28, 1397-1422. https://doi.org/10.1108/ECAM-07-2020-0587.

14. Pan, Y.; Zhang, L. A BIM-Data Mining Integrated Digital Twin Framework for Advanced Project Management. Autom. Constr.
2021, 124, 103564. https://doi.org/10.1016/j.autcon.2021.103564.

15.  Zhang, N.; Bahsoon, R.; Theodoropoulos, G. Towards Engineering Cognitive Digital Twins with Self-Awareness; IEEE: Piscataway,
NJ, USA, 2020; p. 3891.

16. Agostinelli, S. Actionable Framework for City Digital Twin-Enabled Predictive Maintenance and Security Management Systems; WIT
Transactions Built Environment; Casares Long, J.J., Mahdjoubi, L., Galiano Garrigos, A., Eds.; WITPress: Southampton, UK,
2021; Volume 205, pp. 223-233.

17. Brunone, F.; Cucuzza, M.; Imperadori, M.; Vanossi, A. From Cognitive Buildings to Digital Twin: The Frontier of Digitalization for
the Management of the Built Environment; Springer Tracts in Civil Engineering; Springer: Berlin, Germany, 2021; p. 95, ISBN
2366259X (ISSN).

18.  Knopf, ].W. Doing a Literature Review. PS Polit. Sci. Polit. 2006, 39, 127-132.

19. Tranfield, D.; Denyer, D.; Smart, P. Towards a Methodology for Developing Evidence-informed Management Knowledge by
Means of Systematic Review. Br. J. Manag. 2003, 14, 207-222.

20. Okoli, C.; Schabram, K. A Guide to Conducting a Systematic Literature Review of Information Systems Research. Work. Pap.
Inf. Syst. 2010, 10, 1.

21. Xiao, Y.; Watson, M. Guidance on Conducting a Systematic Literature Review. J. Plan. Educ. Res. 2019, 39, 93-112.

22. Mobher, D,; Liberati, A.; Tetzlaff, J.; Altman, D.G.; PRISMA Group. Preferred Reporting Items for Systematic Reviews and Meta-
Analyses: The PRISMA Statement. Ann. Intern. Med. 2009, 151, 264-269.

23. Van Eck, N.; Waltman, L. Software Survey: VOSviewer, a Computer Program for Bibliometric Mapping. Scientometrics 2010, 84,
523-538.

24. Donthu, N.; Kumar, S.; Mukherjee, D.; Pandey, N.; Lim, W.M. How to Conduct a Bibliometric Analysis: An Overview and
Guidelines. J. Bus. Res. 2021, 133, 285-296.

25. Lieberman, J.; Leidner, A.; Percivall, G.; Ronsdorf, C. Using Big Data Analytics and IoT Principles to Keep an Eye on Under-
ground Infrastructure. In Proceedings of the IEEE International Conference Big Data, Orlando, FL, USA, 15-18 December 2021;
Nie, J.-Y., Obradovic, Z., Suzumura, T., Ghosh, R., Nambiar, R., Wang, C., Zang, H., Baeza-Yates, R., Baeza-Yates, R., Hu, X,
Kepner, J., Cuzzocrea, A., Tang, J., Toyoda, M., Eds.; Institute of Electrical and Electronics Engineers Inc.: Piscataway, NJ, USA,
2017; Volume 2018, pp. 4592-4601.

26. Veuger, ]J. Trust in a Viable Real Estate Economy with Disruption and Blockchain. Facilities 2018, 36, 103-120.
https://doi.org/10.1108/F-11-2017-0106.

27. van Eck, N.J; Waltman, L. VOSviewer Manual. Available online: https://www.vosviewer.com/documentation/Man-

ual_VOSviewer_1.6.18.pdf (accessed on 10 March 2022).



Sustainability 2023, 15, 3713 42 of 47

28.

29.

30.

31.

32.

33.

34.

35.

36.

37.

38.

39.

40.

41.

42.

43.

44.

45.

46.

47.

48.

49.

50.

51.

52.

53.

54.

55.

Boje, C.; Guerriero, A.; Kubicki, S.; Rezgui, Y. Towards a Semantic Construction Digital Twin: Directions for Future Research.
Autom. Constr. 2020, 114, 103179. https://doi.org/10.1016/j.autcon.2020.103179.

Li, J.; Greenwood, D.; Kassem, M. Blockchain in the Built Environment and Construction Industry: A Systematic Review, Con-
ceptual Models and Practical Use Cases. Autom. Constr. 2019, 102, 288-307.

Singh, S.K.; Rathore, S.; Park, J.H. Blockiotintelligence: A Blockchain-Enabled Intelligent IoT Architecture with Artificial Intel-
ligence. Future Gener. Comput. Syst. 2020, 110, 721-743.

Perera, S.; Nanayakkara, S.; Rodrigo, M.N.N.; Senaratne, S.; Weinand, R. Blockchain Technology: Is It Hype or Real in the Con-
struction Industry? J. Ind. Inf. Integr. 2020, 17, 100125. https://doi.org/10.1016/j.jii.2020.100125.

Li, X;; Wu, L.; Zhao, R.; Lu, W.; Xue, F. Two-Layer Adaptive Blockchain-Based Supervision Model for off-Site Modular Housing
Production. Comput. Ind. 2021, 128, 103437. https://doi.org/10.1016/j.compind.2021.103437.

Gracanin, D.; Lasisi, R.O.; Azab, M.; Eltoweissy, M. Next Generation Smart Built Environments: The Fusion of Empathy, Privacy
and Ethics. In Proceedings of the IEEE International Conference Trust, Privacy and Security in Intelligent Systems, and Appli-
cations, TPS-ISA, Los Angeles, CA, USA, 12-14 December 2019; Institute of Electrical and Electronics Engineers Inc.: Piscataway,
NJ, USA. 2019; pp. 260-267.

Yaqoob, I; Salah, K.; Uddin, M.; Jayaraman, R.; Omar, M.; Imran, M. Blockchain for Digital Twins: Recent Advances and Future
Research Challenges. IEEE Netw. 2020, 34, 290-298. https://doi.org/10.1109/MNET.001.1900661.

Sadeghi, M.; Mahmoudi, A.; Deng, X. Adopting Distributed Ledger Technology for the Sustainable Construction Industry:
Evaluating the Barriers Using Ordinal Priority Approach. Environ. Sci. Pollut. Res. 2022, 29, 10495-10520.

Xu, Y.; Chong, H.-Y.; Chi, M. Blockchain in the AECO Industry: Current Status, Key Topics, and Future Research Agenda.
Autom. Constr. 2022, 134, 104101. https://doi.org/10.1016/j.autcon.2021.104101.

Zheng, R; Jiang, J.; Hao, X.; Ren, W.; Xiong, F.; Ren, Y. BcBIM: A Blockchain-Based Big Data Model for BIM Modification Audit
and Provenance in Mobile Cloud. Math. Probl. Eng. 2019, 2019, 1-13. https://doi.org/10.1155/2019/5349538.

Nanayakkara, S.; Perera, S.; Senaratne, S.; Weerasuriya, G.T.; Bandara, HM.N.D. Blockchain and Smart Contracts: A Solution
for Payment Issues in Construction Supply Chains. Informatics 2021, 8, 36. https://doi.org/10.3390/informatics8020036.

Vardai, Z. What Are Public, Private and Permissioned Blockchains? Available online: https://forkast.news/what-are-public-pri-
vate-permissioned-blockchains/ (accessed on 29 June 2022).

Brandin, R.; Abrishami, S. Information Traceability Platforms for Asset Data Lifecycle: Blockchain-Based Technologies. Smart
Sustain. Built Environ. 2021, 10, 364-386. https://doi.org/10.1108/SASBE-03-2021-0042.

Sharma, T.K. Types of Blockchains Explained-Public vs. Private vs. Consortium 2020. Available online: https://www.block-
chain-council.org/blockchain/types-of-blockchains-explained-public-vs-private-vs-consortium/ (accessed on 29 June 2022)
Sumana, B. The Different Types of Tokenization in Blockchain 2021. Available online: https://www.analyticsinsight.net/the-
different-types-of-tokenization-in-blockchain/ (accessed on 7 February 2022).

Yang, Q.; Wang, T.; Zhang, W.; Yang, B.; Yu, Y.; Li, H.; Wang, J.; Qiao, Z. PrivCrowd: A Secure Blockchain-Based Crowdsourcing
Framework with Fine-Grained Worker Selection. Wirel. Commun. Mob. Comput. 2021, 2021, 1-17.

Zhu, S.; Cai, Z.; Hu, H,; Li, Y.; Li, W. ZkCrowd: A Hybrid Blockchain-Based Crowdsourcing Platform. IEEE Trans. Ind. Inform.
2019, 16, 4196-4205.

Scott, D.J.; Broyd, T.; Ma, L. Exploratory Literature Review of Blockchain in the Construction Industry. Autom. Constr. 2021, 132,
103914. https://doi.org/10.1016/j.autcon.2021.103914.

Hassija, V.; Chamola, V.; Zeadally, S. BitFund: A Blockchain-Based Crowd Funding Platform for Future Smart and Connected
Nation. Sustain. Cities Soc. 2020, 60, 102145. https://doi.org/10.1016/j.scs.2020.102145.

Singh, A K.; Kumar, V.R.P. Smart Contracts and Supply Chain Management Using Blockchain. J. Eng. Res. 2022, 10, 20-33.
https://doi.org/10.36909/jer. ACMM.16307.

Zou, W.; Lo, D.; Kochhar, P.S,; Le, X.-B.D.; Xia, X.; Feng, Y.; Chen, Z.; Xu, B. Smart Contract Development: Challenges and
Opportunities. IEEE Trans. Softw. Eng. 2019, 47, 2084-2106.

Li, J.; Kassem, M. Applications of Distributed Ledger Technology (DLT) and Blockchain-Enabled Smart Contracts in Construc-
tion. Autom. Constr. 2021, 132, 103955. https://doi.org/10.1016/j.autcon.2021.103955.

Hwang, S.-J.; Choi, S.-H.; Shin, J.; Choi, Y.-H. CodeNet: Code-Targeted Convolutional Neural Network Architecture for Smart
Contract Vulnerability Detection. IEEE Access 2022, 10, 32595-32607.

Wang, Z.; Jin, H.; Dai, W.; Choo, K.-K.R.; Zou, D. Ethereum Smart Contract Security Research: Survey and Future Research
Opportunities. Front. Comput. Sci. 2021, 15, 1-18.

Raslan, A.; Kapogiannis, G.; Cheshmehzangi, A.; Tizani, W.; Towey, D. Blockchain: Future Facilitator of Asset Information
Modelling and Management? In Proceedings of the 2020 IEEE 44th Annual Computers, Software, and Applications Conference
(COMPSAC), Madrid, Spain, 13-17 July 2020; IEEE: Madrid, Spain, 2020; pp. 523-528.

Mannino, A.; Dejaco, M.C.; Cecconi, F.R. Building Information Modelling and Internet of Things Integration for Facility Man-
agement-Literature Review and Future Needs. Appl. Sci. 2021, 11, 3062. https://doi.org/10.3390/app11073062.
Ahmadisheykhsarmast, S.; Sonmez, R. A Smart Contract System for Security of Payment of Construction Contracts. Autom.
Constr. 2020, 120, 103401. https://doi.org/10.1016/j.autcon.2020.103401.

Chong, H.-Y.; Diamantopoulos, A. Integrating Advanced Technologies to Uphold Security of Payment: Data Flow Diagram.
Autom. Constr. 2020, 114, 103158. https://doi.org/10.1016/j.autcon.2020.103158.



Sustainability 2023, 15, 3713 43 of 47

56.

57.

58.

59.

60.

61.

62.

63.

64.

65.

66.

67.

68.
69.

70.

71.

72.

73.
74.

75.

76.

77.

78.

79.

80.

81.

82.

83.

84.

Liu, Z.; Chi, Z.; Osmani, M.; Demian, P. Blockchain and Building Information Management (Bim) for Sustainable Building
Development within the Context of Smart Cities. Sustain. Switz. 2021, 13, 1-17. https://doi.org/10.3390/su13042090.

Hamledari, H.; Fischer, M. Construction Payment Automation Using Blockchain-Enabled Smart Contracts and Robotic Reality
Capture Technologies. Autom. Constr. 2021, 132, 103926. https://doi.org/10.1016/j.autcon.2021.103926.

Peng, K.; Li, M.; Huang, H.; Wang, C.; Wan, S.; Choo, K.-K.R. Security Challenges and Opportunities for Smart Contracts in
Internet of Things: A Survey. IEEE Internet Things J. 2021, 8, 12004-12020.

Wang, S.; Ding, W.; Li, ].; Yuan, Y.; Ouyang, L.; Wang, F.-Y. Decentralized Autonomous Organizations: Concept, Model, and
Applications. IEEE Trans. Comput. Soc. Syst. 2019, 6, 870-878.

Ye, Z.; Yin, M,; Tang, L.; Jiang, H. Cup-of-Water Theory: A Review on the Interaction of BIM, IoT and Blockchain during the Whole
Building Lifecycle; IAARC Publications: Berlin, Germany, 2018; Volume 35, pp. 1-9.

Cho, S.; Khan, M.; Pyeon, J.; Park, C. Blockchain-Based Network Concept Model for Reliable and Accessible Fine Dust Manage-
ment System at Construction Sites. Appl. Sci. 2021, 11, 8686. https://doi.org/10.3390/app11188686.

Tezel, A.; Papadonikolaki, E.; Yitmen, I.; Hilletofth, P. Preparing Construction Supply Chains for Blockchain Technology: An
Investigation of Its Potential and Future Directions. Front. Eng. Manag. 2020, 7, 547-563.

Hossain, S.A. Blockchain Computing: Prospects and Challenges for Digital Transformation; IEEE: Piscataway, NJ, USA, 2017; pp. 61—
65.

Mathivathanan, D.; Mathiyazhagan, K.; Rana, N.P.; Khorana, S.; Dwivedi, Y K. Barriers to the Adoption of Blockchain Technol-
ogy in Business Supply Chains: A Total Interpretive Structural Modelling (TISM) Approach. Int. ]. Prod. Res. 2021, 59, 3338—
3359.

Kramer, M. An Overview of Blockchain Technology Based on a Study of Public Awareness. Glob. |. Bus. Res. 2019, 13, 83-91.
Prewett, K.W.; Prescott, G.L.; Phillips, K. Blockchain Adoption Is Inevitable—Barriers and Risks Remain. ]. Corp. Account. Fi-
nance 2020, 31, 21-28.

Suhail, S.; Hussain, R.; Jurdak, R.; Oracevic, A.; Salah, K.; Hong, C.S.; Matulevicius, R. Blockchain-Based Digital Twins: Research
Trends, Issues, and Future Challenges. ACM Comput. Surv. CSUR 2021, 54, 1-34.

Lu, Q.; Xu, X. Adaptable Blockchain-Based Systems: A Case Study for Product Traceability. IEEE Softw. 2017, 34, 21-27.

Sun, S.; Zheng, X.; Villalba-Diez, J.; Ordieres-Meré, J. Data Handling in Industry 4.0: Interoperability Based on Distributed
Ledger Technology. Sens. Switz. 2020, 20, 3046. https://doi.org/10.3390/s20113046.

Shojaei, A.; Wang, J.; Fenner, A. Exploring the Feasibility of Blockchain Technology as an Infrastructure for Improving Built
Asset Sustainability. Built Environ. Proj. Asset Manag. 2019, 10, 184-199. https://doi.org/10.1108/BEPAM-11-2018-0142.

Liu, Y.; Wang, K; Qian, K; Du, M.; Guo, S. Tornado: Enabling Blockchain in Heterogeneous Internet of Things through a Space-
Structured Approach. IEEE Internet Things ]. 2019, 7, 1273-1286.

Zheng, X.; Sun, S.; Mukkamala, R.R.; Vatrapu, R.; Ordieres-Meré, J. Accelerating Health Data Sharing: A Solution Based on the
Internet of Things and Distributed Ledger Technologies. J. Med. Internet Res. 2019, 21, e13583.

Lo, S.K.; Xu, X.; Chiam, Y.K; Lu, Q. Evaluating Suitability of Applying Blockchain; IEEE: Piscataway, NJ, USA, 2017; pp. 158-161.
Hasan, H.R,; Salah, K ; Jayaraman, R.; Omar, M.; Yaqoob, L; Pesic, S.; Taylor, T.; Boscovic, D. A Blockchain-Based Approach for
the Creation of Digital Twins. IEEE Access 2020, 8, 34113-34126.

Wang, G.; Shi, Z.].; Nixon, M.; Han, S. Sok: Sharding on Blockchain. In Proceedings of the 1st ACM Conference on Advances in
Financial Technologies, Zurich, Switzerland, 21-23 October 2019; pp. 41-61.

Vallery, M. Blockchain Oracles Explained. Available online: https://academy.binance.com/en/articles/blockchain-oracles-ex-
plained (accessed on 3 July 2022).

Kochovski, P.; Stankovski, V. Algorithms for a Smart Construction Environment; Springer: Berlin, Germany, 2020; Volume 12041,
p- 14, ISBN 9783030586270.

Li, C.Z; Chen, Z; Xue, F.; Kong, X.T.R.; Xiao, B.; Lai, X.; Zhao, Y. A Blockchain- and IoT-Based Smart Product-Service System
for the Sustainability of Prefabricated Housing Construction. J. Clean. Prod. 2021, 286, 125391. https://doi.org/10.1016/].jcle-
pro.2020.125391.

Rane, S.B.; Narvel, Y.A.M. Data-Driven Decision Making with Blockchain-IoT Integrated Architecture: A Project Resource Man-
agement Agility Perspective of Industry 4.0. Int. J. Syst. Assur. Eng. Manag. 2022, 13, 1005-1023. https://doi.org/10.1007/s13198-
021-01377-4.

Siountri, K.; Skondras, E.; Vergados, D.D. Developing Smart Buildings Using Blockchain, Internet of Things, and Building In-
formation Modeling. Int. ]. Interdiscip. Telecommun. Netw. 2020, 12, 1-15. https://doi.org/10.4018/IJITN.2020070101.

Siountri, K.; Skondras, E.; Vergados, D.D. Towards a Smart Museum Using BIM, IoT, Blockchain and Advanced Digital Tech-
nologies. In Proceedings of the ACM International Conference Proceeding Series, Association for Computing Machinery, New
York, NY, USA, 26-28 August 2019.

Shahid, F.; Khan, A.; Jeon, G. Post-Quantum Distributed Ledger for Internet of Things. Comput. Electr. Eng. 2020, 83, 106581.
https://doi.org/10.1016/j.compeleceng.2020.106581.

Khan, A.; Shahid, F.; Maple, C.; Ahmad, A.; Jeon, G. Toward Smart Manufacturing Using Spiral Digital Twin Framework and
Twinchain. IEEE Trans. Ind. Inform. 2020, 18, 1359-1366.

Zhao, Y.; Wang, N.; Liu, Z.; Mu, E. Construction Theory for a Building Intelligent Operation and Maintenance System Based on
Digital Twins and Machine Learning. Buildings 2022, 12, 87.



Sustainability 2023, 15, 3713 44 of 47

85.

86.

87.

88.

89.
90.

91.

92.

93.

94.

95.

96.

97.

98.

99.

100.

101.

102.

103.

104.

105.

106.

107.

108.

109.

110.

111.

VanDerHorn, E.; Mahadevan, S. Digital Twin: Generalization, Characterization and Implementation. Decis. Support Syst. 2021,
145, 113524.

Qi, Q.; Tao, F. Digital Twin and Big Data towards Smart Manufacturing and Industry 4.0: 360 Degree Comparison. IEEE Access
2018, 6, 3585-3593.

Alshammari, K.; Beach, T.; Rezgui, Y. Industry Engagement for Identification of Cybersecurity Needs Practices for Digital
Twins. In Proceedings of the IEEE International Conference on Engineering, Technology, and Innovation, ICE/ITMC, Cardiff,
UK, 21-23 June 2021; Institute of Electrical and Electronics Engineers Inc.: Piscataway, NJ, USA, 2021.

Engin, Z.; van Dijk, J.; Lan, T.; Longley, P.A ; Treleaven, P.; Batty, M.; Penn, A. Data-Driven Urban Management: Mapping the
Landscape. J. Urban Manag. 2020, 9, 140-150. https://doi.org/10.1016/j.jum.2019.12.001.

Wang, L.; Deng, T.; Shen, Z.-].M.; Hu, H.; Qi, Y. Digital Twin-Driven Smart Supply Chain. Front. Eng. Manag. 2022, 1-15, 56-70.
Greif, T.; Stein, N.; Flath, C.M. Peeking into the Void: Digital Twins for Construction Site Logistics. Comput. Ind. 2020, 121,
103264. https://doi.org/10.1016/j.compind.2020.103264.

Elayan, H.; Aloqaily, M.; Guizani, M. Digital Twin for Intelligent Context-Aware IoT Healthcare Systems. IEEE Internet Things
]. 2021, 8, 16749-16757.

Jones, D.; Snider, C.; Nassehi, A.; Yon, J.; Hicks, B. Characterising the Digital Twin: A Systematic Literature Review. CIRP ].
Manuf. Sci. Technol. 2020, 29, 36-52.

Opoku, D.-G.J.; Perera, S.; Osei-Kyei, R.; Rashidi, M.; Famakinwa, T.; Bamdad, K. Drivers for Digital Twin Adoption in the
Construction Industry: A Systematic Literature Review. Buildings 2022, 12, 113. https://doi.org/10.3390/buildings12020113.

Lin, Y.-W.; Tang, T.L.E.; Spanos, C.J. Hybrid Approach for Digital Twins in the Built Environment. In Proceedings of the E-
Energy — ACM International Conference on Future Energy Systems, Phoenix, AZ, USA, 25-28 June 2019; Association for Com-
puting Machinery, Inc.: New York, NY, USA, 2021; pp. 450—457.

Wu, S.; Hou, L.; Zhang, G.; Chen, H. Real-Time Mixed Reality-Based Visual Warning for Construction Workforce Safety. Autom.
Constr. 2022, 139, 104252. https://doi.org/10.1016/j.autcon.2022.104252.

Sun, H,; Liu, Z. Research on Intelligent Dispatching System Management Platform for Construction Projects Based on Digital
Twin and BIM Technology. Adv. Civ. Eng. 2022, 2022, 1-9. https://doi.org/10.1155/2022/8273451.

Rasheed, A.; San, O.; Kvamsdal, T. Digital Twin: Values, Challenges and Enablers from a Modeling Perspective. IEEE Access
2020, 8, 21980-22012. https://doi.org/10.1109/ACCESS.2020.2970143.

Mihai, S.; Davis, W.; Hung, D.V; Trestian, R.; Karamanoglu, M.; Barn, B.; Prasad, R.; Venkataraman, H.; Nguyen, H.X. A Digital
Twin Framework for Predictive Maintenance in Industry 4.0. In Proceedings of the Conference: 2020 International Conference
on High Performance Computing & Simulation, Barcelona, Spain, 26-30 July 2021; pp. 1-9.

Sepasgozar, S.M.E. Differentiating Digital Twin from Digital Shadow: Elucidating a Paradigm Shift to Expedite a Smart, Sus-
tainable Built Environment. Buildings 2021, 11, 151. https://doi.org/10.3390/buildings11040151.

Ogunseiju, O.R.; Olayiwola, J.; Akanmu, A.A.; Nnaji, C. Digital Twin-Driven Framework for Improving Self-Management of
Ergonomic Risks. Smart Sustain. Built Environ. 2021, 10, 403-419. https://doi.org/10.1108/SASBE-03-2021-0035.

Godager, B.; Onstein, E.; Huang, L. The Concept of Enterprise BIM: Current Research Practice and Future Trends. IEEE Access
2021, 9, 42265-42290. https://doi.org/10.1109/ACCESS.2021.3065116.

Rafsanjani, H.N.; Nabizadeh, A.H. Towards Digital Architecture, Engineering, and Construction (AEC) Industry through Vir-
tual Design and Construction (VDC) and Digital Twin. Energy Built Environ. 2021, 4, 169-178.
https://doi.org/10.1016/j.enbenv.2021.10.004.

Griibel, J.; Gath-Morad, M.; Aguilar, L.; Thrash, T.; Sumner, R.W.; Holscher, C.; Schinazi, V. Fused Twins: A Cognitive Approach
to Augmented Reality Media Architecture. Proceedings of the ACM International Conference Proceeding Series, Amsterdam,
Netherlands, 2-24 July 2021; Association for Computing Machinery: New York, NY, USA, 2021; pp. 215-220.

Deng, M.; Menassa, C.C.; Kamat, V.R. From Bim to Digital Twins: A Systematic Review of the Evolution of Intelligent Building
Representations in the Aec-Fm Industry. J. Inf. Technol. Constr. 2021, 26, 58-83. https://doi.org/10.36680/j.itcon.2021.005.
Tagliabue, L.C.; Cecconi, F.R.; Maltese, S.; Rinaldi, S.; Ciribini, A.L.C.; Flammini, A. Leveraging Digital Twin for Sustainability
Assessment of an Educational Building. Sustainability 2021, 13, 480. https://doi.org/10.3390/su13020480.

Al-Sehrawy, R.; Kumar, B. Digital Twins in Architecture, Engineering, Construction and Operations. A Brief Review and Analysis;
Lecture Notes in Civil Engineering; Springer: Berlin/Heidelberg, Germany, 2021; Volume 98, p. 939, ISBN 23662557.

Lu, Q.; Xie, X,; Parlikad, A.K.; Schooling, ].M. Digital Twin-Enabled Anomaly Detection for Built Asset Monitoring in Operation
and Maintenance. Autom. Constr. 2020, 118, 103277. https://doi.org/10.1016/j.autcon.2020.103277.

To, A.; Liu, M.; Hairul, M.H.B.M.; Davis, J.G.; Lee, J.5.A.; Hesse, H.; Nguyen, H.D. Drone-Based Al and 3D Reconstruction for
Digital Twin Augmentation; Springer: Berlin/Heidelberg, Germany, 2021; Volume 12774, p. 529, ISBN 9783030776251.
Kochovski, P.; Stankovski, V. Building Applications for Smart and Safe Construction with the DECENTER Fog Computing and
Brokerage Platform. Autom. Constr. 2021, 124, 103562. https://doi.org/10.1016/j.autcon.2021.103562.

Marocco, M.; Garofolo, I. Integrating Disruptive Technologies with Facilities Management: A Literature Review and Future
Research Directions. Autom. Constr. 2021, 131, 103917. https://doi.org/10.1016/j.autcon.2021.103917.

Gardner, P.; Dal Borgo, M.; Ruffini, V.; Hughes, A.].; Zhu, Y.; Wagg, D.]. Towards the Development of an Operational Digital
Twin. Vibration 2020, 3, 235-265. https://doi.org/10.3390/vibration3030018.



Sustainability 2023, 15, 3713 45 of 47

112.

113.

114.

115.

116.

117.

118.

119.

120.

121.

122.

123.

124.

125.

126.

127.

128.

129.

130.

131.

132.

133.

134.

135.

136.
137.

Hosamo, H.H.; Svennevig, P.R; Svidt, K.; Han, D.; Nielsen, H.K. A Digital Twin Predictive Maintenance Framework of Air
Handling Units Based on Automatic Fault Detection and Diagnostics. Energy Build. 2022, 261, 111988.
https://doi.org/10.1016/j.enbuild.2022.111988.

Shahzad, M.; Shafiq, M.T.; Douglas, D.; Kassem, M. Digital Twins in Built Environments: An Investigation of the Characteristics,
Applications, and Challenges. Buildings 2022, 12, 120. https://doi.org/10.3390/buildings12020120.

Lee, D.; Lee, S. Digital Twin for Supply Chain Coordination in Modular Construction. Appl. Sci. 2021, 11, 5909.
https://doi.org/10.3390/app11135909.

Wahbeh, W.; Kunz, D.; Hofmann, J.; Bereuter, P. Digital Twinning of the Built Environment— An Interdisciplinary Topic for
Innovation in Didactics. In ISPRS Annals of the Photogrammetry, Remote Sensing and Spatial Information Sciences; Paparoditis, N.,
Mallet, C., Lafarge, F., Zlatanova, S., Dragicevic, S., Sithole, G., Agugiaro, G., Arsanjani, J.J., Boguslawski, P., Breunig, M., Brov-
elli, M.A., Sidonie, C., Coltekin, A., Delavar, M.R., Al Doori, M., Guilbert, E., Fonte, C.C., Haworth, ], Isikdag, U., Ivanova, I,
Kang, Z., Khoshelham, K., Koeva, M., Kokla, M., Liu, Y., Madden, M., Mostafavi, M.A., Navratil, G., Paudyal, D.R., Pettit, C,,
Spano, A., Stefanakis, E., Tu, W., Vacca, G., Diaz, V., Wise, S., Wu, H., Zhou, X.G., Eds.; Copernicus GmbH: Gottingen, Germany,
2020; Volume 5, pp. 231-237.

Internet of Things Global Standards Initiative. Available online: https://www.itu.int:443/en/ITU-T/gsi/iot/Pages/default.aspx
(accessed on 8 July 2022).

Dorsemaine, B.; Gaulier, J.-P.; Wary, J.-P.; Kheir, N.; Urien, P. Internet of Things: A Definition & Taxonomy; IEEE: Piscataway, NJ,
USA, 2015; pp. 72-77.

Apanaviciene, R.; Vanagas, A.; Fokaides, P.A. Smart Building Integration into a Smart City (SBISC): Development of a New
Evaluation Framework. Energies 2020, 13, 2190.

You, Z.; Feng, L. Integration of Industry 4.0 Related Technologies in Construction Industry: A Framework of Cyber-Physical
System. IEEE Access 2020, 8, 122908-122922. https://doi.org/10.1109/ACCESS.2020.3007206.

Kritzinger, W.; Karner, M.; Traar, G.; Henjes, J.; Sihn, W. Digital Twin in Manufacturing: A Categorical Literature Review and
Classification. IFAC-PapersOnLine 2018, 51, 1016-1022. https://doi.org/10.1016/j.ifacol.2018.08.474.

Fuller, A; Fan, Z.; Day, C.; Barlow, C. Digital Twin: Enabling Technologies, Challenges and Open Research. IEEE Access 2020,
8, 108952-108971.

Jiang, Z.; Guo, Y.; Wang, Z. Digital Twin to Improve the Virtual-Real Integration of Industrial IoT. J. Ind. Inf. Integr. 2021, 22,
100196. https://doi.org/10.1016/j.jii.2020.100196.

Brilakis, I; Pan, Y.; Borrmann, A.; Mayer, H.-G.; Rhein, F.; Vos, C.; Pettinato, E.; Wagner, S. Built Environment Digital Twining.
In International Workshop on Built Environment Digital Twinning Presented by TUM Institute for Avanced Study and Siemens AG;
Technical University of Munich: Munich, Germany, 2019.

Han, T.; Ma, T.; Fang, Z.; Zhang, Y.; Han, C. A BIM-IoT and Intelligent Compaction Integrated Framework for Advanced Road
Compaction Quality Monitoring and Management. Comput. Electr. Eng. 2022, 100, 107981. https://doi.org/10.1016/j.compele-
ceng.2022.107981.

Asghari, P.; Rahmani, A.M.; Javadi, H.H.S. Internet of Things Applications: A Systematic Review. Comput. Netw. 2019, 148, 241—
261. https://doi.org/10.1016/j.comnet.2018.12.008.

Villa, V.; Naticchia, B.; Bruno, G.; Aliev, K,; Piantanida, P.; Antonelli, D. IoT Open-Source Architecture for the Maintenance of
Building Facilities. Appl. Sci. 2021, 11, 5374. https://doi.org/10.3390/app11125374.

Ghosh, A.; Edwards, D.].; Hosseini, M.R. Patterns and Trends in Internet of Things (IoT) Research: Future Applications in the
Construction Industry. Eng. Constr. Archit. Manag. 2021, 28, 457—-481. https://doi.org/10.1108/ECAM-04-2020-0271.

Miller, C.; Abdelrahman, M.; Chong, A.; Biljecki, F.; Quintana, M.; Frei, M.; Chew, M.; Wong, D. The Internet-of-Buildings (IoB) —
Digital Twin Convergence of Wearable and IoT Data with GIS/BIM; Scartezzini, J.-L., Smith, B., Lindelof, D., Eds.; IOP Publishing
Ltd.: Bristol, UK, 2021; Volume 2042.

Singh, P. Blockchain Based Security Solutions with IoT Application in Construction Industry; Tursunov, O., Ed.; IOP Publishing Ltd.:
Bristol, UK, 2020; Volume 614.

Dyess, N. IoT Implementation Challenges. Available online: https://www.controleng.com/articles/six-iot-implementation-chal-
lenges-and-solutions/ (accessed on 30 July 2022).

Panarello, A.; Tapas, N.; Merlino, G.; Longo, F.; Puliafito, A. Blockchain and IoT Integration: A Systematic Survey. Sensors 2018,
18, 2575. https://doi.org/10.3390/s18082575.

Li, X.; Lu, W.; Xue, F.; Wu, L.; Zhao, R.; Lou, J.; Xu, J. Blockchain-Enabled IoT-BIM Platform for Supply Chain Management in
Modular Construction. J. Constr. Eng. Manag. 2022, 148, 04021195. https://doi.org/10.1061/(ASCE)CO.1943-7862.0002229.
Ahmad, N.M,; Razak, S.F.A.; Kannan, S.; Yusof, I.; Amin, A.H.M. Improving Identity Management of Cloud-Based IoT Applications
Using Blockchain; IEEE: Piscataway, NJ, USA, 2018; pp. 1-6.

Deng, T.; Zhang, K.; Shen, Z.-].M. A Systematic Review of a Digital Twin City: A New Pattern of Urban Governance toward
Smart Cities. ]. Manag. Sci. Eng. 2021, 6, 125-134. https://doi.org/10.1016/j.jmse.2021.03.003.

Lo, SK; Liu, Y.; Chia, S.Y.; Xu, X.; Lu, Q.; Zhu, L.; Ning, H. Analysis of Blockchain Solutions for IoT: A Systematic Literature
Review. IEEE Access 2019, 7, 58822-58835.

Lu, Y. The Blockchain: State-of-the-Art and Research Challenges. J. Ind. Inf. Integr. 2019, 15, 80-90.

Hosseinian, H.; Shahinzadeh, H.; Gharehpetian, G.B.; Azani, Z.; Shaneh, M. Blockchain Outlook for Deployment of IoT in Dis-
tribution Networks and Smart Homes. Int. ]. Electr. Comput. Eng. 2020, 10, 2787-2796.



Sustainability 2023, 15, 3713 46 of 47

138.

139.

140.

141.

142.

143.

144.

145.

146.

147.

148.

149.

150.

151.

152.

153.

154.
155.

156.

157.

158.

159.
160.

161.

162.

163.

164.

Elghaish, F.; Hosseini, M.R.; Matarneh, S.; Talebi, S.; Wu, S.; Martek, I.; Poshdar, M.; Ghodrati, N. Blockchain and the “Internet
of Things” for the Construction Industry: Research Trends and Opportunities. Autom. Constr. 2021, 132, 103942.
https://doi.org/10.1016/j.autcon.2021.103942.

Kim, S.; Deka, G.C.; Zhang, P. Role of Blockchain Technology in IoT Applications; Academic Press: Cambridge, MA, USA, 2019;
ISBN 0-12-817192-8.

Makridakis, S.; Christodoulou, K. Blockchain: Current Challenges and Future Prospects/Applications. Future Internet 2019, 11,
258.

Banerjee, A.; Nayaka, R.R. A Comprehensive Overview on BIM-Integrated Cyber Physical System Architectures and Practices
in the Architecture, Engineering and Construction Industry. Constr. Innov. 2021, 22, 727-748. https://doi.org/10.1108/CI-02-2021-
0029.

Desogus, G.; Quaquero, E.; Rubiu, G.; Gatto, G.; Perra, C. BIM and IoT Sensors Integration: A Framework for Consumption and
Indoor Conditions Data Monitoring of Existing Buildings. Sustainability 2021, 13, 4496. https://doi.org/10.3390/su13084496.
Elbeltagi, A.; Kushwaha, N.L.; Srivastava, A.; Zoof, A.T. Chapter 5— Artificial Intelligent-Based Water and Soil Management.
In Deep Learning for Sustainable Agriculture; Poonia, R.C., Singh, V., Nayak, S.R., Eds.; Academic Press: Cambridge, MA, USA,
2022; pp. 129-142, ISBN 978-0-323-85214-2.

Gotway, M.B.; Panse, P.M.; Gruden, J.F.; Elicker, B.M. Thoracic Radiology: Noninvasive Diagnostic Imaging. In Murray and
Nadel’s Textbook of Respiratory Medicine; Elsevier: Amsterdam, The Netherlands, 2016; pp. 299-331.

Ellis, G. How Machine Learning Is Making Construction More Human. Available online: https://constructionblog.auto-
desk.com/machine-learning-construction/ (accessed on 8 July 2022).

Zhang, J.; Zi, L.; Hou, Y.; Wang, M.; Jiang, W.; Deng, D. A Deep Learning-Based Approach to Enable Action Recognition for
Construction Equipment. Adv. Civ. Eng. 2020, 2020, 1-14. https://doi.org/10.1155/2020/8812928.

Sacks, R.; Girolami, M.; Brilakis, I. Building Information Modelling, Artificial Intelligence and Construction Tech. Dev. Built
Environ. 2020, 4. https://doi.org/10.1016/j.dibe.2020.100011.

Konikov, A.; Roitman, V. Integrated Use of IT—Technology in the Construction Industry; IOP Publishing Ltd.: Bristol, UK, 2020;
Volume 1001.

Turner, CJ.; Oyekan, O.; Stergioulas, L.; Griffin, D. Utilizing Industry 4.0 on the Construction Site: Challenges and Opportuni-
ties. IEEE Trans. Ind. Inform. 2021, 17, 746-756. https://doi.org/10.1109/TI1.2020.3002197.

Chanal, P.M.; Kakkasageri, M.S.; Manvi, S.K.S. Chapter 7—Security and Privacy in the Internet of Things: Computational Intel-
ligent Techniques-Based Approaches. In Recent Trends in Computational Intelligence Enabled Research; Bhattacharyya, S., Dutta,
P., Samanta, D., Mukherjee, A., Pan, 1., Eds.; Academic Press: Cambridge, MA, USA, 2021; pp. 111-127, ISBN 978-0-12-822844-
9.

Regona, M.; Yigitcanlar, T.; Xia, B.; Li, R.Y.M. Artificial Intelligent Technologies for the Construction Industry: How Are They
Perceived and Utilized in Australia? J. Open Innov. Technol. Mark. Complex. 2022, 8, 16. https://doi.org/10.3390/joitmc8010016.
Ekramifard, A.; Amintoosi, H.; Seno, A.H.; Dehghantanha, A.; Parizi, RM. A Systematic Literature Review of Integration of
Blockchain and Artificial Intelligence. Blockchain Cybersecur. Trust. Priv. 2020, 147-160.

Badruddoja, S.; Dantu, R.; He, Y.; Upadhayay, K.; Thompson, M. Making Smart Contracts Smarter; IEEE: Piscataway, NJ, USA,
2021; pp. 1-3.

Harris, ].D.; Waggoner, B. Decentralized and Collaborative Al on Blockchain; IEEE: Piscataway, NJ, USA, 2019; pp. 368-375.

Radu, L.-D. Disruptive Technologies in Smart Cities: A Survey on Current Trends and Challenges. Smart Cities 2020, 3, 1022-
1038.

Kumar, S.; Lim, W.M,; Sivarajah, U.; Kaur, J. Artificial Intelligence and Blockchain Integration in Business: Trends from a Bibli-
ometric-Content Analysis. Inf. Syst. Front. 2022, 26, 1-26.

No, H.J.; Park, Y. Trajectory Patterns of Technology Fusion: Trend Analysis and Taxonomical Grouping in Nanobiotechnology.
Technol. Forecast. Soc. Change 2010, 77, 63-75.

Caviggioli, F. Technology Fusion: Identification and Analysis of the Drivers of Technology Convergence Using Patent Data.
Technovation 2016, 55-56, 22-32. https://doi.org/10.1016/j.technovation.2016.04.003.

Chen, Y. Fusion of Technologies. Concept-Oriented Res. Dev. Inf. Technol. 2014, 93-108.

Koppu, S.; Somayaji, S.R.K.; Meenakshisundaram, I.; Wang, W.; Su, C. Fusion of Blockchain, IoT and Artificial Intelligence— A
Survey. IEICE Trans. Inf. Syst. 2022, 105, 300-308.

Sahal, R.; Alsamhi, S.H.; Brown, K.N.; O’Shea, D.; Alouffi, B. Blockchain-Based Digital Twins Collaboration for Smart Pandemic
Alerting: Decentralized COVID-19 Pandemic Alerting Use Case. Comput. Intell. Neurosci. 2022, 2022, 1-14.

Gotz, C.S.; Karlsson, P.; Yitmen, I. Exploring Applicability, Interoperability and Integrability of Blockchain-Based Digital Twins
for Asset Life Cycle Management. Smart Sustain. Built Environ. 2020, 11, 532-558. https://doi.org/10.1108/SASBE-08-2020-0115.
Celik, Y.; Petri, I.; Rezgui, Y. Leveraging BIM and Blockchain for Digital Twins. In Proceedings of the 2021 IEEE International
Conference on Engineering, Technology and Innovation (ICE/ITMC), Cardiff, UK, 21-23 June 2021; IEEE: Cardiff, UK, 2021; pp.
1-10.

Lokshina, I.V.; Gregu$, M.; Thomas, W.L. Application of Integrated Building Information Modeling, lot and Blockchain Technologies in
System Design of a Smart Building; Procedia Computer Science; Shakshuki, E., Yasar, A., Malik, H., Eds.; Elsevier: Amsterdam,
The Netherlands, 2019; Volume 160, pp. 497-502.



Sustainability 2023, 15, 3713 47 of 47

165.

166.

167.

168.

169.

170.

171.

172.

Aleksandrova, E.; Vinogradova, V.; Tokunova, G. Integration of Digital Technologies in the Field of Construction in the Russian
Federation. Eng. Manag. Prod. Serv. 2019, 11, 38-47. https://doi.org/10.2478/em;j-2019-0019.

Xu, F.; Yang, F.; Zhao, C; Fang, C. Edge Computing and Caching Based Blockchain IoT Network; IEEE: Piscataway, NJ, USA, 2018;
pp- 238-239.

Page, M.].; McKenzie, ]J.E.; Bossuyt, P.M.; Boutron, I.; Hoffmann, T.C.; Mulrow, C.D.; Shamseer, L.; Tetzlaff, ] M.; Akl, E.A,;
Brennan, S.E.; et al. The PRISMA 2020 statement: an updated guideline for reporting systematic reviews. BM] 2021, 372, n71.
https://doi.org/10.1136/bm;j.n71.

Calvetti, D.; Magalhaes, P.N.M.; Sujan, S.F.; Goncalves, M.C.; Campos de Sousa, H.J. Challenges of Upgrading Craft Workforce
into Construction 4.0: Framework and Agreements. Proc. Inst. Civ. Eng.-Manag. Procure. LAW 2020, 173, 158-165.
https://doi.org/10.1680/jmapl.20.00004.

Cheng, M.; Liu, G.; Xu, Y.; Chi, M. When Blockchain Meets the Aec Industry: Present Status, Benefits, Challenges, and Future
Research Opportunities. Buildings 2021, 11, 340. https://doi.org/10.3390/buildings11080340.

Love, P.E.D.; Matthews, J. The “how” of Benefits Management for Digital Technology: From Engineering to Asset Management.
Autom. Constr. 2019, 107, 102930. https://doi.org/10.1016/j.autcon.2019.102930.

Rejeb, A.; Rejeb, K.; Simske, S.J.; Keogh, J.G. Blockchain Technology in the Smart City: A Bibliometric Review. Qual. Quant. 2021,
56, 2875-2906. https://doi.org/10.1007/s11135-021-01251-2.

Tariq, R.; Torres-Aguilar, C.E.; Xam, J.; Zavala-Guill, I.; Bassam, A.; Ricalde, L.]J.; Carvente, O. Digital Twin Models for Optimi-
zation and Global Projection of Building-Integrated Solar Chimney. Build. Environ. 2022, 213, 108807.
https://doi.org/10.1016/j.buildenv.2022.108807.

Disclaimer/Publisher’s Note: The statements, opinions and data contained in all publications are solely those of the individual au-
thor(s) and contributor(s) and not of MDPI and/or the editor(s). MDPI and/or the editor(s) disclaim responsibility for any injury to
people or property resulting from any ideas, methods, instructions or products referred to in the content.



